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Abstract. Becauseever morepowerful intelligentagentswill interactwith people in
increasinglysophisticatedandimportantways,greaterattentionmustbegiven to the
technicalandsocial aspectsof how to make agentsacceptable to people[87]. The
technicalchallengeis to devise a computationalstructurethat guaranteesthat from
the technicalstandpoint all is under control. The social challenge is to ensurethat
agentsand people interactgracefully and to provide reassurance to peoplethat all
is working according to plan. In this chapter, we outlineour efforts to addresssome
of thesetechnicalandsocialconcernsthrough theuseof a policy-basedapproachas
implemented in the KAoS framework. From a technical perspective, we want to be
ableto helpensurethe protectionof agent state,theviability of agentcommunities,
and the reliability of the resourceson which they depend. To accomplishthis, we
must guarantee,insofar as is possible,that the autonomy of agentscan always be
boundedby explicit enforceablepolicy thatcanbecontinually adjustedto maximize
theagents’effectivenessandsafetyin bothhumanandcomputationalenvironments.
Froma socialperspective,we wantagentsto bedesignedto fit well with how people
actuallywork together. Explicit policiesgoverninghuman-agentinteraction, basedon
carefulobservation of work practiceandan understandingof current socialscience
research,canhelp assurethat effective andnaturalcoordination, appropriatelevels
andmodalitiesof feedback, andadequatepredictability andresponsivenessto human
control aremaintained.Thesefactorsarekey to providing the reassuranceandtrust
that arethe prerequisitesto the widespread acceptance of agenttechnology for non-
trivial applications.

1 Intr oduction

Sincethe beginning of recordedhistory, peoplehave beenfascinatedwith the ideaof non-
humanagencies.1 Popularnotionsaboutandroids,humanoids,robots,cyborgs,andscience

1WorksbyauthorssuchasSchelde[95] andCluteandNicholls[33] whohavechronicledthedevelopmentof
popular notionsabout androids,humanoids,robots,andsciencefiction creatures,area usefulstartingpoint for
softwareagentdesignerswantingto plumbtheculturalcontext of their creations.Lubar’s chapter“Inf ormation
beyond computers” in [77] providesa usefulgrandtour of thesubject.SeeFord,Glymour, andHayes[50] for
a delightful collectionof essaysonandroid epistemology.



fiction creaturespermeateour culture,forming thebackdropagainstwhich softwareagents
areperceived.Theword robot,derived from theCzech word for drudgery, becamepopular
following Karel Capek’s 1921play RUR: RossumUniversal Robots[26] (Figure1). While
Capek’s robotswere factory workers, the public hasalso at times embracedthe romantic
dreamof robotsas“digital butlers”who,likethemechanicalmaidin theanimatedfeatureThe
Jetsonswould somedayputteraboutthe living room performingmundanehouseholdtasks
(Figure 2).2 Despitesuchinnocuousbeginnings, the dominantpublic imageof artificially
intelligent embodiedcreatureshasoften beenmorea nightmarethana dream.Would the
awesomepower of robotsreversethe master-slave relationship with humans(Figure 3)?3

Would seeingtheworld throughtheeyesof agentsleadto dangerouslydistortions of reality
(Figure4)?Everydayexperiencesof computeruserswith themysteriesof ordinarysoftware,
riddledwith annoying bugs,incomprehensible features,anddangerousvirusesreinforcethe
fear that thesoftwarepoweringautonomouscreatureswould poseevenmoreproblems.The
moreintelligenttherobot,themorecapableof pursuing itsownself-interestratherthanthatof
its humanmasters(Figure5); themorehuman-like therobot,themorelikely it is to exhibit
humanfrailties and eccentricities(Figure6). Suchlatent imagescannotbe ignoredin the
designof softwareagents-indeed,thereis morethanagrainof truth in eachof them!

“Agentsoccupy a strangeplacein the realmof technology,” summarizesDon Norman,
“leadingto muchfear, fiction, andextravagant claims” [87, p. 51]. By theirability to operate
independentlywithout constanthumansupervision, they can perform tasksthat would be
impracticalor impossible using traditional software applications.On the other hand,this
additionalautonomy, if unchecked,alsohasthepotential of effectingseveredamageif agents
arepoorlydesigned,buggy, or malicious.Becauseevermorepowerful intelligentagentswill
increasinglydiffer softwarethatpeopleareaccustomedto,weneedto takeinto accountsocial
issuesno lessthanthetechnicalonesif theagentswe designandbuild areto beacceptable
to people:

“The technicalaspectis to devisea computational structurethatguaranteesthatfrom the
technicalstandpoint, all is undercontrol.This is notaneasytask.

2It is interestingto notethat today’s roboticvacuum cleaners have little resemblanceto mechanical maids.
However thatis truein partbecausethey areconceivedasinexpensivesingle-functionappliancesandnotmulti-
purposeassistants.Wereour current technicalprowess sufficient to build cheap,smart,andversatilerobotic
assistants,thereis little doubt that we would prefermodelsthat featured a “good brain andan unspecialized
body” [83, p. 489]. SeealsoSection4.4below.

3Whetheror not suchfuturesareplausibleis besidethepoint—thereis no doubt that the fearsarereal for
many peopleright now. For example,Bill Joy notesthe“prophecy” of theUnabomber, assertingthatwhile his
“mentalitywascriminal, hisvision is ratherrealistic”: ‘What we dosuggestis thatthehumanracemighteasily
permit itself to drift into a positionof suchdependenceon themachines that it would have no practicalchoice
but to acceptall of the machines’ decisions.As societyandthe problemsthat faceit become moreandmore
complex andmachinesbecomemoreandmoreintelligent, peoplewill letmachinesmakemoreof theirdecisions
for them,simply becausemachine-madedecisions will bring betterresultsthanman-madeones.Eventually a
stagemaybereachedatwhichthedecisionsnecessarytokeepthesystemrunningwill besocomplex thathuman
beingswill be incapable of making themintelligently. At thatstagethemachineswill be in effective control.
Peoplewon’t beableto just turn themachinesoff, becausethey will besodependentonthemthatturningthem
off would amount to suicide.’ Theodore Kaczynski- thecriminal Unabomber. On theotherhand, just oneyear
agoStephenHawking, thenotedphysicist,suggestedusinggeneticengineeringandbiomechanicalinterfacesto
computersin orderto make possiblea directconnectionbetweenbrainandcomputers‘so thatartificial brains
contribute to humanintelligenceratherthanopposing it.’ Theprofessorconcedesit would bea long process,
but important to ensure biological systemsremainsuperiorto electronic ones.‘In contrastwith our intellect,
computersdouble theirperformanceevery 18months,’ hetold Focusmagazine. ‘So thedanger is realthatthey
coulddevelop intelligenceandtake over theworld.”[66].



Figure1: Scenefrom Capek’s playRossumUniversal Robots [25, p. 19].

Figure2: ElectrotheRobot(akaRobbytheRobot)asdigital butler to AnneFrances[77, p. 376].



Figure3: Powerlessin thegraspof a robot (From AstoundingScienceFiction, October1953 [77, p. 383]).

Figure4: Select-O-Vision [113].



Figure5: A robotthief [25].

Figure6: In Arthur C. Clarke’s 2001: A Space Odyssey, humans are compelled to hide from the psychotic
computerHAL [95, p. 144].



Thesocialpartof acceptabilityis to providereassurancethatall is working accordingto
plan.. . . This is alsoanon-trivial task” [87, p. 51].4

This chaptersummarizesour efforts to address,througha policy-basedapproach(Sec-
tion 2), someof the technicalandsocial aspectsof agentdesignfor increasedhumanac-
ceptability. Froma technicalperspective,we wantto beableto helpensuretheprotectionof
agentstate,theviability of agentcommunities,andthereliability of theresourceson which
they depend.To accomplishthis, we mustguarantee,insofar asis possible, that the auton-
omy of agentscanalwaysbeboundedby explicit enforceablepolicy thatcanbecontinually
adjustedto maximize theagents’effectivenessandsafetyin bothhumanandcomputational
environments(Section3).

From a social perspective, we want agentsto be designedto fit well with how people
actuallywork together. Explicit policiesgoverning human-agentinteraction,basedoncareful
observationof workpracticeandanunderstanding of currentsocialscienceresearch,canhelp
assurethateffectiveandnaturalcoordination,appropriatelevelsandmodalitiesof feedback,
andadequatepredictabilityandresponsivenessto humancontrolaremaintained(Section4).
In short,interactionamonghumansandagentsmustbe gracefulandshouldenhancerather
than hinder humanwork. All thesefactorsare key to providing the reassuranceand trust
that are the prerequisitesto the widespreadacceptanceof agenttechnology for non-trivial
applications.5

2 Addr essingAgent Acceptability Thr ough the Useof Policy

The ideaof building strongsociallaws into intelligentsystemscanbe tracedat leastasfar
backasthe1940sto thesciencefictionwritingsof IsaacAsimov [6]. In hiswell-knownstories
of the succeedingdecadeshe formulateda setof basiclaws that werebuilt deeplyinto the
positronic-braincircuitry of eachrobotsothatit wasphysicallypreventedfrom transgression.
Thoughthelawsweresimpleandfew, thestoriesattemptedto demonstratejusthow difficult
they wereto apply in variousreal-world situations. In mostsituations, althoughthe robots
usuallybehaved“logically,” they often failed to do the“right” thing—typically becausethe
particularcontext of applicationrequiredsubtleadjustmentsof judgmentson thepartof the
robot (e.g., determining which law took priority in a given situation, or what constituted
helpfulor harmfulbehavior).6

ShohamandTennenholtz[99] introducedthethemeof sociallawsinto theagentresearch
4Similarly, Alan Kay haswritten: “It will notbeanagent’s manipulativeskills, or evenits learningabilities,

thatwill getit accepted,but insteadits safetyandability to explain itself in critical situations.At themostbasic
level thethingwe wantmostto know about anagent is nothow powerful it canbe,but how trustableit is” [68,
pp.205-206].

5A morecompletestudyof many of thesetopicscanbe found in [15] For anentertaining andinformative
general characterizationof various approachesto human-centeredcomputing, see[61].

6In aninsightful essay, RogerClarke exploressomeof theimplications of Asimov’s storiesaboutthe laws
of roboticsfor informationtechnologists[32]. Weld andEtzioni [120] werethefirst to discusstheimplications
of Asimov’s first law of robotics for agent researchers.Like most norm-basedapproachesdescribedbelow
(andunlike mostpolicy-basedapproaches)the safetyconditions aretaken into account aspart of the agents’
own learning andplanning processesratherthanaspartof theinfrastructure.In animportant responseto Weld
and Etzioni’s “call to arms,” Pynadath andTembe[91] develop a hybrid approach that marriesthe agents’
probabilistic reasoningabout adjustable autonomy with hardsafetyconstraints to generate“policies” governing
theactionsof agents.Theapproachassumesa setof homogeneousagents who aremotivatedto cooperateand
follow optimally-generatedpolicies.



community, whereinvestigations have continuedundertwo mainheadings:normsandpoli-
cies.Drawing onprecedentsin legal theory, socialpsychology, socialphilosophy, sociology,
and decisiontheory [119], norm-based approacheshave grown in popularity [11; 40; 75;
76]. In themulti-agentsystemresearchcommunity, ConteandCastenfranchi[39] foundthat
normswerevariouslydescribedasconstraintsonbehavior, endsor goals,or obligations.For
themostpart,implementationsof normsin multi-agentsystemssharethreebasicfeatures:

1. they aredesignedoffline or

2. they arelearned,adopted,andrefinedthroughthepurposefuldeliberationof eachagent;
and

3. they areenforcedby meansof incentives andsanctions.

Interestin policy-basedapproachesto multi-agentanddistributedsystemshasalsogrown
considerablyin recentyears(http://www.policy-workshop.org). While sharingmuchin com-
monwith norm-basedapproaches,policy-basedperspectivesdiffer in subtleways.Whereas
in everydayEnglishthetermnormdenotesapractice,procedure,or customregardedastypi-
calor widespread,apolicy isdefinedby theAmericanHeritageOnlinedictionaryasa“course
of action,guidingprinciple,or procedureconsideredexpedient,prudent,or advantageous.”
Thus,in contrastto the relatively descriptive basisandself-chosenadoption (or rejection)
of norms,policiestendto be seenasprescriptive andexternally-imposedentities.Whereas
normsin everydaylife emergegraduallyfrom groupconventionsandrecurrentpatternsof in-
teraction,policiesareconsciouslydesignedandput into andoutof forceatarbitrarytimesby
virtueof explicitly-recognizedauthority.7 Thesedifferencesaregenerallyreflectedin theway
mostpolicy-basedapproachesdiffer from norm-basedoneswith respectto thethreefeatures
mentionedabove.Policy-basedapproaches:

1. supportdynamicruntimepolicy changes,andnotmerelystaticconfigurationsdetermined
in advance;

2. work involuntarily with respectto theagents,thatis, without requiringtheagentsto con-
sentor evenbeawareof thepoliciesbeingenforced;thusaimingto guaranteethateven
thesimplestagentscancomplywith policy; and

3. wherever possible they areenforcedpreemptively, preventing buggyor maliciousagents
from doingharmin advance,ratherthanrewardingthemor imposing sanctionsthemafter
thefact.

In the following subsections, we definepolicy in thesensethat it is usedin this chapter
(2.1)anddistinguishit from relatedconcepts(2.2).We thenoffer definitionsof thetwo ma-
jor typesof policy (2.3),discussboth traditionalfocusareasandnew challengesfor policy
management(2.4),andoutlinethemostimportantaspects(2.5)andbenefits(2.6).

7; While it is truethatover time normscanbeformalizedinto laws,policiesareexplicit andformal by their
verynatureat theirorigin.



2.1 Whatis policy?

In agentanddistributedcomputingcontexts, policy canbedefinedasan enforceable, well-
specifiedconstraint on the performanceof a machine-executableaction by a subjectin a
givensituation:

� enforceable:In principle,anactioncontrolledby policy mustbeof thesortthatit canbe
prevented,monitored,or enabledby systeminfrastructure;

� well-specified:Policiesarewell-defineddeclarativedescriptions;

� constraint on theperformance:Theobjective of policy is to ensure,with or without the
knowledgeor cooperationof the entity beinggoverned, that the policy administrator’s
intent is carriedout with respectto whetherthe specifiedpolicy-governedactiontakes
place;

� machine-executableaction: In additionto purelymachine-executableactions,we include
situationswherea personis responsible for completinganactionandthensomehow sig-
nalingthatfactto themachine;

� subject:Thesubjectis eitherahumanor ahardwareor softwarecomponent—or a group
of suchentities;

� situation: Policy applicability maybedeterminedby a varietyof preconditionsandcon-
textual factors.

2.2 Distinguishingpolicy fromrelatedconcepts

It is evident that not every constraintin an agentsystemshouldbe managedasan element
of policy. Nor shouldpolicy in the sensewe arediscussing it herebe confusedwith other
relatedconcepts.For example,the termpolicy is oftenusedto describewhatwe will call a
“Big P” policy, referringto the sortsof high-level declarationsof objectivesor preferences
thatonefinds in discussionsof strategic policy, public policy, or foreign policy. While it is
truethatevery policy of thesortwe areconcernedwith (call them“little p”) is motivatedby
somehigherlevel objective,“Big P” policiescompriseadiversity of elements,someof which
involverealworld considerationsthatgo farbeyonddistributedcomputing issues.Resolving
theambiguitiesandcontradictionsof complex and“soft” goals,guidelines,andtradeoffs at
the “Big P” level is more the stuff of humandeliberationandautomatedplanningthanof
policy managementframeworkswhicharebestsuitedto analysisandimplementationof hard
constraintsafter thedifficult preliminaryframinghasbeendone.8

8As a matterof practice,while systemsshouldbe designedto accommodatepolicy changesby an autho-
rized personor trustedcomponentof the policy managementinfrastructureat any time, we do not normally
allow agentsthemselvesthesameprivilege—certainlynot,at least,theagenton whomthepolicy is beingen-
forced. This is consistentwith themainpremiseof David Billings’ desideratafor human-centeredsystems[10]
(“Humansareresponsiblefor outcomesin human-machine systems”)which implicitly assumesa fundamental
asymmetry betweenhumansandtoday’s agents.Notwithstanding thisassumption, weexpectthebroadbalance
betweenhumanandagentinitiative andresponsibility to co-evolve commensuratewith thedegreeof trusthu-
mansarewilling (or required) to exercisein particularkinds of technology for specificcontexts of use.Already
people rely routinelyontechnology to dothingsautomaticallyfor themthatwereunthinkablenot too longago.



Policy managementalsoshouldnotbeconfusedwith planningor workflow management,
which are relatedbut separatefunctions.Planningmechanismsare generallydeliberative
(i.e., they reasondeeplyandactively aboutactivitiesin supportof complex goals)whereas
policy mechanismstendto bereactive(i.e.,concernedwith simpleactionstriggeredby some
environmentalevent) [53, pp. 161-162].Whereasplansare a unified roadmapfor accom-
plishing somecoherentsetof objectives,bodiesof policy collectedto govern somesphere
of activity aremadeupof diverseconstraintsimposedby multiple potentially-disjoint stake-
holdersandenforcedby mechanismsthataremoreor lessindependentfrom theonesdirectly
involved in planning.Planstend to be strategic andcomprehensive, while policies, in our
sense,areby naturetacticalandpiecemeal.In short,we might saythatwhile policiescon-
stitute the“rules of theroad”—providing thestopsigns,speedlimits, andlanemarkersthat
serveto coordinatetraffic andminimizemishaps—they arenotsufficient to addresstheprob-
lemof “routeplanning.”

Policiesshouldnotbemistakenfor businessrules,for while theirmotivationssometimes
overlap with policy-basedapproaches,thesetwo different attemptsto enforceregularities
on complex systemshave usuallymaintaineda differentfocus.Analogously to theworld of
policies,wecandistinguishbetween“Big B” and“little b” businessrules.A “Big B” business
rule “pertainsto any of theconstraintsthatapplyto thebehavior of peoplein theenterprise,
from restrictionson smoking to proceduresfor filling out a purchaseorder” [70, p. 5]. On
theotherhand,“little b” businessrulespertain“to the factswhich arerecordedasdataand
constraintson changesto thevaluesof thosefacts.That is, theconcernis whatdatamayor
may not be recordedin the information system”[70, p. 5]. Like “Big P” policies,“Big B”
businessruleshave a muchbroaderscopethan“little p” policies.The“little b” rules,on the
otherhand,arecertainlynarrower than“little p” policies to the extent that the former are
restrictedto governingto thekindsof actionsthatcanbeperformedon a particularinstance
of abusinessdatabaseratherthanto abroaderconceptof actionin general.

Finally, it shouldbe realizedthat unwantedcircumstancescannotbe prevented,nor re-
quiredeventsmadeto happen,by policy managementmechanismsalone.A variety of po-
tentialfailuresmustbeconsideredandcounteractedin thedesignof safeandeffectiveagent
systemsincluding: extremeevents;hardwarefailure; humanerror; incorrectsystemdesign,
specification,or implementation;andinconsistency, redundancy, inaccuracy, or incomplete-
nessof agentknowledgeandsysteminformation[53, pp.245-246].

2.3 Typesof policy

Drawing on their long historyof policy research,Slomanandhis colleaguesdefinethe two
majortypesof policy, authorizationsandobligations:

� “A positive authorizationpolicy definestheactionsthata subjectis permittedto perform
onatarget.A negativeauthorizationpolicy specifiestheactionsthatasubjectis forbidden
to performona target” [41].

� “Obligation policies specify the action that a subjectmust perform on a set of target
objectswhenan eventoccurs.Obligation policiesarealwaystriggeredby events,since



thesubject9 mustknow whento performthespecifiedaction” [41].10

2.4 Scopeof policymanagement

Thescopeof policy managementincludestraditionalfocusareassuchassecurity(e.g.,con-
fidentiality, availability, integrity, accountability, auditability, accesscontrol,intrusion detec-
tion11), resourcemanagement(e.g., controlsover rate and amountof CPU, memory, and
network consumption; Quality of Serviceguarantees),andinformationsharinganddissem-
ination,but alsogoesbeyond thesein significantways.For example,KAoS pioneeredthe
conceptof agentconversation policiesin themid-1990s[16; 17; 57; 58] and,in conjunction
with Nomads,hasexploredthe usesof mobility policiesfor several years[69]. Additional
new challengesfor policy managementinclude:

� Sourcesand methodsprotection,digital rights management,information filtering and
transformation,capability-basedaccess;

� Activenetworks,agilecomputing, pervasiveandmobile systems;

� Organizationalmodeling, coalition formation, formalizing cross-organizationalagree-
ments;

� Trustmodels,trustmanagement,informationpedigrees;

� Effectivehuman-machineinteraction:interruption/notificationmanagement,presenceman-
agement,adjustable autonomy, teamwork facilitation, safety;and

� Intelligentretrieval of all policiesrelevantto somesituation.

2.5 Aspectsof policymanagement

Effectivepolicy managementinvolves many aspectsincluding:

� policy negotiation;
9In theKAoS policy managementframework (seeSection3.2), a typeof enforcercalledanenablercanbe

definedto assistsubjectsin fulfilling obligations, thusreducing, or ideally eliminating, theneedfor theagent
itself to fully understandthepolicy andknow whenhow to undertakeits responsibilities [20; 117]. Enablerscan
alsobedefinedfor sometypesof authorizationpolicies(seeSection3.2.6).

10Somesystemsdifferentiatea secondclassof obligationsthat requiresa given desiredstateto be contin-
uouslymaintainedby an unspecifiedaction (e.g., Agent A must maintainat least10 widgetsin the bin) in
contrastto normalobligationsthatrequire a specificactionto beperformedin responseto a trigger (e.g.,IF the
numberof widgets ��
 10THEN Agentmustfill thebin with widgets).For example, PynadethandTambe[91]
distinguishbetweenfour classesof safetyconstraints: forbiddenactions, forbiddenstates,requiredactions,and
required states.In KAoS (seeSection3.2), forbiddenactionscorrespond to negative authorization policies,
while requiredactionsandstatesmapto positiveobligation policies.Sincemany statesof theworld areoutside
of systemcontrol andcannot beforbiddena priori, they canbestbehandled by representinga forbiddenstate
(ideallywith somesafetymargin) asa triggerto a positiveobligation policy thatrequires theagent to achievea
permissiblestate.

11Policiesprovide a mechanism for organizations to insertandactivatetheir policies(andthustheir inten-
tions)right into thebeatingheartof moderndistributedsystems.



� analysis(e.g.,multi-organizationalpolicy integration,conflict detectionandresolution,
enforceabilityanalysis,“what if ” analysesandsimulations,validation);

� persistenceandreuse;

� distribution;

� disclosure;

� monitoring andlogging, compliancedetection,andenforcement;

� precedentmanagement(trackingcircumstanceswherepolicieshave beenoverriddenin
thepast);

� visualization;and

� verification.

Fortunately, thedevelopmentof a comprehensive policy managementapproachdoesnot
requirea duplicationof theextensive investmentthathasbeenmadein researchon security
mechanismsovermany years.Instead,policy managementcapabilitiescanbemadeto lever-
ageandextendthisongoingresearchasthey incorporateappropriatesecuritycapabilitiesinto
variousaspectsof policy enforcementandinto mechanismsfor theprotectionof thepolicy
managementcomponentsthemselves.Securitypoliciesrepresentonly a(well-studied)subset
of themany interactingtypesof policy.

2.6 Benefitsof policymanagement

A policy-basedapproachhasmany benefits:
Explicit licensefor autonomousbehavior. Policy representationsthat the descriptionof

entitiesandactionsatabstractlevels(e.g.,ontologies)canbeneficiallyunderspecifythecon-
straintsof policy, giving humanstakeholdersasmuch leeway as they requireto shapethe
limits of agentbehavior acrossan arbitrarily large scopeof action,while leaving every un-
mentioneddetailcompletelyin thehandsof theagentsthatareclosestto theproblem.Thus,
the couplingof policy with autonomyenableshumanorganizationsto think globally while
acting locally. In short,ratherthanmistakenly thinking of policy only asa restrictive nui-
sance,we might moreproductively think of it as the explicit licenseby which agentsare
authorizedto make specificdecisionsand adaptationsautonomously in responseto novel
problemsandopportunitiesasthey arise—withoutviolating theconstraintsimposedby those
whoareresponsiblefor theirbehavior.

Reusability. Policiesencodesetsof usefulconstraintson agentor componentbehavior,
packagingthemin aform in whichthey caneasilybereusedasoccasionsrequire.By reusing
policieswhenthey apply, we reapthelessonslearnedfrom previous analysisandexperience
while saving thetime it wouldhave takento reinventthemfrom scratch.Policy librariescan
packagesetsof policiesthathave beenpre-approvedfor particularsituations.For example,
military applications mayhave defineddifferentpolicy setsthatcomeinto play for various
levelsof threatconditions.



Efficiency. In addition to lighteningthe applicationdevelopers’workload,well-defined
policy managementmechanismscan sometimesincreaseruntime efficiency [91]. For ex-
ample,to theextent thatpolicy conflict resolutioncanbe performedoffline in advanceand
policiescanbeconvertedto anefficient runtimerepresentation,overall performancecanbe
increased[20; 117].

Extensibility. A well-designed policy managementcapabilityprovidesa layer of basic
representationsandserviceswhichcanbestraightforwardlyextendedto diverseandevolving
platformsandsetsof operationalcapabilitiesthatareoftensubjectto rapidratesof technol-
ogy refresh.Ideally, thesemodificationscouldbemadewithout extensivemanualmarkupor
duplicationof informationstoredelsewherein theorganization.

Context-sensitivity. Explicit policy representationimprovestheability of agents,compo-
nents,andplatformsto beresponsive to changingconditions withoutchangingtheir code.In
maturepolicy managementsystems, suchchangesto policy canbemademanuallythrough
convenientdistributedadministrationcapabilitiesor triggeredprogrammaticallyby events.

Verifiability. By representingpoliciesin anexplicitly declarative form insteadof burying
themin the implementation code,we canbettersupportimportanttypesof policy analysis
[53, pp. 156-157].First—andthis is absolutelycritical for securitypolicies—wecanexter-
nally validatethatthepoliciesaresufficient for theapplication’stasks,andwecanbringboth
automatedtheorem-provers andhumanexpertiseto this task.Second,therearemethodsto
ensurethatagentbehavior which follows thepolicy will alsosatisfymany of the important
propertiesof reactivesystems:liveness,recurrence,safetyinvariants,andsoforth.

Supportfor simpleaswell assophisticatedagents.By puttingtheburdenfor policy anal-
ysisandenforcementon the infrastructureratherthanhaving to build suchknowledgeinto
eachof theagentsthemselves,we ensurethatall agentsoperatewithin theboundsof policy
constraints[19]. In thisway, evenoneagentshallnotbelostdueto policy violations,nomat-
terhow simpleor sophisticatedtheagent’sdesign,andthetaskof agentdevelopersis thereby
reducedin complexity [58].

Protectionfrom poorly-designed,buggy, or malicious agents.Intelligent systems func-
tioning in complex environments cannotrely on design-timetechniquesto completelyelim-
inatethepossibility of unwantedevents occurringduringoperations.12 Moreover, even if it
couldbeguaranteedthatagentsdesignedby a givengroupwould alwaysfunctioncorrectly,
the fact is that so long asrelianceon opensystems continuesto increasethe possibility of
buggyor maliciousagentsdesignedby otherscannotbecompletelyignored.Variousforms
of policy-basedbarriersthatcancontroltheactionsof suchagentsthroughmonitoring,anal-
ysis,inference,adjustableautonomy, andenforcementmethodsthatareinfrastructure-based
andindependentof theagents’own reasoningappearto bethemosteffectiveway to reduce
therisk of theseseriousproblems[71, pp.414-431].

Reasoningaboutagentbehavior. As permittedby policy disclosurepolicies[98], sophis-
ticatedagentscanreasonabouttheimplicationsof thepoliciesthatgovern theirbehavior and
thebehavior of otheragents.To theextentthatbehavior canbepredictedfrom policy, making
accurateandconsistentmodelsof agentsbecomesmorefeasible.

12As Fox andDas[53, p. 158] wisely observe, “the natureof a hazardwill frequently beunknown until it
actuallyarrives.In somecircumstancesensuring thata systemreliably doeswhatthedesigners intended—and
only whatthey intended—maybeexactly thewrongthing to do!”



3 Technical Aspectsof Agent Acceptability

Examplesof the kinds of basicinfrastructurethat will be requiredto supportthe technical
aspectsof agentacceptabilityarebecomingmoreavailable.Designedfrom the groundup
to exploit next-generationInternetandWeb-Servicescapabilities,grid-basedapproaches,for
example,aim to provide a universalsourceof dynamicallypluggable,pervasive, and de-
pendablecomputing power, while guaranteeinglevelsof securityandquality of servicethat
will makenew classesof applicationspossible ([52]; http://www.gridforum.org). By thetime
thesesortsof approachesbecomemainstreamfor large-scaleapplications,they will alsohave
migratedto adhoclocalnetworksof verysmalldevices[55; 109].

Thisbeingsaid,however, wemustgofarbeyondthesecurrentefforts to enablethevision
of long-livedagentcommunitiesperformingcritical tasks(Figure7). Currentinfrastructure
implementationstypically provideonly very simple formsof resourceguaranteesandno in-
centives for agentsandothercomponentsto look beyond their own selfishinterests.At a
minimum, future infrastructuremustgo beyondthebareessentialsto provide pervasive life
supportservices(relyingonmechanismssuchasorthogonalpersistenceandstrongmobility
[105; 106]) thathelpensurethesurvival of agentsthataredesignedto live for many years.
Beyondthebasicsof individual agentprotection, long-livedagentcommunitieswill depend
on legal services, basedon explicit policies,to ensurethat rightsandobligationsaremoni-
toredandenforced.Benevolent social servicesmight alsobe provided to proactively avoid
problemsandhelpagentsfulfill their obligations.Although someof theseelementsexist in
embryowithin specificagentsystems,their scopeandeffectivenesshasbeenlimitedby the
lackof underlyingsupportat boththeplatformandapplication levels.
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Figure7: Requiredelementsof future infrastructurefor softwareagents.

In this sectionwe describehow we areworking toward extending currentagentinfras-
tructureto providesupportfor rudimentaryversionsof thesekindsof agentservices.Wewill
first describeNomadslife supportservices(3.1). Thenwe will show how we areexploring
thebasicsof legalandsocialservicesto agentsthroughtheuseof KAoS domainandpolicy
managementmodelsandmechanisms(3.2).Thenwebriefly describeseveralapplicationsof
NomadsandKAoS (3.3) andgive examplesof policy typesrelatingto thetechnicalaspects
of agentacceptability(3.4).

3.1 NomadsLife Support Services

Nomadsis thenamewehavegivento thecombinationof Aroma,anenhancedJava-compatible
Virtual Machine(VM), with its Oasisagentexecution environment[105;106]. In its current



version,it is designedto provide basic life supportservicesensuringagentenvironmental
protectionof two kinds:

� assuranceof availability of systemresources,evenin thefaceof buggyagentsor deliber-
atedenial-of-serviceattacks(3.1.1);and

� protectionof agentexecutionstate,evenin thefaceof unanticipatedsystemfailure(3.1.2).

3.1.1 Protection of agentresources.

Our approachfor life supportserviceshas thus far beentwo-pronged:enablingas much
protectionaspossible in standardJavaVMs while alsoproviding Nomadsandtheenhanced
AromaVM for thoseagentapplicationsthatrequireit.

AlthoughJava is currentlythemostpopularandarguablythemostmobility-mindedand
security-consciousmainstreamlanguagefor agentdevelopment,currentversionsfail to ad-
dressmany of theuniquechallengesposedby agentsoftware.While few if any requirements
for Java mobility, security, andresourcemanagementareentirelyuniqueto agentsoftware,
typical approachesusedin non-agentsoftwareareusuallyhard-codedanddo not allow the
degreeof on-demandresponsiveness,configurability, extensibility, andfine-grainedcontrol
requiredby agent-basedsystems.

For agentsrunningin theAromaVM, wecancreateaguardedenvironmentthatis consid-
erablymorepowerful in that it notonly providesthestandardJava enforcementcapabilities,
but alsosupportsaccessrevocationunderall circumstances,dynamicresourcecontrol and
full statecaptureondemandfor any Javaagentor service.

To fully appreciatetheresourcecontrolfeaturesof AromaandNomads,someunderstand-
ing of thecurrentJavasecuritymodelis needed.Earlyversionsof Javareliedon thesandbox
model to protectmobile codefrom accessingdangerousmethods. In contrast,the security
modelin thecurrentJava 2 releaseis permission-based.Unlike theoriginal “all or nothing”
approach,Java appletsandapplicationscanbe given varying amountsof accessto system
resources.Unfortunately, currentJava mechanismsdo not addressthe problemof resource
control.For example,while it maybepossible to preventaJavaprogramfrom writing to any
directoryexcept/tmp(anaccesscontrolissue),oncetheprogramis givenpermission to write
to the/tmpdirectory, no furtherrestrictionsareplacedon theprogram’s I/O (a resourcecon-
trol issue).As anotherexample, thereis no way in thecurrentJava implementationto limit
theamountof disk spacetheprogrammayuseor to controltherateat which theprogramis
allowedto readandwrite from thenetwork.

Resourcecontrol is importantfor several reasons.First, without resourcecontrol, sys-
temsandnetworks areopento denialof serviceattacksthroughresourceoveruse.Second,
resourcecontrollaysthefoundation for quality-of-serviceguarantees.Beforeany quality-of-
serviceguaranteescanbemadeabouttheavailability of resources,thesystemmustbeable
to limit resourceutilizationof othertasks(whichis currentlynotpossible in theJavaenviron-
ment).Third, resourcecontrolpresupposesresourceaccounting,which allows theresources
consumedby somecomponentof a system(or theoverall system)to bemeasuredfor either
billing or monitoringpurposes.Monitoring resourceutilizationovertimeallowsthedetection
of abnormalbehavior aspartof thesystem.

Finally, theavailability of resourcecontrolmechanismsin theenvironmentsimplifiesthe
taskof developing systems for resource-constrainedsituations.Considerthe taskof devel-
opinganddeploying anew systemrequiringconcurrentexecutionandresourcesharingwith



existing systems. In suchscenarios,the developer of the new systemoften hasto limit the
resourceutilization of the new systemin order to not interferewith the operationsof the
existing systems(for example,maybethe new systemcanonly use500 Kb/secof network
bandwidthbecausetherestof theavailablenetwork bandwidthis requiredby theexistingsys-
tems).Providing suchaguaranteerequiressignificanteffort onbehalfof thedeveloperof the
new system.However, if theunderlyingenvironmentwereto provideresourcecontrolmech-
anisms,thenthe new systemcould simply make a requestto the underlyingenvironment,
whichcanthenprovide thenecessaryguarantees.

Aroma currentlyprovidesa comprehensive setof resourcecontrolsfor CPU,disk, and
network usage(Figure8).Theresourcecontrolmechanismsallow limits to beplacedonboth
therateandquantityof resourcesusedby Java threads.Ratelimits includeCPUusage,disk
readrate,disk write rate,network readrateandnetwork write rate.Ratelimits for I/O are
specifiedin bytes/millisecond.Quantitylimits includediskspace,total byteswritten to disk,
totalbytesreadfrom thedisk,totalbyteswrittento thenetwork,andtotalbytesreadfrom the
network.Quantitylimitsarespecifiedin bytes.Oneof themajorbenefitsof theAromaVM is
thatresourcecontrolsaretransparentto theJavacodeexecutinginsidetheVM. In particular,
the enforcementof the resourcelimits doesnot requireany modifications to the Java code.
Also, theexistenceof ratelimits(andtheirenforcement)is completelytransparentto theJava
componentor service.

Figure8: TheAromaVM providesresourcecontrol for CPU,memory, disk,andnetwork.

CPU resourcecontrol wasdesignedto supporttwo alternative meansof expressingthe
resourcelimits. The first alternative is to expressthe limit in termsof bytecodesexecuted
per millisecond.The advantageof expressinga limit in termsof bytecodesper unit time
is that given the processingrequirementsof a thread,the thread’s executiontime (or time
to completea task)may be predicted.Anotheradvantageof expressinglimits in termsof
bytecodesperunit time is that the limit is systemandarchitectureindependent.Thesecond
alternative is to expressthe limit in termsof somepercentageof CPU time, expressedasa



numberbetween0 and100.Expressinglimits asa percentageof overallCPUtime on a host
providesbettercontrolover resourceconsumption on thatparticularhost.

Ratelimits for disk andnetwork areexpressedin termsof bytesreador written permil-
lisecond.If a ratelimit is in effect, thenI/O operationsaretransparentlydelayedif necessary
until suchtime thatallowing theoperationwould not exceedthe limit . Threadsperforming
I/O operationswill not beawareof any resourcelimits in placeunlessthey chooseto query
theVM.

Quantitylimits for disk andnetwork areexpressedin termsof bytes.If a quantitylimit
is in effect, thenthe VM throws an exceptionwhena threadrequestsan I/O operationthat
would resultin thelimit beingexceeded.

In agentenvironments, several usesof the Nomads-basedresourcecontrol mechanisms
arepossible. First, the KAoS domainandpolicy services(seeSection3.2) will be able to
utilize theresourcecontrolcapabilitiesin orderto placelimits ontheresourcesconsumedby
servicesandcomponentsrunningwithin the Aroma VM. The KAoS Guardwill be ableto
varytheresourcelimits to accommodatechangesin policy or level of serviceguarantees.The
Guardwill alsobeableto take advantageof theresourceaccountingcapabilitiesto measure
andreportbackontheresourcesconsumedbyservicesandcomponentsand,if policy permits,
to look for patternsof resourceabusethat might signaldenial-of-serviceattacksand take
autonomous actionto reduceresourcesto theattacker accordingly.

We areworking with SunMicrosystemsLaboratoriesto help incorporateresourcecon-
trol capabilitiesinto commercialJava Virtual Machines.IncorporatingAroma-like resource
control mechanisms into Java will enableagentsandotherdistributedsystemsapplications
to run in moresecureenvironments.

3.1.2 Protection of agentstate

With respectto protectionof agentstate,weneedawayto savetheentirestateof therunning
agentor component,including its execution stack,at anytime so it canbe fully restoredin
caseof systemfailure or a needto temporarilysuspendits execution.The standardterm
describingthisprocessis checkpointing.Over thelastfew years,themoregeneralconceptof
transparentpersistence(sometimescalled“orthogonalpersistence”)hasalsobeendeveloped
by researchersatSunMicrosystemsandelsewhere[65]. Thegoalof thisresearchis to define
language-independentprinciplesandlanguage-specificmechanismsbywhichpersistencecan
be madeavailablefor all data,irrespective of type. Ideally, the approachwould not require
any specialwork by the programmer(e.g., implementingserializationmethods in Java or
using transactioninterfacesin conjunction with object databases),and therewould be no
distinction madebetweenshort-livedandlong-liveddata.

TheAromaVM hasbeenenhancedwith thecapabilityto capturetheexecution stateof
any runningJavaprogram.CurrentcommercialJavaVMs donotprovideany mechanismsto
capturetheexecutionstateof aJavaprogram.Thestatecapturemechanismis usedto provide
strongmobility for Nomadsagents,whichallowsthemto requestmobility nomatteratwhat
point they are in runningtheir code.Without strongmobility, the codefor a mobile agent
needsto bestructuredin aspecialwayto accommodatemigrationoperations.Strongmobility
allows agentsto be mobile without any specialstructuralrequirements(seediscussion of
resourceredirectionbelow).

Promisingwork hasbeendoneon translatingagentsthatusestrongmobility into agents
thatuseweakmobility. Theseapproacheswork well for agentsthataresinglethreadedand



do not requireasynchronousstatecapture.13 The Aroma VM supportscapturingof execu-
tion stateof both multi-threadedagentsandallows externaleventsto trigger statecapture
operations.

We have usedthestatecapturefeaturesof Nomadsextensively for agentsrequiringany-
time mobility, whetherin the performanceof sometask or for immediate escapefrom a
hostunderattackor aboutto go down (we call this scenario“scram”). We have also put
thesefeaturesto usefor transparentload-balancingandforcedcodemigrationondemandin
distributed computingapplications [112]. To supporttransparentpersistencefor agentsand
agentinfrastructurecomponents,weareimplementingscheduledandon-demandcheckpoint-
ing servicesthatwill protectagentexecutionstate,evenin thefaceof unanticipatedsystem
failure.

Forcedmigrationof agentswould fail if the agentwereusinglocal resources(suchas
files or network endpoints)on theoriginal host.To solve this problem,we have alsoimple-
mentedtransparentredirectionof resourceaccessfor files andTCP sockets.For example,
network redirectionis providedthrougha mechanismcalledMockets(mobilesockets)[82],
whichallow anagentto keepaTCPsocketconnectionopenwhile moving from hostto host.
Resourceredirectionis animportantrequirementto achieve full forcedmigrationof agents.

3.2 KAoSLegal andSocialServices

Thetechnicalaspectsof agentacceptabilityinvolve otherconcernsbesidestheregulation of
computing resourcesandprotectionof agentstate.As thescaleandsophisticationof agents
grow, andtheir lifespanbecomeslonger, agentdevelopersanduserswill want theability to
expresscomplex high-level constraintsonagentbehavior within agivenenvironment.Within
KAoS, theseconstraints areprovidedby policy.

Section3.2.1givesanoverview of KAoS domainandpolicy services,whichareintended
to addressthis requirement.KAoS servicesrely on the KAoS Policy Ontologies (KPO),
a set of description-logic-basedontologies of the computational environment,application
context, and the policies themselves (3.2.2).Specificationof domainsand policies is per-
formedthroughKPAT, theKAoS Policy AdministrationTool (3.2.3).As new policiesor other
changescomeinto force, policy conflict resolutioninferenceproceduresdeterminewhich
policiesarein conflict andhow to resolve theseconflicts(3.2.4).KAoS policy distribution
anddisclosuremechanismsaredescribedin Section3.2.5.Finally, KAoS providesvarious
enforcementmechanisms(3.2.6).Genericenforcerinterfaces,with implementationsfor var-
iousplatformsandactiontypes,areresponsible for prevention of or warningsaboutactions
inconsistent with currentpolicy. Similarly, genericenablersareresponsiblefor performing,
facilitating,or monitoring of requiredactions.

3.2.1 KAoS overview

KAoS is acollectionof componentizedagentservicescompatible with severalpopularagent
frameworks,includingNomads[110], theDARPA CoABSGrid [67], theDARPA ALP/Ultra*
Log Cougaarframework (http://www.cougaar.net),CORBA (http://www.omg.org), andVoy-
ager(http://www.recursionsw.com/osi.asp).The adaptabilityof KAoS is due in large part

13By asynchronous,we meana requestto capture statethat is generatedby anexternal unexpectedeventor
interrupt.



to its pluggableinfrastructurebasedon Sun’s Java Agent Services(JAS) (http://www.java-
agent.org). For additional descriptionsand perspectives on KAoS, the readeris referred
to [16; 17; 19; 20]. While initially orientedto the dynamicand complex requirementsof
softwareagentapplications,theservicesarealsobeingadaptedto general-purposegrid com-
puting(http://www.gridforum.org) andWebservices(http://www.w3.org/2002/ws/)environ-
mentsaswell.

KAoSdomainservicesprovide the capabilityfor groupsof agentsto be structuredinto
organizationsof agentdomainsandsubdomains to facilitateagent-agentcollaborationand
externalpolicy administration.Domainsmay representany sort of groupimaginable,from
potentially complex organizationalstructuresto administrativeunitsto dynamictask-oriented
teamswith continuallychangingmembership.A given domaincanextendacrosshostbound-
ariesand,conversely, multiple domainscanexist concurrentlyon the samehost.Domains
may be nestedindefinitely and,dependingon whetherpolicy allows, agentsmay become
membersof morethanonedomainat a time.

KAoSpolicy servicesallow for the specification,management,conflict resolution, and
enforcementof policieswithin domains.Policiesarerepresentedin DAML (DARPA Agent
MarkupLanguage)asontologies.TheKAoS Policy Ontologies(KPO) distinguishbetween
authorizations(i.e., constraintsthatpermitor forbid someaction)andobligations(i.e., con-
straintsthat requiresomeaction to be performed,or elseserve to waive sucha require-
ment) [41]. Throughvariouspropertyrestrictionsin the actiontype,a given policy canbe
variouslyscoped,for example,eitherto individualagents,to agentsof agivenclass,to agents
belongingto a particulargroup,or to agentsrunningin a given physical placeor computa-
tionalenvironment(e.g.,host,VM).

Someof the importantfeaturesof KAoS areworth noting. First, the approachdoesnot
assumethatwearedealingwith ahomogeneoussetof agentsthathavebeendesignedin ad-
vanceto work with KAoS services.Ratherthegoalis to beableto haveKAoS serviceswork
with arbitrarily writtenagentsafter thefactthroughsupportbeingaddedtransparentlyat the
platformlevel. Second,insofar aspossible theKAoS framework supportsdynamicruntime
policy changes,andnotmerelystaticconfigurationsdeterminedin advance.Third, theframe-
work is extensibleto a varietyof executionplatformsthatmight besimultaneouslyrunning
with differentenforcementmechanisms—initially agentplatformsimplementedin Java and
Aroma[105;106]—but in principleany platformfor whichpolicy enforcementmechanisms
maybewritten. For example,we arenow extending KAoS to work in conjunctionwith the
GlobusToolkit version3.Fourth,theKAoS framework is intendedto berobustandadaptable
in continuingto manageandenforcepolicy in the faceof attackor failureof any combina-
tion of components.Finally, weaddresstheneedfor easy-to-usepolicy-basedadministration
toolscapableof containing domainknowledgeandconceptualabstractionsthat let applica-
tion designersfocustheir attentionmoreon high-level policy intentthanon implementation
details.Suchtoolsrequiresophisticatedgraphicaluserinterfacesfor monitoring,visualizing,
anddynamicallymodifyingpoliciesat runtime.

3.2.2 KAoS Policy Ontologies(KPO)

The representationchosento describethe policiesandtheir context largely determinesthe
flexibilit y, extensibility , andamenabilityto analysisof a given implementation.KAoS ser-
vicesrely on a DAML description-logic-basedontologyof thecomputational environment,
applicationcontext, andthepoliciesthemselvesthatenablesruntimeextensibility andadapt-



ability of the system,aswell astheability to analyzepoliciesrelatingto entitiesdescribed
atdifferentlevelsof abstraction.Therepresentationfacilitatescarefulreasoningaboutpolicy
disclosure,conflict detection,andharmonization, andaboutdomainstructureandconcepts.
Therepresentationof classesin ontologiesmeansthat theeffect of policiescanbeextended
automaticallythroughsubsumption reasoningto new classesof objectsdefinedatalatertime.

Designedto supporttheemerging“SemanticWeb,” DAML is thelatestin asuccessionof
Webmarkuplanguages(http://www.daml.org; [9]). HTML, thefirst Webmarkuplanguage,
allowed usersto markupdocumentswith a fixed setof formatting tagsfor humanuseand
readability. XML allows usersto addarbitrarystructuresto their documentsbut expresses
very litt le directly aboutwhat thestructuresmean.RDF (ResourceDescriptionFormat)en-
codesmeaningin setsof subject-verb-objecttriples,whereelementsof thesetriplesmayeach
beidentifiedby aURI (typically aURL).

DAML extendsRDF to allow usersto specifyontologiescomposedof classesandprop-
erties,aswell asinferencerules.Theontologiescanbeusedby peoplefor a varietyof pur-
poses,suchasenablingmoreaccurateor complex Web searches.Agentscanalsousese-
manticmarkuplanguagesto understandandmanipulate Webcontentin significantways;to
discover, communicate,andcooperatewith otheragentsandservices;or, asweoutlinein this
chapter, to interactwith policy-basedmanagementservicesandcontrol mechanisms. OWL
(OntologyWeb Language),a W3C-approved evolution of DAML, is nearingfinal release
(http://www.w3.org/2001/sw/).

The currentversionof KPO definesbasicontologies for actions,actors,groups,places,
variousentitiesrelatedto actions(e.g.,computingresources),andpolicies.Therearecur-
rently 79 classesand41 propertiesdefinedin the basicontologies. It is expectedthat for a
givenapplication,theontologieswill befurtherextendedwith additionalclasses,individuals,
andrules.

Actors andgroups.Groupsof actorsor otherentitiesmaybedistinguishedaccordingto
whetherthe setof membersis definedextensionally (i.e., throughexplicit enumerationin
somekind of registry) or intensionally (i.e., by virtue of somecommonpropertysuchasa
joint goal thatall actorspossessor a given placewherevariousentitiesmaytemporarilyor
permanentlybelocated).

Policies.In KAoS, a policy is representedasa DAML instanceof theappropriatepolicy
typewith associatedvaluesfor properties:priority, updatetime stampanda siteof enforce-
ment.14 The mostimportedpropertyvalueis thenameof a controlledactionclass.In most
casesanew actionclassis built automatically wheneverapolicy is defined.Throughvarious
propertyrestrictions,a given policy canbevariouslyscoped,for example,eitherto individ-
ual agents,to agentsof a given class,to agentsbelongingto a particulargroup,or to agents
runningin a given physicalplaceor computationalenvironment(e.g.,host,VM). Additional
aspectsof theactioncontext canbepreciselydescribedby restrictingvaluesof its properties.

Thepolicy examplebelow stipulatesthat themembersof a domainnamedArabello-HQ
areforbiddento communicatewith thoseoutsidethis domainusingunencryptedcommuni-
cation.The syntaxof this examplemay seemvery complex, however, the DAML policy is
not meantto bewrittenor analyzeddirectlyby a human.Notethattheuseof theKPAT user
interfacewouldhidethecomplexity of this representationfrom thepolicy administrator.

14While we realizethattheuseof DAML (andthemorepowerful OWL in thefuture) restrictstherepresen-
tationof policy, it servesto make inferenceconsiderably moretractable.Theclassictradeoffs betweenrepre-
sentationalexpressiveness,tractabilityof inference,andhumanunderstandabilityareexploredin [72] and[48].
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3.2.3 Domain and policy specificationusing KPAT

The basicpolicytool that Java currentlyprovidesassistsusersin editing Java policy files.
However, tobeusefulandusablein realisticsettings,policy-basedadministrationtoolsshould
containdomainknowledgeandconceptualabstractionsto allow applicationsdesignersto fo-
cus their attention moreon high-level policy intent thanon the detailsof implementation.
Moreover, while Javaprovidesonly for staticpolicies,critical agentapplicationswill require
toolsfor themonitoring, visualization, anddynamicmodificationof policiesat runtime.

TheKAoS Policy AdministrationTool (KPAT15) implementsagraphicaluserinterfaceto
policy anddomainmanagementfunctionality. It hasbeendevelopedto makepolicy manage-
menteasierfor administratorswithout requiringextensive training(Figure9). UsingKPAT,
an authorizedusermay make changesto agentpolicy from anywhereusinga secureWeb
browser. Alternatively, trustedinfrastructurecomponentssuchasGuards(seeSection3.2.5)
may, if authorized,proposepolicy changesautonomously or semi-autonomouslybasedon
their observationof systemevents.

KPAT canbeusedto browseandloadontologies,to define,deconflict,andcommitnew
policies,andtomodifyor deleteoldones.Groupsof interdependentpoliciescanbecomposed
into policysets.ThegenericDAML Policy Editor is apowerful view thatallowsadministra-
torsfine-grainedcontrolover any aspectof policy specification.It is driven by theontologies
loadedinto the Java TheoremProver (JTP-seeSection3.2.4),and its constraint-driven in-
terfacealwaysprovidestheuserwith the list of choicesnarrowedto only thoseappropriate
to the context of the othercurrentselections.Customeditorstailoredto particularkindsof
policiesmayalsobeaddedto KPAT andwill beautomatically invokedby default if a policy
abouttheactionclassassociatedwith thegivencustomeditoris selectedfor editing.

15PronouncedKAY-pat.



Figure9: KPAT shown notifying theuserof theresultsof policy harmonization.

Whenausercommitsachangeto anontology(e.g.,anew or editedpolicy, or changesto
adomainstructure)theJenaframework (http://www.hpl.hp.com/semweb/)is usedto dynam-
ically build aDAML representationbasedon thevaluesselectedby theuser.

3.2.4 Policy conflict resolution

TheKAoS Policy Ontologiesareintendedfor avarietyof purposes.Oneobviousapplication
is during inferencerelatingto variousformsof onlineor offline analysis.They canbeused
for a variety of purposes,including policy disclosuremanagement,reasoningaboutfuture
actionsbasedonknowledgeof policiesin force,andin assistingusersof policy specification
tools to understandthe implicationsof definingnew policiesgiven the currentcontext and
thesetof policiesalreadyin force.

Changesor additions to policiesin force,or a changein statusof anactor(e.g.,a human
administrator beinggiven new permissions;an agentjoining a new domainor moving to a
new host)requireslogical inferenceto determine,first of all, which policiesarein conflict
and,second,how to resolve theseconflicts[79].

Figure 10 shows the threetypesof conflict that can currentlybe handled:positive vs.
negative authorization(i.e., being simultaneouslypermittedand forbiddenfrom perform-
ing someaction),positive vs. negative obligation(i.e., beingbothrequiredandnot required
to performsomeaction),andpositive obligation vs. negative authorization(i.e., being re-
quired to perform a forbiddenaction). We have developedpolicy deconflictionand har-
monizationalgorithmswithin KAoS to allow policy conflicts to be detectedand resolved
evenwhentheactors,actions,or targetsof thepoliciesarespecifiedat vastlydifferentlev-
els of abstraction,andwhoseinitial resultspromisea high degreeof efficiency andscala-
bility. Thesealgorithmsrely in part on a versionof Stanford’s Java TheoremProver (JTP;
http://www.ksl.stanford.edu/software/JTP/)thatwehave integratedwith KAoS.

Recently, we have modifiedKAoS conflict resolutionhandlingto obviate the needfor
harmonizationin many cases,further increasingperformance.In the futurewe will addad-
ditional algorithms to helpusersunderstandandpredictsituationswherea changein policy
mayleadto unintendedconsequences.

Policy precedenceconditions.Policy precedenceconditionsareneededto properlyexe-
cute the automaticconflict resolutionalgorithm.Whenpolicy conflictsoccur, thesecondi-



Figure10:Threetypesof policy conflict.

tionsareusedto determinewhichof thetwo policiesbeingcomparedis mostimportant.The
conflict canthenbe resolved automaticallyin favor of the most importantpolicy. Alterna-
tively, theconflictscanbebroughtto theattentionof a humanadministratorwho canmake
thedecisionmanually.

Wecurrentlyrelyexclusivelyonthecombinationof numericpolicy priorities16 andupdate
times to determineprecedence—thelarger the integer and the more recentthe updatethe
greaterthepriority. This is consistentwith thenaturalintuition thatmorerecentandhigher
priority policiesshouldtrumpolderandlowerpriority ones.

In the futurewe intendto allow peopleadditionalflexibilit y in designingthenatureand
scopeof precedenceconditions.For example,it wouldbepossible to defineprecedencebased
on the relative authoritiesof the individual who definedor imposedthepoliciesin conflict,
which policy wasdefinedfirst, which hasthe largestor smallestscope,whethernegative or
positive authorizationtrumpsby default, whethersubdomainstakesprecedenceover super-
domainsor viceversa,andsoforth.

Detailsof policy conflict resolution areexplainedin [20; 117].

3.2.5 Policy distrib ution and disclosure

Figure11showsthemajorcomponentsof theKAoS policy anddomainservicesarchitecture.
KAoS DomainManagers(DM) work togetherwith JTP and the Policy Directory Service
(PD) to ensurepolicy consistency at all levels of a domainhierarchy, to notify Guardsabout
changesin policy or other aspectsof systemstatethat may affect their operation,and to
handlepersistenceandqueriesto thePD.BecauseDM’sarestateless,oneDM instancemay
servemultipledomainsor conversely, asinglelargedomainmayrequireseveralinstancesof
theDM to achievescalableperformance.

Policiesare storedwithin ontologiesin the PD. Although DM’s normally provide the
limited public interfaceto the PD, private interfacesmay allow the PD to be accessedby
otherauthorizedentitiesin accordancewith policy disclosure strategies[98]. For example,
trustedagentscould be allowed to performqueriesconcerningdomainpoliciesin advance
of submitting a registrationrequestto a new domain.Becausethe policiesin the directory

16In the absenceof an explicitly ratedpriority, the priority valueof a policy may be “inherited” from the
personwhodefinedthepolicy or thepriority of thecontrolled actionclass.



Figure11:KAoS policy anddomainservicesarchitecture.

serviceareexpresseddeclaratively, someformsof analysisandverificationcanbeperformed
in advanceandoffline, permittingexecutionmechanismsto beasefficientaspossible.

Guardsareresponsiblefor policy enforcementwithin theboundsof aspecifiedcomputa-
tional environment.They interpretpoliciesthathave beenapprovedby theDM andenforce
themwith appropriatenative enforcementmechanisms. While KPAT, DMs, andtheGuards
areintendedto work identicallyacrossdifferentagentplatforms(e.g.,DARPA CoABSGrid,
Cougaar)andexecutionenvironments(e.g.,JavaVM, AromaVM), enforcementmechanisms
arenecessarilydesignedfor aspecificplatformandexecutionenvironment.

3.2.6 Policy enforcement

Typesof enforcementmechanisms.While othercomponentsof KAoS policy anddomainser-
vicesaregeneric,enforcementmechanismsarenecessarilyplatformspecific.In applications
to date,we have reliedon severaldifferentkindsof enforcementmechanisms. Enforcement
mechanismsbuilt into theexecutionenvironment(e.g.,OSor Virtual-Machine-level protec-
tion) arethemostpowerful sort,asthey cangenerallybe usedto assurepolicy compliance
for any agentor programrunningin thatenvironment,regardlessof how thatagentor pro-
gramwaswritten. For example, the Java AuthenticationandAuthorization Service(JAAS)
providesmethodsthattie accesscontrolto authentication.In KAoS, we have in thepastde-
velopedmethodsbasedonJAAS thatallow policiesto bescopedto individualagentinstances
ratherthanjust to Java classes.Currently, JAAS canbeusedwith Java VMs; in thefuture it
shouldbepossible to useJAAS with theAromaVM aswell. As describedabove,theAroma
VM provides,in additionto Java VM protections,a comprehensive setof resourcecontrols
for CPU,disk andnetwork. The resourcecontrol mechanismsallow limits to be placedon
boththerateandthequantity of resourcesusedbyJavathreads.GuardsrunningontheAroma
VM canusetheresourcecontrolmechanismsto provide enhancedsecurity(e.g.,preventor
disabledenial-of-serviceattacks),maintainqualityof servicefor given agents,or givepriority



to importanttasks.
A secondkind of enforcementmechanismtakestheform of extensionsto particularagent

platformcapabilities.Agentsthatparticipatein thatplatformaregenerallygivenmoreper-
missions to the degreethey areable to make small adaptationsto comply with policy en-
forcer interfacerequirements.For example,in applicationsusingtheDARPA CoABSGrid,
we have defineda KAoSAgentRegistrationHelper to replacethe default GridAgentReg-
istrationHelper. Grid agentdevelopersneedonly replacetheclassreferencein their codeto
participatein agentdomainsandbetransparentlyandreliablygovernedby policiescurrently
in force. On the otherhand,agentsthat usethe default GridAgentRegistrationHelper do
notparticipatein domains,andasaresultthey aretypically grantedvery limitedpermissions
in their interactionswith domain-enabledagents.

Finally, a third typeof enforcementmechanismis necessaryfor obligation policies.Be-
causeobligations cannotbe enforcedthroughpreventive mechanisms,enforcerscan only
monitor agentbehavior anddetermineafterthefactwhethera policy hasbeenfollowed.For
example,if anagentis requiredby policy to reportits statusto its supervisor everyfivemin-
utes,an enforcermight be deployed to watchwhetherthis is in fact happens,andif not to
eithertry to diagnose andfix theproblem,or alternatively take appropriatesanctionsagainst
theagent(e.g.,reducepermissions or publishtheobservedinstanceof noncomplianceto an
agentreputationservice).

Two sortsof enforcerscanbe usedfor obligation policies:monitors andenablers. An
exampleof amonitor typeof enforceris given in thepreviousparagraph.Enablersgobeyond
simplemonitoring to proactively facilitateor performtheobligation on behalfof theagent.
For example,amonitor mightnotonly watchwhethertheagentdescribedabovereportsevery
fiveminutes,but actively facilitatethefulfillment of its obligationby queryingits statusevery
fiveminutesandmakingthereportto its supervisoron its behalf.17

Siteof enforcement.Eachpolicy hasa propertythat definesthe site of policy enforce-
ment.For example,accesscontrol policiesare typically enforcedby a mechanismdirectly
associatedwith the resourceto be protected(i.e., the target). However in somecases,ad-
ministratorsmay not have control over this resourceandinsteadmay requirethe policy to
beenforcedby a mechanismassociatedwith theactor(i.e., thesubject) or someotherentity
undertheirpurview.18

Authorizationmechanismsanddefaultmodalities.Beforeperformingits functiontoallow
or forbid agivenaction,theenforcermustobtainananswerto thequestion, “is agivenaction
authorizedor not?”KAoS allowstheanswerto thisauthorizationquestionto begivenin one
of threeways:throughthe useof the Directory Service,someintermediarymodule,or the
enforceritself.

For reasonsof performanceandrobustness,it is preferableto answerthe authorization
questionlocally in the enforceror an intermediarymodule whenever possible. In this way
enforcementcanalsocontinueevenif theconnectionto thePolicy DirectoryServiceis inter-
rupted.In suchcases,theworst thatcouldhappenis that thePD will be temporarilyunable
to notify enforcersaboutpolicy-relevant changesto the ontologies,but at leastthe current
policy will continueto beenforced.

Simple parameter-basedrepresentationsof relevant policies are storedlocally in each
17Enablerscanalsobeusedin conjunctionwith authorizationpolicies,asin ourwork with encryption under

theauspicesof theDARPA Ultra*Logprogram(seeexample in 3.4.2 below).
18This samemotivation led the designersof Ponderto develop refrain policies for subject-sideenforce-

ment[41].



enforcerandusedin answeringtheauthorizationquestion.An actiondescriptionis passedto
theenforcer, which traversesits policy storageandchecksto seeif thegiven actioninstance
is in therangeof actionscontrolledby any of its policies.

If theauthorizationmechanismdoesnot find any policy applicableto theactiondescrip-
tionpassedto it, it answersthequestionconsistentwith whatever defaultauthorizationmodal-
ity it hasbeengiven. Default authorizationmodalitiesarecurrentlyconfiguredon a perdo-
main basis.The defaultscorrespondto a democracy, whereeverythingis permittedthat is
not explicitly forbidden,or a tyranny, whereeverything is forbiddenthat is not explicitly
permitted.

Additionaldetailsof KAoS policy enforcementaredescribedin [20; 117].

3.3 NomadsandKAoSApplications

KAoS andNomadspolicy anddomainservicesarebeingextendedandevaluatedin thecon-
text of severalapplications.

TheDARPA CoABS-sponsoredCoalitionOperationsExperiment(CoAX) (http:// www.
aiai.ed.ac.uk/project/coax/)[4; 107] is a largeinternational cooperationthatmodelsmilitary
coalitionoperationsandimplementsagent-basedsystemsto mirror coalitionstructures,poli-
cies,anddoctrines.CoAX aimsto show that the agent-basedcomputing paradigmoffers a
promising new approachto dealingwith issuessuchastheinteroperabilityof new andlegacy
systems,the implicit natureof coalitionpolicies,security, andrecovery from attack,system
failure,or servicewithdrawal. KAoS providesmechanisms for overallmanagementof coali-
tion organizationalstructuresrepresentedasdomainsandpolicies,while Nomadsprovides
strongmobility, resourcemanagement,andprotectionfrom denial-of-serviceattacksfor un-
trustedagentsthatrun in its environment.

Within the DARPA Ultra*Log program(http://www.ultralog.net)we are collaborating
with Network Associates(NAI) to extendandapply KAoS policy anddomainservicesto
assurethe scalability, robustness,andsurvivability of logistics functionality in the faceof
informationwarfareattacksor severelyconstrainedor compromisedcomputingandnetwork
resources.

As part of the Army Research Lab AdvancedDecisionArchitecturesConsortium,we
have beeninvestigatingtheuseof KAoS andNomadstechnologiesto enablesoldiersin the
field to useagentsfrom handhelddevicesto performtaskssuchasdynamically taskingsen-
sorsandcustomizinginformationretrieval [108;111].Surihasdevelopedanagilecomputing
platform[109] thatprovidesa foundation for this work. We have alsocommencedaninves-
tigationof requirementsfor policy-basedinformationaccessandanalysiswithin intelligence
applications.

An applicationfocusedmoreon the socialaspectsof agentpolicy is within the NASA
Cross-EnterpriseandIntelligentSystemsPrograms,wherewe areinvestigating the integra-
tion of Brahms,an agent-baseddesigntoolkit that canbe usedto modelandsimulatereal-
istic work situationsin space[29; 100] with KAoS policy-basedmodelsandNomadsstrong
mobility andresourcecontrol capabilitiesto drive human-roboticteamwork andadjustable
autonomyfor highly-interactiveautonomoussystemssuchasthePersonalSatelliteAssistant
(PSA).The PSA is a softball-sized flying robot that is beingdevelopedto operateonboard
spacecraftin pressurizedmicro-gravity environments[1; 18;54;101].Thesameapproachis
alsobeinggeneralizedfor usein othertestbeds,suchasin conjunction with JohnsonSpace



Center’s Robonaut[5; 23] andMini-AERCam.TheOffice of Naval Research(ONR) is sup-
porting researchto extendthis work on effective human-agentinteractionto unmanned ve-
hiclesandotherautonomoussystemsthat involve close,continuousinteractionwith people.
As onepartof this researchIHMC (JerryPratt,JamesAllen, Jeff Bradshaw, NiranjanSuri)
andUniversity of SouthFlorida (USF) (Robin Murphy) aredeveloping a new roboticplat-
form with carangiform(fish-like) locomotion, specializedroboticbehaviors for humanitarian
demining, cooperativeagents,agilecomputing,andmixed-initiativehumancontrol.

Under funding from DARPA’s AugmentedCognition Program,we aretaking the chal-
lengeof effective human-agentinteractiononestepfurtheraswe investigatewhethera gen-
eralpolicy-basedapproachto thedevelopmentof cognitive prosthesescanbeformulated,in
which human-agentteamingcould be so naturalandtransparentthat robotic andsoftware
agentscouldappearto functionasdirectextensionsof humancognitive,kinetic,andsensory
capabilities[49; 62] (seeSection4.4). We arealsoinvolved in preliminary explorationsof
spaceapplicationsof this technology, for example thedevelopmentof advancedspacesuits
thatintegratea varietyof cognitiveandroboticprostheses.

3.4 Examplesof Policy TypesRelatingto TechnicalAspectsof AgentAcceptability

To betterdescribethenatureof policy asit relatesto thetechnicalaspectsof agentacceptabil-
ity, wenow discussseveralexamples.Theseexamplesarenot intendedto becomprehensive,
only illustrative. Someof themare relatedto actualpolicies that we have usedin various
applicationsof KAoS; othersreflect usecaseswehaveanticipatedbut notyet implemented.

Normansuggeststhat the technicalconsiderationsincludesuchthingsas ensuringro-
bustnessagainsttechnicalfailures,guardingagainsterrorandmaliciousness, andprotecting
privacy [87]—we touchon eachof theseconsiderations in someway in this section.Later
on in thechapter(Section4.3) we presentexamplesof policiesrelatingto socialaspectsof
agentbehavior. Admittedly thedistinction betweenthetwo kindsof examplesis not always
clearcut.

For clarity’s sake, we will presentexamplepolicies in ordinaryEnglish ratherthan in
DAML. For brevity’ssake, thepolicieswill bepresentedin anincompleteabbreviatedform.
EachexampleisprecededbyA+, A-, O+,orO- to indicatewhetherit is respectivelyapositive
authorization,negative authorization,positive obligation, or negative obligation.19 We will
lookatsixcategoriesof policy: authentication(3.4.1),dataandresourceaccessandprotection
(3.4.2),communication(3.4.3),resourcecontrol(3.4.4),monitoringandresponse(3.4.5),and
mobility (3.4.6).

3.4.1 Authentication policies

O+: IF KPAT is launched

THENthat instanceof KPAT is requiredto successfully completea strongauthentication
processwithin timeT

PRECEDENCE:A+: allowinguseof thisinstanceof KPAT bya userin anAdministrative
Assistantrole

ELSEO+: this instanceof KPAT mustterminate.
19As this chaptergoesto press,therepresentationandenforcementof obligation policiesis still underdevel-

opment.



In this example,which is typical of someof the policiesdevelopedwithin our DARPA
Ultra*Log research,thepolicy assuresthatstrongauthenticationwill beperformedeachtime
an effort is madeto launchKPAT. Strongauthentication is an abstractactionthat canrep-
resentany numberof morespecificstrongauthentication methodsin the ontologythat are
availableto thesystem.Theauthenticationmight beperformedby KPAT itself or delegated
to anenabler. Onecouldarguethatthispolicy shouldbehardwired into thecoderatherthan
representedexplicitly. That,however, wouldreduceflexibil ity in waysthatmaynotbedesir-
able.For example,KPAT administratorsat timesmaywantto take thispolicy outof forcein
anemergency situation.

In DAML, werepresenttheprecedenceconditionsasoneor morepolicies.In thiscase,a
negative authorizationpolicy forbidsany useof KPAT until theconditionsof theobligation
policy arefulfilled. Rolesarerepresentedstraightforwardlyasmerelyonekind of domainor
groupto which humanor agentactorsbelong.It is recommendedto usetime or somemore
generalstateindicatorasoneof theconditionsof obligationfulfillment tominimizetheriskof
theagentgetting “stuck” indefinitely. Consequencesof non-fulfillmentof theobligation (the
“ELSE” clause)arealsorepresentedaspolicies.In thiscase,KPAT is obligedto terminateif
theobligation is notsuccessfullyfulfilled. In subsequentexampleswewill notalwayslist the
precedence,conditionsof fulfillment, or consequencesof non-fulfillmentexplicitly.

A-: A useris forbiddenfromtakinganyactionwith accountA

IF theuserhaslogin failure count ��� n andtimesincefailure ��� T

Thisnegativeauthorizationpolicy, againrepresentativeof ourUltra*Log work,dealswith
authenticationfailure.After a given numberof login failures,the useris locked out of the
accountuntil someperiodof timeelapses.

O+: IF thespacestationcrewmemberhasissueda voicecommand

THENthePersonalSatelliteAssistant(PSA)is requiredtoauthenticatethecrewmember’s
voicewithin timeT

PRECEDENCE:A-: PSAis forbidden to performtheactioncorrespondingto the com-
mand

ELSEO+: PSAnotifiescrewmemberappropriately

Thisexampleisdrawn fromourNASA human-agentteamwork research.Sinceauthoriza-
tion for somePSAactionmaydependonwhocommandedit, authenticationof thecrewmem-
ber’svoiceis requiredbeforetheactionis performed.The“ELSE” clauseembedsanotifica-
tion policy (seeSection4.3.2below).

3.4.2 Data and resourceaccessand protection policies

A-: AgentX is forbiddenfromsavingdatathat is unsignedand/orunencrypted

This dataprotectionpolicy examplespecifiesthatagentX mustsignandencryptall data
thatit saves.In ourwork with Ultra*Log, theencryptionwouldbeperformedbyanenabler. In
otherwords,eachtime X savesdata,thepolicy is enforcedthroughtheenablertransparently
doingthepropersortof encryptionon its behalf.



A-: All actors in RoleR are forbiddenfrom performinganyactiononservletS

This resourceaccesspolicy preventsany unauthorizeduseof Java servletS by actors
(i.e., agentsor humans)who arein role R. As in a previousexample, thepower of abstract
specificationin the ontology is highlighted:note that this policy can be specifiedwithout
having to know in advancethe particularactionsthat can be performedon the servlet.20

Additional Ultra*Log examplesof this kind includepoliciesgoverning actionssuchasJava
JAR file verification,limiting accessto privatekeys,andpredicate-basedaccessrestrictionto
blackboardinformation.

A+: Users in RoleCAAdministrator arepermittedto performtherevokecertificateoperation
on theCA Service

Usersor agentsin a given role or with a given privilege arehereauthorizedto revoke
certificates.

An important part of our currentinvestigationson policy-basedinformation accessfor
intelligenceapplications concernspolicy disclosure policies.Thesesortsof policiescontrol
the kinds of intelligentresponsesthat canbe given aspart of queriesaboutwhich policies
arerelevant to a given user’s analysisor decision-making context. In a relatedapplication,
anagentmaywant to know aboutthepoliciesof a given domainbeforeit registersto join.
Policy disclosure policieswould determinewhat kind of policy informationcouldbe given
thatagentwithoutcompromisingconfidentiality. Wearedrawing on thework of [98; 122] to
developmorecomplex strategiesfor policy disclosure in avarietyof circumstances.

3.4.3 Communication policies

Communication hasprovento bethemostimportantapplicationof policy within our CoAX
research[4]. Typically, thedomainsareconfiguredto bein the“tyrannical” mode,blocking
communicationamongdifferentcountries,organizations,or functionalgroupsunlessspecifi-
cally allowed.For example,administratorsfrom thefictionalcountryof Arabellodecidedon
thefollowing restrictivedefaultpolicy for theactorsin theirdomain:

A-: Agentsin theArabellodomainareforbiddenfromsendingmessagesto anyagentoutside
theArabello domain

Howeveradministratorsfrom theArabellocontingentwantedto enabletheArabelloIntel
agentto beableto senda subsetof its reportsto thecoalition. They specifiedthefollowing
policy, whichwasassignedahigherprecedencefor policy conflict resolutionpurposes:

A+: Arabello Intel Agentis permittedto sendmessagesaboutenemydieselsubmarinesto any
memberof theBinni-Coalition domain(sharingmessagesaboutanyothertopicwasstill
forbidden)

Communicationblockingbasedon messagecontentasillustratedin this exampleis fa-
cilitatedby theuseof a customeditorwithin KPAT thatallows theadministratorto specify
the kinds of messagesthat areto be permittedbasedon DAML-typing of variousmessage
fields[107].

20Capability-basedaccessis a termusedby Suri to describeanadditional level of protection, whereall of the
detailsof serviceimplementationarehiddenfrom theclient for confidentiality purposes.



A+: MAD SensorAgentis permittedto sendreportswith imageresolutionX:Yto anymember
of theArabellodomain

As part of CoAX, aswell as in follow-on Army research,we have alsoaddressedre-
quirementsfor filtering andtransformationof data[107; 111]. For exampletheprovider of
a MagneticAnomalyDetector(MAD) sensorwaswilling to shareits reportswith Arabello,
but only on condition that the sensor’s signalcould be appropriatelydowngradedin order
to prevent Arabello from knowing the full extent of the sensor’s capabilities. The policy
enforcer-enablerusedin this applicationcouldbeconfiguredby policy to allow threediffer-
enttypesof datatransformation: a)changesin imageresolution, b) changesin framerateand
c) introductionof time lagsto preventtransmissionof a realtimevideofeed.

Many other typesof policy-basedtransformationscould be envisionedfor sensordata
feeds.A policy enforcer-enablercould,for instance,beimplementedto hidesensitive targets
or classifiedinfrastructuresfrom the image.This would be usedto prevent the releaseof
unnecessarydetailsto the requestingagentby blurring or editing the imageappropriately.
Anotherexampleis an agentthat reducesthe precisionof coordinatevaluesembeddedin
messagecontent.More generally, suchfiltering andtransformationtechniquescanbe used
for sourcesandmethodsprotection,andaspartof themanagementof informationpedigrees
anddigital rightsprotection.

In the Ultra*Log application, policiesarerequiredto block both sendingandreceiving
of certainkinds of messages.The fact that KAoS policiescanspecifywhetherthe site of
enforcementis to beassociatedwith thesubjector thetarget is usefulfor this purpose:both
thesendingandthereceiving canbeblockedat eitherthesubjector thetargetsideasconve-
niencedictates.Policy templatesdevelopedfor Ultra*Log allow usersto specifyacomposite
setof multiple policiesmoresimply asif it werea singlepolicy. To take a simpleexample,
thedetailsof blockingof bothsendingandreceiving messagesareaccomplishedthrougha
simpleuserinterfacethatpresentspolicy specificationoptionsin termsof themoregeneral
conceptof “communication blocking.” As additional examplesof communicationpolicies,
Ultra*Log alsorequiresthat administratorsbe ableto specifywhich cryptographicmodes,
transporttypes,andmessageformatsareallowablein a givencontext. It alsorequireslimits
onmessagesizeandsystemresourcesin messagedelivery.

3.4.4 Resourcecontrol policies

Whereasresourceaccesspoliciesgovern whetherornotaresourceismadeavailable,resource
controlpoliciesgoastepfurtherto controltheamountandrateof resourceusage(e.g.,CPU,
memory, network, harddisk,screenspace).For example aspartof oneof theCoAX scenar-
ios the countryof Gaorequestspermission to hostoneof its agentson a sensorplatform.
Becauseits intentionsareunclearandit is distrusted,it is requiredto runontopof theAroma
VM. BecausetheAromaVM is Java-compatible, Gaois not awareof this restriction.Later,
whenGao’s agentlaunchesa denial-of-serviceattackwhich floodsthe network andbegins
consuminginordinateamountsof CPU anddisk resources,the patternof misuseis noticed
by a Guard,whichhasbeenpreviouslyauthorizedto automaticallylower theresourcelimits
enforcedby theAromaVM in suchsituationsby oneor morepoliciessuchasthefollowing:

O+: IF a Guard noticesa patternof resourcemisusebyanagent

THENthatGuard mustnotify its administrator appropriately



PRECEDENCEA-: Theagentis forbiddenfromusingmore than25%of theresource

ELSEA-: Theagentis forbiddenfrom usingmore than10%of theresource

Thepolicy requirestheGuardto notify theadministratorwhocandeterminewhetherthis
is a falsealarm(in which casetheagent’s resourcescanberestoredby a new policy setting)
or whetherthis is a realattack(in which casetheadministrator maychooseto further lower
A’s resourceusage).If theeffort to notify theadministratorfails, theGuardis authorizedto
reduceresourceusageto 10%on its own. In thiscase,transparentlyreducingresourceusage
is betterthanperemptorilyterminating theagentbecausein theformercasetheagentwill be
unawarethatit’ smisusehasbeendetected.

The requirementfor the Guardto be able to act autonomously in makingan initial re-
sponseto theattackis akin to the needfor a sprinklersystemin a building to go off in the
presenceof smoke beforethefire departmentarrives.Thoughthereis a risk that the signal
mayhave beena falsealarm,it is still far betterin mostcasesto have limited thepotential
damagethroughpromptaction.Moreover, in thecaseof amaliciousagentthatis attackingthe
network, theadministratormaynotbeableto reconfigurearemotesensoruntil aprovisional
limit is placedonnetwork resourceusage.

A+: TeamA is authorizedto use50%of theCPU

In order to guaranteea certainquality of servicefor other agents,TeamA is limited
to 50% in the amountof CPU resourcesit is authorizedto use.In this example,however,
notethat the policy saysnothingabouthow the CPU resourcesshouldbe allocatedamong
membersof TeamA, sowithin-teamresourceallocationis left up to theparticularalgorithm
usedby theenforcerperformingthis task.

3.4.5 Monitoring and responsepolicies

It may sometimesbe desirableto representobligations for the systemto performspecific
monitoring andresponseactionsaspolicy:

O+: IF anauthorizationfailure eventoccurs

THENtheauthorizationmechanismmustrecord thepertinentdatain thesystemlog

PRECEDENCEA-: theauthorizationmechanismis forbiddentoperformanyotheraction

ELSEO+: theauthorizationmechanismmustnotify theadministrator appropriately

In this example,theauthorizationmechanismis requiredto recordpertinentdatain the
systemlog if anauthorizationfailureevenoccurs.In anotherexample from Ultra*Log:

O+: IF there is a new defenseposture

THENthepolicyapplicability condition monitor mustdeploytheM&R componentgroup
for the new defenseposture and decactivatethe M&R componentfor previousdefense
posture

PRECEDENCEA-: the policy applicability conditionmonitor is forbidden to perform
anyotheraction

ELSEO+: the policy applicability conditionmonitor mustnotify the administrator ap-
propriately



This policy requiresa new setof monitoring andresponsecomponentsto be activated
whenthedefenseposture changes(e.g.,a changefrom threatconalphato threatconbravo).

3.4.6 Mobility policies

A-: Agentsthataremembers of thetrustdomainare forbiddenfrom moving to hostH

This exampleillustrateshow themovementof softwareagentsfrom onehostto another
can be controlledby policy in the sameway that any other action is governedproviding
appropriateenforcementmechanismsarein place.

In a morecomplex examplebasedon researchby Knoll et al. ..()()[69], thetrust level of
amobilesoftwareagentis determinedin partby whereit hastraveledin thepast(i.e.,thereis
a greateror lesserpossibility that it mayhave beentamperedwith by a malicioushost).The
trustlevel in turn is usedto limit thepermissionsof theagentin thefuture:

A-: Agentsare forbiddenfromperformingsensitiveactionX

If their trust level ��� threshold

The following example,pertinentto our NASA work on the PSA,obligatesthe PSA to
moveaway from danger:

O+: IF a situation dangerousto a PSAis presentin somelocation

THENthePSAmustmoveoutof that location21

4 SocialAspectsof Agent Acceptability

Buildingonthebasictechnicalcapabilitiesof KAoS andNomadsservices,wearedeveloping
policiesto facilitatenaturalandeffectivehuman-agentinteractionandthusaddressthesocial
sideof agentacceptability.

In this section,we first outlinesomefoundational principlesfor human-agentinteraction
(Section4.1).This is followed by a brief overview of policy-basedhuman-agentteamwork
(Section4.2).Finally, wepresentexamplesof policy typesrelatingto socialaspectsof agent
acceptability(Section4.3).

4.1 Cornerstonesof Human-AgentInteraction

Elsewherewe have outlineda preliminary perspective on the basicprinciplesand pitfalls
of adjustableautonomyand human-centeredteamwork gleanedfrom the researchlitera-
ture[18]:

� Studyteamwork in practice

� Exploit human-agentsynergy

� Adjustautonomy
21Consistentwith Asimov’s laws, however, thePSAmight beobligedby a higher-level policy to stayif its

presencewasneededto helpa human.



� Continuouslyexposerelevantstate

� Avoid clumsyautomation

Thesefivecornerstonesof human-agentinteractionarebriefly summarizedbelow.

4.1.1 Study teamwork in practice

Effective studyof human-agentinteractionnecessarilybeginswith a detailedreal-world un-
derstandingof how peoplework in theenvironmentwheretheagentsto bedesignedwill be
employed.A traditional taskor functionalanalysisof work leavesout informal logistics,es-
peciallyhow environmentalconditionscometo bedetectedandhow problemsareresolved.
Without considerationof thesefactors,analystscannotaccuratelyunderstandhow work and
informationactuallyflow, norcanthey properlydesignsoftwareagentsthatassistwith human
tasks.A modelof work practice,by wayof contrast,focuseson informal,circumstantial, and
locatedbehavior in which coordination occurs.In sucha modeltheinevitable discrepancies
betweenplanandreality arehighlightedandprovide usefulinsights into “how thingsreally
work” [1; 29;30; 101].A detaileddescriptionof Brahms,which we have usedfor modeling
of teamwork in practicein spacesettings,maybefoundin [100].

4.1.2 Exploit human-agentsynergy

Within the perspective of human-centeredagentteamwork, the differencesbetweenpeople
andautonomousagentsarebestviewedasbroadcomplementarities.Thepoint is not to think
so muchaboutwhich tasksarebestperformedby humansandwhich by agents(as in the
traditionof Fitts [47] et al. andhis successors)but ratherhow taskscanbestbesharedand
performedby bothhumansandagentsworking in concert[49; 61].22

4.1.3 Adjust autonomy

Approachesto adjustableautonomyare a useful meansto enableprincipled yet dynamic
flexibilit y in therolesof peopleandagents[42]. To theextentwecanadjustagentautonomy
with reasonabledynamism(ideallyallowinghandoffs of controlamongteammembersto oc-
cur anytime)andwith a sufficiently fine-grainedrangeof levels, teamwork mechanismscan
flexibly renegotiaterolesandtasksamonghumansandagentsasneededwhennew opportu-
nitiesariseor whenbreakdownsoccur. Researchin adaptive functionallocation-thedynamic
assignmentof tasksamonghumansandmachines-providessomeuseful lessonsfor imple-
mentationsof adjustableautonomyin intelligentsystems[60].

4.1.4 Continuously exposerelevant state

Maintaining appropriatemutualawarenessamongteammembersis paramountfor human-
agentinteractionin complex environments [28; 43]. Peopleneedto understandwhat is hap-
peningandwhy whena teammatetendsto respondin a certainway; they needto beableto
controltheactionsof anagentevenwhenit doesnotalwayswait for thehuman’sinputbefore

22The ultimatein suchsymbiosis is wherethe boundarybetweenagents andpeopledisappears altogether,
with the agentsbeingsubsumedinto the human’s eudaemonicspace(i.e., the agentseemsto be part of the
person). SeeSection4.4below.



it makesa move; andthey needto beableto reliably predictwhatwill happen,eventhough
theagentmayalter its responsesor adjustits autonomyover time.Humansandagentsmust
be awareof what teammembersaredoing,why they aredoing it, andhow it relatesto the
overallaccomplishmentof thetask.Whenmistakesaremade,it mustbeclearhow actorscan
recover from them[12; 14].

4.1.5 Avoid clumsyautomation

In designinghuman-agentsystems, it is importanttodispelthemisconception thatautomation
is a simple substitution of machinefor humaneffort [28]. Insteadit is clearthatautomated
assistancemorefundamentallychangesthenatureof thetaskitself, sometimeswith serious
unforeseenconsequences.Moreover, although delegation of tasksto anagentmight at face
valueseemto reduceanoperator’sworkload,it usuallycreatesadditionalburdenssuchasthe
needto monitor theperformanceof theagent.Ignoranceof suchconsiderationsleadsto what
Wiener[121] called“clumsyautomation.”

4.2 Policy-BasedHuman-AgentTeamwork

Teamwork hasbecomethemostwidely acceptedmetaphorfor describingthenatureof coop-
erationin multi-agentsystems. In mostapproaches,thekey conceptis thatof sharedknowl-
edge,goals,andintentionsthatfunctionasthegluethatbindsteammembersin suchsystems
together[35; 115].By virtueof a largely reusableexplicit formalmodelof sharedintentions,
generalresponsibilitiesandcommitmentsthatteammembershaveto eachotheraremanaged
in a coherentfashionthatfacilitatesrecovery whenunanticipatedproblemsarise.For exam-
ple, a commonoccurrencein joint actionis whenoneteammemberfails andcanno longer
performin its role.A generalteamworkmodelmightentailthateachteammemberbenotified
underappropriateconditionsof thefailure,thusreducingtherequirementfor special-purpose
exceptionhandlingmechanismsfor eachpossiblefailuremode.

Whereasearly researchon agentteamwork focusedmainly on agent-agentinteraction,
teamwork principlesarenow beingformulatedin thecontext of human-agentinteraction[15;
18]. Unlike autonomous systems designedprimarily to take humansout of the loop, many
new efforts arespecificallymotivatedby the needto supportclosecontinuousmultimodal
human-agentinteraction[27; 34;54;63;74;88;114].

TheKAoS policy-basedteamwork modeldefineswhatconstitutesa teamandthenature
of many of its collaborativeactivities.Thesetof policieswearedesigningfor human-robotic
interactiongo beyondthetraditionalpolicy concernsaboutsecurityandsafetyin significant
ways.As oneexample,considerhow policy canbeusedto ensureeffective communication
amongteammembers.Previousresearchongenericteamwork modelshasexploredthisissue
to alimiteddegreewithin thecontext of communicationrequiredto form,maintain,andaban-
donjoint goals.However, moreresearchis neededto addressthecomplexitiesof maintaining
mutualawarenessin human-agentasopposedto agent-agentinteraction.

With previousresearchin agentteamwork,wesharetheassumptionthat,to theextentpos-
sible, teamwork knowledgeshouldbe modeledexplicitly andseparatelyfrom theproblem-
solving domainknowledge.Policiesfor agentsafetyand securityas well as context- and
culturally-sensitiveteamworkbehavior canberepresentedasKAoS policiesthatenablemany
aspectsof thenatureandtiming of theagent’s interactionwith peopleto beappropriatewith-
outrequiringeachagentto individuallyencodethatknowledge.Agentdesignerscanconcen-



trateon developing uniqueagentcapabilitieswhile assumingthatmany of thebasicrulesof
effective human-agentcoordinationwill be built into the environment aspart of the policy
infrastructure.

4.3 Examplesof Policy TypesRelatingto SocialAspectsof AgentAcceptability

Normansuggeststhatthesocialaspectsof agentacceptabilityincludesuchthings suchpro-
viding reassurancethat all is working accordingto plan, providing an understandableand
controllablelevel of feedbackaboutagent’s intentionsandactions,andaccuratelyconveying
theagent’scapabilitiesandlimitations[87]. In short,humansmustbeinformedenoughto be
ableto easilystepin andhelpwhenthesituation becomesmorethantheagentcanhandle,
andagentson their part mustbe mademorecompetentin conveying the appropriateinfor-
mationto humansandactingin partnershipwith them.Speakingof thecentralproblemsof
conventional automation, Normanwrites:

“The problem.. . is thatautomationis atanintermediatelevel of intelligence,powerful
enoughto take over control thatusedto bedoneby people,but not powerful enough
to handleall abnormalities.Moreover, its level is insufficient to provide the contin-
ual,appropriatefeedbackthatoccursnaturallyamonghumanoperators.To solve this
problem,the automationshouldeitherbe madelessintelligent or moreso, but the
currentlevel is quiteinappropriate.... .Problemsresultfrom inappropriateapplication,
notoverautomation”[85].

In contrastto theexamplesof technicalpoliciesin Section3.4 above,our work to begin
encodingthesesocialissuesin policy is relatively recentandis likely to evolveconsiderably
in the nearfuture. Someof this will requirethe resolutionof difficult researchissues;we
arebeginning implementationwith thosepoliciesthataremoststraightforwardandwill then
continueto progressincrementallyto morecomplex ones.We will give examplesfrom six
categoriesof policy: organization(4.3.1),notification(4.3.2),conversation(4.3.3),nonverbal
expression(4.3.4),collaboration(4.3.5),andadjustableautonomy (4.3.6).

4.3.1 Organizationpolicies

Somepolicy managementsystems,in part asan artifact of their modeof policy represen-
tation,requiremany or all of whatwe call organizationpoliciesto be representedas“meta
level,” “higherorder,” or othersortsof specialpolicies.In KAoS, many of thesecanbespec-
ified uniformly in thesameway thatotherkindsof policiesarerepresented.23

A+: Individualsof theclassDomainManager arepermittedto approvepolicies

The KAoS actorontology distinguishesbetweenpeopleandvariousclassesof agents.
Most agentscanonly performordinary actions, however variouscomponentsthat arepart
of the infrastructure(e.g.,domainmanager, guard)aswell asauthorizedhumanusersmay
variouslybe permittedor obligated to performpolicy actions,suchaspolicy approval and
enforcement.

23An exception is delegation policies,whicharenotyetsupportedin KAoS.



A+: Any personin the Manager Roleis permittedto authorize check paymentIF the same
personis notalsothecheck issuer

Theexamplespecifiesa dynamic separationof duty, wheretheissuerof thecheckis not
allowedto alsobetheonewhoauthorizespaymenton thatcheck.

A-: Anagentis forbiddento registerto domainD IF it is alreadyregisteredto anyindividual
of classdomain

A-: An agent is forbiddento register to any individuals of classdomainIF it is already
registeredto domainD

Thepair of policiesabovespecifythatanagentcannotsimultaneouslyberegisteredboth
asamemberof domainD andalsoof someotherdomain.

4.3.2 Notification Policies

Building onthework of [96; 97],wearedevelopingKAoS notificationpoliciesin thecontext
of our NASA applications. The vision of future human-agentinteractionis that of loosely
coordinatedgroupsof humansandagents.As capabilitiesandopportunitiesfor autonomous
operationgrow in thefuture,agentswill performtheir tasksfor increasinglylong periodsof
timewith only intermittentsupervision.Mostof thetimeroutineoperationis managedby the
agentswhile thehumancrews performothertasks.Occasionallyhowever, whenunexpected
problemsor novel opportunities arise,peoplemustassistthe agents.Becauseof the loose
natureof thesegroups,suchcommunication andcollaborationmustproceedasynchronously
andin a mixed-initiativemanner. Humansmustquickly comeup to speedon situationswith
which they may have hadlittl e involvement for hoursor days.Thenthey mustcooperative
effectively andnaturally with the agentsas true teammembers.24 Hencethe challengeof
managingnotificationandsituationawarenessfor thecrewmembers.

Variousontologiessupportingnotification(e.g.,basicconceptsfor categoriesof events,
roles, notifications,latency, focus of attention,and presence)form the foundationof this
work. In conjunctionwith theseontologies,notificationpoliciesandtheir parametersettings
arecreated,asin theexamplebelow:

O+: IF new notification = trueAND utili ty ��� notifyThresholdAND utility � doItThreshold

THENnotify thespacestationcrewmemberappropriately

Humanattentionis a scarceresource.Whenan important event is signaled,the utility
of variousalternatives(e.g.,notify the crewmember, performsomerequiredactionwithout
interruptingtheperson,or donothing)is evaluated.If anotificationis requiredandthecurrent
taskis well-defined,theKAoS-Brahmsinfrastructurewill takeinto accountthetaskandother
contextual factorsto perform the notification in a mannerthat is context-appropriate with
respectto modality, urgency, andlocationof thehuman.Becausesuchknowledgeresidesin
the infrastructureratherthanaspart of the knowledge of eachagent,agentdevelopment is
simplified.

24Actually, this vision points to two majoropportunitiesfor policy-basedhelp:1. theuseof policy to assure
thatunsupervisedautonomousagentbehavior is keptwithin safeandsecurelimits of prescribedbounds,evenin
thefaceof buggy or malicious agentcode;and2. theuseof policy to assureeffective andnatural human-agent
teaminteraction, without individual agents having to bespecificallyprogrammedwith theknowledgeto doso.



4.3.3 ConversationPolicies

Explicit conversation policiessimplify thework of boththeagentandtheagentdesigner[16;
17; 57; 58]. In comparisonto unrestrictedagentdialogue, conversationpoliciesreducethe
agents’inferentialburdenby limit ing thespaceof alternativeconversationalproductionsand
parametersthat they needto considerboth in generatingmessagesandin interpretingmes-
sagesreceived from otheragents.Becausea significant measureof conversationalplanning
for routineinteractionscanbe encodedin conversation policiesoffline andin advance,the
agentscandevotemoreof their computationalpowerat runtimeto otherthings.

O+: IF responselag of conversationX � M minutes

THENtheagentmustterminateconversationX

This conversationpolicy requirestheagentto unilaterallyterminatea conversationwhen
a lag of M minutes haselapsedin waiting for a response,preventing conversationsfrom
stayingopenindefinitely.

A-: Agentsare forbiddento senda messageof anytypeotherthanReply

IF conversationtypeof theconversationis Request-ReplyANDthepreviousmessagetype
of theconversationis Request

This conversationpolicy enforcesa sequenceof messagesin theRequest-Replyconver-
sationtypesuchthatamessageof typerequestmustalwaysbefollowedby amessageof type
reply.

A+: Agentsarepermittedto sendTRANSCOMmessageswith returnreceipts

This conversationpolicy examplefrom the Ultra*Log application,allows the sending
of TRANSCOM messagesthat requirereturnreceipts.Note that this policy would only be
appropriatein a tyrannicaldomainthatprohibitedall messagesthatwerenot explicitly per-
mitted.

More complex sortsof policiesdealing,for example, with Clark’s conceptof common
ground[31] or improvisationalapproachesto conversation[93], will alsobe importantin
effective human-agentinteraction.Thoughsuchpoliciesgo beyond what is possible in the
currentversionof KAoS, we expectto begin addressingthemaspartof a collaborationwith
Allen et al. [2; 3] in thenearfuture.

4.3.4 Nonverbal ExpressionPolicies

Wherepossible,agentsusuallytakeadvantageof explicit verbalchannelsfor communication
in orderto reducetheneedfor relyingon currentprimitive roboticvision andauditorysens-
ing capabilities[84, p. 295].On theotherhand,animalsandhumansoftenrely onvisualand
auditorysignalsin placeof explicit verbalcommunicationfor many aspectsof coordinated
activity. As part of our work on human-robotic interactionfor NASA, the Army, and the
Navy, we aredeveloping policiesto govern variousnonverbalforms of expression in hard-
wareandsoftwareagents.Thesenonverbalbehaviors will be designedto expressnot only
the currentstateof the agentbut, importantly, alsoto provide roughcluesaboutwhat it is
going to do next. In this way, peoplecanbe betterenabledto participatewith the agentin



coordination,support,avoidance,andso forth. In this sense,nonverbalexpressionsarean
importantingredientin enablinghuman-agentteamwork.

Maesandhercolleagueswereamongthefirst to explorethispossibility in herresearchon
softwareagentsthatcontinuously communicatedtheir internalstateto theuservia facialex-
pressions(e.g.,thinking,working,suggestion, unsure,pleased,andconfused)[80]. Breazeal
hastaken inspiration from the researchin child psychology [116] to developrobotdisplays
that reflectedfour basicclassesof preverbalsocialresponses:affective (changingfacialex-
pressions),exploratory(visualsearch,maintenanceof mutual regardwith human),protective
(turningheadaway), andregulatory(expressive feedbackto gaincaregiver attention,cyclic
waxing andwaningof internalstates,habituation, andsignalsof internalmotivation) [22].
Booksonhumanetiquette[118] containmany descriptionsof appropriatebehavior in awide
varietyof socialsettings.Finally, in additionto thispreviouswork, we think thatdisplaybe-
havior amongpeople[83] andgroupsof animalswill beoneof themostfruitful sourcesof
policy for effective nonverbalexpressionin agents.Our initial studyindicatesthat thereare
usefulagentequivalentsfor eachof Smith’s tencategoriesof widespreadvertebrateanimal
cooperationandcoordinationdisplays[102,pp.84-125].

O+: IF thecurrenttaskof thePSAis of typeuninterruptible

THENthePSAmustblink redlight until thecurrenttaskis finished

PRECEDENCE:A-: ThePSAis forbiddenfromperforminganytasksbut thecurrentone

This policy requiresthePSAto blink a red light while it is busyperforminganuninter-
ruptibletask.During this time, it is alsoforbiddenfrom performingany tasksbut thecurrent
one.Relatedmessagesit may want to give with a similar signalmight include:“I am un-
ableto makecontactwith anybody,” “Do notattemptto communicatewith me(for whatever
reason,e.g.,“my line is bugged”).” On thepositive side,varioususesof a greenlight might
signalmessagessuchas:“I amopenfor calls,” “I needto talk to someone,” or “May I inter-
jectsomething into thisconversation?” Displaysin thisgeneralinteractionalcategoryclearly
havebenefitsfor coordinationamonggroupsof agentsby providing information aboutwhich
areor arenot in aposition to interactwith others,in whatways,when,andsoforth.

O+: IF a conversationhasbeeninitiatedwith someone

THENthePSAmustfacetheonewith whomit is conversing, so long asthey are within
theline of sight,until theconversationhasfinished

Thispolicy implements akind of displayassociatedwith maintainingapreviously estab-
lishedassociation.This displaymight beespeciallyusefulwhenthePSA is moving around
theroomandneedsto let a personknow thatit is still attendingto theongoingconversation.

O+: IF thecurrenttaskof thePSAis to movesomedistancegreaterthanD

THENthePSAmustsignalits intention to movefor Sseconds

PRECEDENCE:A-: ThePSAis forbiddenfrom executingits move

It’ snofun beinghit in theheadby aflying robotthatsuddenlydecidesto goonthemove.
This policy prevents the PSA from moving until it hasfirst signaledits intentionto move
for somenumberof seconds.Besidesthepre-move signaling,somekind of signaling could
alsotake placeduring the move itself. In addition to this movementsignalingpolicy, other
policiesshouldbeput in placeto requirethePSAto stayat a safeandcomfortabledistance
from people,otherroboticagents,andspacestationstructuresandequipment.



4.3.5 Collaboration Policies

O+: IF anagentbecomesawarethata teamgoalhasbeenachieved,or hasbecomeunachiev-
ableor irrelevant

THENtheagentmustnotify theotherteammembers in anappropriatemanner

PRECEDENCE:A-: Theteammemberis forbiddenfromactionsthatareperformedonly
in order to achievetheformerteamgoal

A similar versionof this policy is oneof thecenterpiecesof theclassictheoryof team-
work originally proposedby CohenandLevesque[35]. Thoughthereis potentially a lot of
complexity buriedin themachinerythatdetermineswhethertheconditionalis true,thepolicy
imperative that resultsfrom this conditional is relatively simpleby way of contrastandcan
berepresentedstraightforwardly in KAoS. All thefoundationalontologiesandmechanisms
developed to supportotherkindsof notificationpoliciescanalsobe broughtto bearin this
context. In thissense,theexample canbeseenasjusta specialkind of notificationpolicy.

O+: IF an agentsuspendswork on a current taskin order to attendto a new higherpriority
task

THENtheagentmustnotify theotheractors involvedin anappropriate manner

PRECEDENCE:A-: Theagentis forbiddenfromexecutingits new task

Justasa suddenphysical move might surpriseotheractorsunlessit is appropriatelysig-
naledin advance,soanunexpectedchangein currenttaskmightbejarring to othersunlessit
is heraldedin somefashion.Note that this policy presupposesthatadditional actorsbeyond
theteammembersthemselvesthatsharea joint goalmayrequirenotification.

4.3.6 Adjustable Autonomy Policies

Humansandagentsmayplaymutualrolesthatvaryaccordingto therelativedegreeof initia-
tiveappropriateto agiven situation (Figure12).25At theoneextreme,traditionalsystemsare
designedto carryout theexplicit commandsof humanswith noability to ignoreorders(i.e.,
executive autonomy[8; 45]), generatetheir own goals(i.e.,goalautonomy[45; 78]), or oth-
erwiseact independently of environmentalstimuli (i.e., environmentalautonomy[21; 45]).
Suchsystems cannot,in any significantsense,act; they canonly beactedupon.At theother
endof thespectrumis animaginedextremein whichagentswouldcontroltheactionsof hu-
mans.26Betweenthesetwo extremesis thedomainof today’sagentsystems,with mostagents
typically playingfixed rolesasservants,assistants, associates,or guides.Suchautonomous

25For a morefine-grainedpresentationof a continuumof control betweenhumans andmachines,seeHan-
cockandScallen’s [60] summaryof Sheridan’s ten-level formulation.RobertTaylor (personal communication)
surmisesfrom his experiencethat this may be far more levels that what areuseful in practice.Barberet al.
differentiatethreekinds of relationshipsamong agents:command-driven (i.e., the agent is fully subordinated
to someotheragent), true consensus(i.e., decision-makingcontrol is sharedequallywith otheragents),and
locally autonomous/master(i.e., theagent makesdecisionswithoutconsultingotheragentsandmaybeallowed
to command subordinates)[7].

26Of course,in real systems,the relative degree of initiative that could be reasonably taken by an agent
or human would not be a global property, but ratherrelative to particular functionsthat oneor the otherwas
currently assumingin somecontext of joint work (see[8; 13;56;60]).



Figure12:Spectrum of agent rolesin human-agent interaction [15].

systemsaredesignedwith fixed assumptions aboutwhat degreeof initiative is appropriate
to their tasks.They executetheir instructionswithout consideringthat the optimal level of
autonomymayvary by taskandover time,or thatunforeseenevents mayprompta needfor
eitherthe humanor the agentto take morecontrol.At the limit of this extremearestrong,
silentsystems[92] with only two modes:fully automaticandfully manual.In practicethis
canleadto situations of human“underload,” with the humanhaving very little to do when
thingsaregoingalongasplanned,followedby situationsof human“overload,” whenextreme
demandsmaybeplacedon thehumanin thecaseof agentfailure.

Although in practicemany do not live up to their billi ng, the designgoal of mixed-
initiative systems is to allow agentsto dynamically and flexibly assumea rangeof roles
dependingon the task to be performedand the currentsituation[24; 36; 46]. Researchin
adjustableautonomysupportsthisgoalthroughthedevelopmentof anunderstanding of how
to ensurethat, in a givencontext, theagentsareoperatingat an optimalboundarybetween
the initiative of thehumanandthatof theagents.Peoplewant to maintainthatboundaryat
a sweetspotin thetradeoff curve thatminimizestheir needto attendto interactionwith the
agentwhile providing themwith a sufficiently comfortablelevel of assurancethat nothing
will gowrong.

In principle,theactualadjustmentof anagent’slevelof autonomy couldbeinitiatedeither
by ahuman,theagentitself, or sometrustedsoftwarecomponent.27Thereareseveraldimen-

27Cohen[37] drawsa line betweenthoseapproachesin whichtheagentitself wholly determinesthemodeof
interactionwith humans(mixed-initiative)andthosewherethisdeterminationis imposedexternally (adjustable
autonomy).Additionally, mixed-initiativesystemsareconsidered by Cohento generallyconsistof asingleuser
andasingleagent. However, it is clearthatthesetwo approachesarenotmutuallyexclusiveandthat,in anideal
world,agentswouldbecapableof bothreasoning aboutwhenandhow to initiateinteractionwith thehuman and
alsoof subjecting themselvesto theexternal direction of whatever setof explicit authorizationandobligation
policieswerecurrently in force to governthatinteraction. Additionally, thereis no reasonto limit thenotion of
“mixedinitiative” systemsto thesingleagent-singlehumancase.Hencewe preferto think of mixed-initiative
systemsasbeingthosesystemsthat arecapableof makingcontext-appropriateadjustmentsto their level of



sionsof this level thatcanbevariedsuchas:1) typeor complexity of tasksor functionsit is
permittedto execute,2) which of its functionsor tasksmaybeautonomously controlled,3)
circumstancesunderwhichtheagentwill overridemanualcontrol,4) durationof autonomous
operation,and5) thecircumstancesunderwhichahumanmaybeinterrupted(or mustbein-
terrupted)in orderto provide guidance[42].

Whenevaluating optionsfor adaptively reallocatingtasksamongteammembers,it must
be rememberedthatdynamicrole adjustmentcomesat a cost.Measuresof expectedutility
canbeusedto evaluatethetradeoffs involved in potentiallyinterruptingtheongoingactivities
of agentsandhumansin suchsituationsto communicate,coordinate,andreallocaterespon-
sibilities [37; 63; 64]. It is alsoimportant to notethat theneedfor adjustments maycascade
in complex fashion:interactionmaybespreadacrossmany potentially-distributedagentsand
humanswho act in multiply-connectedinteractionloops.For this reason,adjustableauton-
omymayinvolvenotmerelyasimpleshift in rolesamongahuman-agentpair, but ratherthe
distribution of dynamicdemandsacrossmany coordinatedactors.28 Definingexplicit policies
for thetransferof controlamongteammembersandfor theresultantrequiredmodifications
to coordinationconstraintscanproveusefulin managingsuchcomplexity [94].

O+: IF elapsedtimesincelast report � timeT

THEN the agent mustnotify the humansupervisorabout its statusin the appropriate
manner

Thissimplepolicy setsthedurationof autonomousoperationfor anagent,requiringit to
notify ahumansupervisoraboutits statusat predeterminedintervals.

A+: Spacestation crewmembers in theTrustedOperator Roleare permittedto overridePSA
non-criticalnegativeauthorizations

Sometimesit is critical for authorizedhumanoperatorsto beableto immediatelycounter-
mandsomenegativeauthorizationof anagent(i.e.,allowing it to dothingswhichit normally
is not authorizedto do). While this could be doneinsteadby modifying the policy in the
usualway, sometimesit is morepracticalto do this directly by overriding a prohibition on a
one-timetemporarybasis.However, overriding certainoperations(e.g.,flying thePSA into
a wall of thespacestation)mayrequireconsentof boththespacestationcommanderandan
authorizedpersonat missioncontrol.

O+: IF nocrewmemberis monitoring theenvironmentin spacestationmoduleX

THENPSAmustmonitorenvironmentin moduleX

PRECEDENCE:A+: PSAis permittedto monitortheenvironmentin moduleX

socialautonomy (i.e., their level or mode of engagement with thehuman), whethera given adjustmentis made
asa resultof reasoning internalto theagentor dueto externally-imposedpolicy-basedconstraints.

28As Hancock andScallen[60] rightfully observe, theproblemof adaptive function allocationis not merely
oneof efficiency or technicalelegance.Economic factors(e.g., canthetaskbemoreinexpensivelyperformedby
humans,agents,or somecombination?), political andcultural factors (e.g.,is it acceptable for agentsto perform
taskstraditionallyassignedto humans?),or personalandmoralconsiderations(e.g., is a given taskenjoyable
andchallengingvs.boring andmind-numbing for thehuman?) arealsoessentialconsiderations.



SometimesthePSAmayberequiredto temporarilytakeuponitself functionsthathuman
crewmemberswould normallyprovide. HerethePSA is bothgivenpermissionandanobli-
gationto monitor theenvironmentin moduleX if a crewmemberis not currentlydoingso.
Similar policiescould comeinto play whena crewmemberbecomesoverloadedor injured
suchthatthecrewmembernolongeris ableto performthetaskwithin predeterminedcriteria.
In suchcases,agentscouldbeauthorizedand/orobligatedto assist.

4.4 CognitiveandRoboticProstheses

For someresearchers,theultimatein human-agentteamwork is thenotionof agentsthatcan
functionasextensionsof thehumanbrain (cognitiveprostheses)andbody (robotic prosthe-
ses)[49; 59;62]. In this sectionwe briefly suggestsomepreliminaryconsiderations relating
to human-agentinteractionin thedevelopmentof suchcapabilities.

At the outset,we recognizehumansarean advantagedlot, eachof us having beenen-
dowed with a “good brain andan unspecializedbody” [83, p. 489], which meansthat we
arein a betterpositionthanany othercreatureto make andusea varietyof tools.Moreover,
bipedallocomotion hasalwayshadthebeneficialsideeffect of freeingonehandto explore
the environmentandthe other to wield thosetools.Ford et al. arguethat the accumulated
toolsof humanhistorycanall profitablyberegardedasprostheses,not in thesensethatthey
compensatefor thespecificdisabilitiesof any givenindividual [38], but ratherbecausethey
enableus to overcomethebiological limitationssharedby all of us:with readingandwrit-
ing anyonecantranscendthefinite capacityof humanmemory;“with a power screwdriver
anyonecandrivethehardestscrew; with acalculator, anyonecangetthenumbersright; with
an aircraft anyonecanfly to Paris; andwith DeepBlue, anyonecanbeatthe world chess
champion”[49].

Theprostheticperspectivecanbecontrastedwith thetraditional focusof Artificial Intelli-
genceonstandalonemachinecompetenceandits resultingpreoccupationwith theTuringTest
asits measureof success[51]. Instead,arguesFord, we shouldstartfrom a human-centered
perspective. This implies that we mustshift our goal “from makingartificial superhumans
whocanreplaceusto makingsuperhumanlyintelligentartifactsthatcanamplify andsupport
ourown cognitiveabilities” [59, p. 61]. Wedon’t needto jettison theacronym of AI, solong
aswenow take it to referto thehuman’sAugmentedIntelligence.29

Eyeglasses,awell-known exampleof anocularprosthesis,30 provideaparticularlyuseful
exampleof threefoundational conceptsthatareimportant to an understandingof cognitive
androboticprostheses:

1. Transparency. “Eyeglassesleverageandextendour ability to see,but in no way model
our eyes: They don’t look or act like them and wouldn’t passa Turing test for being
an eye” [59, p. 61]. A key featureof eyeglassesis that they canbe usedmoreor less

29The1962report of EngelbartentitledAugmenting HumanIntellectprescientlystressedthethemeof “im-
proving the intellectualeffectivenessof the individual humanbeing...through extensions of meansdeveloped
andusedin thepastto helpmanapplyhis native sensory, mental,andmotorcapabilities [Lik e] mostsystems
its performancecanbestbe improvedby consideringthewholeasa setof interactingcomponentsratherthan
by considering thecomponentsin isolation” [44, pp.1-2].

30Thenotion of augmenting sight througheyeglasseswas“first mentionedby RogerBaconin 1268. In the
1665prefaceto Micrographia,RobertHooke goesfurther, suggestingtheaddition‘of artificial Organs to the
natural...to improveourothersensesof hearing, smelling,tasting,andtouching” [103].



transparently—even forgettingthey arepresent—justashumanswith myopiadon’t think
constantlyaboutthewearingof thecontactlensesbut ratheraboutthe fact that they are
seeingmoreeffectively throughthem.31

2. Unity. Sinceourgoalis notmakingsmarteyeglasses,but ratheraugmenting thehuman’s
ability to see,theminimum unit of discussionfor thedesignof a prosthesis includesthe
device, the human,and the environmentin which the humanwill usethe device. This
modeof analysisnecessarilyblurstheline betweenhumansandtechnology.32

3. Fit. Youreyeglasseswon’t fit me;neitherwill minedoyou any good.Prosthesesmustfit
the humanandtechnologicalcomponentstogetherin waysthat synergistically exploits
theirmutual strengthsandmitigatestheir respective limitations.This impliestherequire-
mentfor a rich knowledgeof how humansfunction.33

Theelaborationof foundationalconceptsthatareimportant to anunderstandingof cog-
nitive androbotic prosthesesand the studyof humanfunctionsin particularenvironments
happily dovetail with progressin the miniaturizationof computing devicesandthe formu-
lation of designprinciplesfor wearablecomputing[89]. Mann [81] wasamongthe first to
elucidatesomeof the necessarycriteria for devices to be successfullysubsumed into the
human’s eudaemonicspace(i.e., wherethe device seemsto be part of the person).34 Mann
describesthreerequiredoperationalmodesfor wearablecomputing:

� Constancy: The computerrunscontinuously, and is alwaysreadyto interactwith the
user. Unlike a handhelddevice, laptopcomputer, or PDA, it doesnot needto beopened
upandturnedonprior to use.Thesignalflow from humanto computer, andcomputerto
human,. . . , runscontinuously to provideaconstantuserinterface.

31The manner in which perception operates during the useof goodtools was insightfully describedmany
yearsagoby Polanyi: “When we usea hammerto drive a nail, we attendto both nail andhammer, but in a
differentway. We watchtheeffect of our strokeson thenail andtry to wield thehammer soasto hit thenail
mosteffectively. Whenwebring down thehammer wedonot feel thatits handle hasstruckourpalmbut thatits
headhasstruckthenail. Yet in asensewearecertainlyalertto thefeelingsin ourpalmandthefingersthathold
the hammer. They guideus in handling it effectively, andthedegree of attentionthat wasgivento thenail is
givento thesameextentbut in adifferentwayto thesefeelings.Thedifferencemaybestatedby sayingthatthe
latterarenot, like thenail, objectsof our attention,but instrumentsof it. They arenot watchedin themselves;
wewatchsomething elsewhile keeping intenselyawareof them.I haveasubsidiaryawarenessof thefeelingin
thepalmof my handwhich is mergedinto my focalawarenessof my driving in thenail”[90, p. 55].

32In 1960, Licklider [73] introducedthe concept of man-computersymbiosis:“the hopeis that, in not too
many years,humanbrainsandcomputing machineswill becoupled together very tightly andthattheresulting
partnership will think asno human brain hasever thought andprocessdatain a way not approachedby the
information-handlingmachineswe know today.”

33A goodexample of thisis theOZcockpit display[59;104]. Throughagroundbreakingstudyonthelimits of
humancentralandperipheralvision,IHMC’sDavid Still discoveredthatperipheralvisioncanpick up10times
theamount of detail thanpreviously thought. Using this finding, he tailoredthedesignof stimuli in a cockpit
displayto exploit thehumansensorysystem’s natural filtering andprocessingcapabilitiesandmanipulatethe
dataso it providesexactly what the pilot needsto know at any particulartime. Stunningly, the OZ cockpit
displayis completelyvoid of dialsandgaugesof ordinary cockpits, yet is easierto learn, morestraightforward
to control,andmore robustto temporaryvisualsystemimpairment.

34Mann’s formulations have evolved over time. Here we discuss the version that can be found at
http://www.eyetap.org/defs/glossary/wearcomp. SeealsoThadStarner’s thoroughsurvey of thefield in his dis-
sertationonWearableComputing [103].



� Augmentation: Traditionalcomputingparadigmsarebasedonthenotion thatcomputing
is theprimarytask.Wearablecomputing, however, is basedon thenotionthatcomputing
is not the primary task.The assumption of wearablecomputing is that the userwill be
doingsomethingelseat thesametimeasdoingthecomputing.Thusthecomputershould
serve to augmenttheintellector augmentthesenses,. . . .

� Mediation: Unlike [traditionalcomputers],thewearablecomputer canencapsulateus.It
doesn’t necessarilyneedto completelyencloseus.Therearetwo aspectsto thisencapsu-
lation:

i. Solitude: It canfunction asan informationfilter, andallow us to block out mate-
rial we might not wish to experience,. . . , [or] it may simply allow us to alter our
perceptionof reality.

ii. Privacy: Mediationallows usto block or modify information leaving our encapsu-
latedspace.In thesameway thatordinaryclothingpreventsothersfrom seeingour
nakedbodies,thewearablecomputermay, for example,serveasanintermediaryfor
interactingwith untrustedsystems.

Becauseof its ability to encapsulateus, . . . , [wearablecomputingdevices]may alsobe
ableto makemeasurementsof variousphysiologicalquantities.

Besidestheseoperationalmodes,Manndescribessix attributesof wearablesystems:

� Unmonopolizing of theuser’s attention,. . . , [thoughit may] mediate(augment,alter, or
deliberatelydiminish)thesensorycapabilities.

� Unrestrictive to theuser:. . . , ‘you candootherthingswhile usingit’ . . . .

� Observableby theuser:it cangetyourattentioncontinuously if youwantit to . . . .

� Controllable by theuser. . . .

� Attenti ve to theenvironment:it is environmentally aware,multimodal,multi-sensory . . . ,
[thusincreasing]theuser’s [situation] awareness. . . .

� Communicative to others:it canbeusedasacommunicationsmedium. . . .

DARPA’sAugmentedCognition(AugCog)Program(http://www.darpa.mil/ito/research/ac/)
is anexampleof anearlyeffort focusedonappropriatelyexploitingandintegratingall avail-
able channelsof communication from agentsto the human(e.g., visual, auditory, tactile)
andconverselysensingandinterpretinga wide rangeof physiological measuresof the hu-
manin real-timesothey canbeusedto tuneagentbehavior andthusenhancejoint human-
machineperformance.35 For example,in IHMC’sAdaptiveMulti-SensoryIntegration (AMI)
augmentedcognitionprototypesetsof systemsensoragents(e.g.,joystick), humansensor

35A related program focused on similar issues with a robotics emphasis is NSF’s
Robotics and Human Augmentation (http://www.interact.nsf.gov/cise/descriptions.nsf/
5b8c6c912ebf7f9b8525662c00723201/5e8661fa698fe674852565d9005985ef?OpenDocument). See
also DARPA’s Mobile Autonomous Robot Software (MARS) Robotic Vision 2020 Program
(http://www.darpa.mil/ito/solicitations/FBO02-15.html).



agents(e.g.,EEG,pupil tracking,arousalmeter),humandisplayagents(e.g.,visual,audi-
tory, tactile), and adaptive automationagents(e.g.,performingspecificflight tasks)could
work togetherwith a pilot to promotestableandsafeflight, sharingandadjustingaspectsof
controlamongthehumanandvirtual crew memberagentswhile takingsystemfailuresand
humanattentionandstressloadsinto account.

While it is still tooearlyto gaugethesuccessof effortssuchasAugCog,let aloneto pre-
scribedetailedprinciplesfor makingcognitive androboticprosthesesacceptableto humans,
it is clear that suchmodesof interactionwill requirenew waysof thinking abouthuman-
agentinteraction.In an insightful essaycalledTheTeddy [86], Normandiscussessomeof
theissuesandimplicationsof thewidespreadlong-termhabitualuseof suchtechnologies:

� Wouldwegetsodependentthatwewouldbecomedisorientedwithout them?

� If they areconstantlyrecordingevery event,shouldwe allow themto be turnedoff? To
protectcivil liberties,youmustbeableto,andanindicatormustshow if someone’sdevice
is listing to you.

� Shouldit be programmedto alwaysbe supporting andencouraging(thusremoving us
from reality) or criticism andcorrection(thusremindingus of a naggingparent)?Get-
ting theright balanceis difficult in humanrelationships, how canwe expecttechnology
designersto dobetter?

� If weareneveralone,whenwouldwe think?Would thisacceleratethealreadytuned-out
tendenciesof headphonewearers?

5 Conclusions

In this chapter, we have outlinedsomeof thetechnicalandsocialchallengesin theproblem
of makingagentsacceptableto peopleandgivenexamplesandexplanationof how a policy-
basedapproachmightbeusedto addresssomeof thosechallenges.Wehopethattheseinitial
efforts will inspireothersto devotegreaterattentionto reusablemodelsandtools to assure
thesecurity, safety, naturalness,andeffectivenessof human-agentteams.
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