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Abstract. Becausever morepowerful intelligentagentswill interactwith peope in
increasinglysophisticate@ndimporttantways,greaterattentionmustbe given to the
technicaland social aspectof how to make agentsacceptale to people[87]. The
technicalchallengeis to devise a compuational structurethat guarameesthat from
the technicalstandpnt all is under contrd. The social challerge is to ensurethat
agentsand peope interactgracetilly andto provide reassurare to peoplethat all
is working accordng to plan. In this chapterwe outline our efforts to addesssome
of thesetechnicalandsocial corcernsthrough the useof a policy-basedappoachas
implementd in the KAoS framevork. From a technica persgctive, we wantto be
ableto help ensurethe pratectionof agert state,the viability of agentcommunities,
and the reliability of the resouceson which they depend To accomplishthis, we
must guaantee,insofar asis possible,that the autoromy of agentscan always be
boundd by explicit enfoiceablepolicy thatcanbe continwally adjustedo maximize
the agents’effectivenessandsafetyin both human andcompuationalervironments.
Fromasocialpersgctive, we wantagentgo be desigrdto fit well with how people
actuallywork togetherExplicit policiesgoverninghumanagentinteraction, basecn
careful obseration of work practiceand an undestandingof currer socialscience
researchcan help assurethat effective and naturalcoadination apgopriatelevels
andmodalitiesof feedbackandadeaatepredctability andresponsienessto human
control are maintaired. Thesefactorsare key to providing the reassurancandtrust
thatarethe prerequisitesto the widespred acceptaoe of agenttechndogy for non
trivial applicatiors.

1 Intr oduction

Sincethe beginning of recordedhistory, peoplehave beenfascinatedwvith the ideaof non-
humanagencies. Popularnotionsaboutandroids humanails, robots,cyborgs, and science

Worksby authos suchasScheldg95] andCluteandNicholls[33] who have chranicledthedevelgpmentof
popuar notionsabou andrads, humanoids robots, andsciencedfiction creatues,area usefulstartingpoint for
softwareagentdesigrerswantingto plumbthe culturalcontext of their creatiors. Lubars chapter‘Inf ormation
beyond computers”in [77] providesa usefulgrandtour of the subject.SeeFord, Glymou, andHayes[50] for
adelightful collectionof essay®nandrad epistemoloy.



fiction creaturegppermeateour culture,forming the backdropagainstwhich software agents
areperceved. The word robot, derived from the Czed word for drudgery becamepopular
following Karel Capeks 1921 play RUR: RossunmJniversal Robots[26] (Figure 1). While
Capeks robotswere factory workers, the public hasalso at times embracedhe romantic
dreamof robotsas“digital butlers”who, likethemechanicamaidin theanimatedeatureThe
Jetsonswould somedayputteraboutthe living room performingmundanehouseholdasks
(Figure 2).2 Despitesuchinnocuousbeginnings, the dominantpublic image of artificially
intelligent embodiedcreatureshas often beenmore a nightmarethan a dream.Would the
awesomepower of robotsreversethe masterslave relationslp with humans(Figure 3)?
Would seeingthe world throughthe eyesof agentdeadto dangerouslyistortiors of reality
(Figure4)?Everydayexperience®f computemuserswith the mysterieof ordinarysoftware,
riddledwith annging bugs,incomprehensile featuresanddangerouwirusesreinforcethe
fearthatthe software poweringautonomas creaturesvould poseevenmoreproblems.The
moreintelligenttherobot,themorecapableof pursuirg its own self-interestatherthanthatof
its humanmastergFigure5); the morehuman-lile the robot, the morelikely it is to exhibit
humanfrailties and eccentricities(Figure 6). Suchlatentimagescannotbe ignoredin the
designof softwareagents-indeedhereis morethanagrainof truthin eachof them!

“Agentsoccupy a strangeplacein the realmof technology summarizeon Norman,
“leadingto muchfear, fiction, andextravagant claims”[87, p. 51]. By their ability to operate
independentlywithout constanthumansupervisio, they can performtasksthat would be
impracticalor impossible using traditional software applications.On the other hand, this
additionalautonomyif unchecled,alsohasthepotental of effectingseveredamagef agents
arepoorly designedbuggy, or malicious.Becausever morepowerful intelligentagentswill
increasinglydiffer softwarethatpeopleareaccustometb, we needo take into accounsocial
issuemo lessthanthe technicalonesif the agentswve designandbuild areto be acceptable
to people:

“The technicalaspecis to devisea computatimal structurethatguaranteeghatfrom the
technicalstandpant, all is undercontrol. Thisis notaneasytask.

2It is interestingto notethattodays roboticvacuun cleanes have little resemblaoe to mechaical maids.
However thatis truein partbecasethey areconcévedasinexpensie single-inctionappliance andnotmulti-
purposeassistantsWere our current technicalprowvess sufficient to build cheap,smart,andversatilerobaic
assistantsthereis little doult that we would prefermodelsthat featued a “good brain andan unspecialized
body' [83, p.489. SeealsoSectiond.4below.

3Whetheror not suchfuturesareplausibleis besidethe point—trereis no doult thatthe fearsarereal for
mary peopleright now. For exanple, Bill Joy notesthe“propheg” of the Unalbmber assertinghatwhile his
“mentality wascriminal, his visionis ratherrealistic”: ‘What we do suggests thatthe humanracemight easily
permititself to drift into a positionof suchdepenénceon the machina thatit would have no practicalchoice
but to acceptall of the machires’ decisionsAs societyandthe prablemsthatfaceit becone moreandmore
complex andmachnesbecanemoreandmoreintelligert, pelewill letmachinesnake moreof theirdecisions
for them,simply becausenachinemadedecisiors will bring betterresultsthanmanmadeones.Eventually a
stagemaybereachedtwhichthedecisionsecessarto keepthesystenrunring will besocomplex thathuman
beingswill beincapalte of making themintelligently. At that stagethe machineswill bein effective contrd.
Peoplewon’t beableto justturnthemachine off, becasethey will besodepenéntonthemthatturningthem
off would amoun to suicide'. Theodoe Kaczynski the criminal Unabanber On the otherhand just oneyear
agoStepherHawking, thenotedphysicist,suggestedsinggeretic engireeringandbiomeclanicalinterfacego
compuersin orderto make possiblea directconrectionbetweerbrainandcomputers‘so thatartificial brains
contritute to humanintelligenceratherthanoppcsingit.” The professorconce@sit would be a long process,
but importantto ensue biologicd systemsemainsuperiorto electranic ones.‘In contrastwith our intellect,
compuersdoube their perfomanceevery 18 montts; hetold Focusmagazie. ‘So thedangeris realthatthey
coulddevelop intelligerce andtake over theworld."[66].



Figurel: Scendrom Capeks play Rossuntniversal Robds [25, p. 19].

Figure2: Electrothe Robot(akaRobbythe Robot)asdigital butlerto AnneFranceg77, p. 376].



Figure3: Paverlessn the graspof arobot (From Astourding Science-iction, Octoberl933 [77, p. 383).

Figure4: Select-O-Vsion[113].



Figure5: A robotthief [25].

Figure 6: In Arthur C. Clarke’'s 200L: A Spae Odyssg, humans are compelled to hide from the psychaic
compuer HAL [95, p. 144].



The socialpartof acceptabilityis to provide reassurancthatall is working accordingto
plan.... Thisis alsoa non-trivial task”[87, p. 51].4

This chaptersumnarizesour efforts to addressthrougha policy-basedapproach(Sec-
tion 2), someof the technicaland social aspectf agentdesignfor increasechumanac-
ceptability Fromatechnicalperspectie, we wantto be ableto help ensurehe protectionof
agentstate theviability of agentcommunites,andthe reliability of the resource®n which
they depend.To accomplishthis, we mustguaranteeinsofar asis possibg, thatthe auton-
omy of agentscanalwaysbe boundedoy explicit enforceablgoolicy thatcanbe continually
adjustedo maximize the agents’effectivenessandsafetyin bothhumanandcomputatimal
ervironmentqSection3).

From a social perspectie, we want agentsto be designedo fit well with how people
actuallywork togetherExplicit policiesgoverning human-agerninteraction basedn careful
obsenationof work practiceandanunderstandigof currentsocialscienceesearchganhelp
assurdhateffective andnaturalcoordination appropriatdevelsandmodalitiesof feedback,
andadequat@redictabilityandresponsienesgo humancontrolaremaintained Section4).
In short,interactionamonghumansandagentsmustbe gracefulandshouldenhanceather
than hinder humanwork. All thesefactorsare key to providing the reassurancand trust
that are the prerequisiteso the widespreadacceptancef agenttechnolog for non-trvial
applications?®

2 AddressingAgent Acceptability Through the Useof Policy

Theideaof building strongsociallaws into intelligentsystemscanbe tracedat leastasfar
backasthe1940g0 thesciencdiction writingsof IsaacAsimov [6]. In hiswell-known stories
of the succeedinglecadese formulateda setof basiclaws that were built deeplyinto the
positronc-braincircuitry of eachrobotsothatit wasphysicallypreventedrom transgression.
Thoughthelaws weresimpleandfew, the storiesattemptedo demongratejust how difficult
they wereto applyin variousreal-world situations In mostsituations althoughthe robots
usuallybehaed“logically,” they oftenfailedto do the “right” thing—typically becausehe
particularcontext of applicationrequiredsubtleadjustnentsof judgmentson the partof the
robot (e.g., determinng which law took priority in a given situaton, or what constitued
helpful or harmfulbehaior).®

ShohamandTennenholt99] introducedhethemeof sociallawsinto theagentresearch

4Similarly, Alan Kay haswritten: “It will notbeanagents manipuative skills, or evenits learningabilities,
thatwill getit acceptedbut insteadts safetyandability to explainitselfin critical situations At themostbasic
level the thing we wantmostto know abou anagert is nothow powerful it canbe,but how trustablet is” [68,
pp.20520§.

SA morecomgete studyof mary of thesetopicscanbe found in [15] For anentertaiing andinformative
geneal charactaeationof various apprachego human-ceeredcompuing, see[61].

6In aninsightfu essayRogerClarke exploressomeof the implicatiors of Asimov’s storiesaboutthe laws
of robhoticsfor informationtechndogists[32]. Weld andEtzioni [120] werethefirst to discusgheimplications
of Asimov’s first law of robotics for agen researcherd.ike most normbasedappoachesdescribedbelov
(andunlike mostpolicy-basedappoaches}he safetycondtions aretakeninto accoum as part of the agents’
own learnirg andplannirg proessesatherthanaspartof theinfrastrudure. In animportar respoiseto Weld
and Etzioni’s “call to arms; Pynadth and Tembe[91] develop a hybrid apprach that marriesthe agents’
prokabilistic reasoningbou adjustake autonany with hardsafetyconstraits to gererate“policies” governing
the actionsof agentsThe apprachassumes setof honogeneas ageits who aremotivated to coogerateand
follow optimally-gereratedpolicies.



communty, whereinvegigatiors have continuedundertwo mainheadingsnormsandpoli-
cies.Drawing on precedenti legal theory socialpsychola@y, socialphilosophy, sociology
and decisiontheory [119], norm-bagd approachefiave grown in popularity [11; 40; 75;
76]. In the multi-agentsystenresearcttommunty, ConteandCastenfranchji39] foundthat
normswerevariouslydescribedasconstrainton behaior, endsor goals,or obligaions. For
themostpart,implemenationsof normsin multi-agentsystemssharethreebasicfeatures:

1. they aredesignedffline or

2. they arelearned adoptedandrefinedthroughthe purposefuldeliberationof eachagent;
and

3. they areenforcedby meansof incentves andsanctions.

Interestin policy-basedapproacheto multi-agentanddistributedsystens hasalsogrown
considerablyn recentyears(http//www.policy-workshop.og). While sharingmuchin com-
monwith norm-base@pproachegyolicy-basedoerspectiesdiffer in subtleways.Whereas
in everydayEnglishthetermnormdenotes practice procedurepr customregardedastypi-
calor widespreadapolicyis definedoy theAmericanHeritageOnline dictionaryasa“course
of action,guiding principle, or procedureconsideredexpedient,prudent,or advantageous.
Thus,in contrastto the relatively descriptve basisand self-choseradoptia (or rejection)
of norms,policiestendto be seenas prescriptve and externally-impsedentities. Whereas
normsin everydaylife emegegraduallyfrom groupcorventicnsandrecurrenpatternsof in-
teraction policiesareconsciouslhdesignedndputinto andoutof force atarbitrarytimesby
virtue of explicitly-recognizedauthority’ Thesedifferencesregenerallyreflectedn theway
mostpolicy-basedapproachediffer from norm-base@neswith respecto thethreefeatures
mentionedabove. Policy-basedapproaches:

1. supportdynamicruntime policy changesandnot merelystaticconfigurationsietermined
in adwance;

2. work involuntarily with respecto theagentsthatis, without requiringthe agentgo con-
sentor even be aware of the policiesbeingenforced;thusaimingto guaranteehateven
the simplestagentscancomplywith policy; and

3. wherever possibé they areenforcedpreemptvely, prevening buggy or maliciousagents
from doingharmin advance ratherthanrewardingthemor imposng sanctionghemafter
thefact.

In the following subsectionswe definepolicy in the sensehatit is usedin this chapter
(2.1) anddistinguishit from relatedconceptq2.2). We thenoffer definitionsof the two ma-
jor typesof policy (2.3), discusshoth traditionalfocusareasandnew challengedor policy
managemen2.4),andoutlinethe mostimportantaspect$2.5) andbenefity2.6).

7 While it is truethatover time norms canbe formalizedinto laws, policiesareexplicit andformal by their
very natureat their origin.



2.1 Whatis policy?

In agentanddistributed computingcontexts, policy canbe definedasan enfoiceable well-
specifiedconstiint on the performanceof a madine-executableaction by a subjectin a
givensituaion:

e enfoiceable:In principle,anactioncontrolledby policy mustbe of thesortthatit canbe
prevented monitaed, or enabledoy systeminfrastructure;

¢ well-specifiedPoliciesarewell-defineddeclaratve descriptions;

e constaint on the performanceThe objective of policy is to ensurewith or without the
knowledgeor cooperatiornof the entity being governed, that the policy administrato's
intentis carriedout with respectto whetherthe specifiedpolicy-governedactiontakes
place;

e madine-ecutableaction: In additionto purelymachine-gecutableactionswe include
situationswherea personis responsil# for completinganactionandthensomehw sig-
nalingthatfactto themachine;

e subject:Thesubjectis eithera humanor a hardwareor softwarecomponent-or agroup
of suchentities;

e situation: Policy applicability may be determinedy a variety of preconditionsandcon-
textualfactors.

2.2 Distingushingpolicy fromrelatedconcepts

It is evidentthat not every constraintin an agentsystemshouldbe managedasan element
of policy. Nor shouldpolicy in the sensewe are discussig it herebe confusedwith other
relatedconceptsFor example,the termpolicy is often usedto describewhatwe will call a
“Big P” policy, referringto the sortsof high-level declaration®f objectvesor preferences
thatonefindsin discussion®f strategic policy, public policy, or foreign policy. While it is
truethatevery policy of the sortwe areconcernedvith (call them-“little p”) is motivatedby
somehigherlevel objectve, “Big P” policiescomprisea diversity of elementssomeof which
involve realworld considerationshatgo far beyonddistributed computng issuesResolving
the ambiguties andcontradictionsof complex and“soft” goals,guidelines,andtradeofs at
the “Big P” level is morethe stuff of humandeliberationand automatedolanningthan of
policy managemerftamenvorkswhich arebestsuitedto analysisandimplementatiorof hard
constraintsafter thedifficult preliminaryframinghasbeendone?®

8As a matterof practice,while systemsshouldbe designedo accommadatepolicy changsby anauthe
rized personor trustedcompnentof the policy mangementinfrastricture at ary time, we do not normaly
allow agentshemselesthe sameprivilege—certainlynot, at least,the agenton whomthe policy is beingen-
forced Thisis corsistentwith the mainpremiseof David Billings’ desideratdor human-centezdsystemg10]
(“Humans areresponsibldor outcanesin humanmachire systems”which implicitly assumes fundamental
asymmety betweerhumansandtodays agerts. Notwithstandiig this assumptionwe expectthe broadbalarce
betweerhumanandagentinitiative andrespamsibility to co-evolve comnensuratevith the degreeof trusthu-
mansarewilling (or requred)to exercisein particularkinds of techndogy for specificcontets of use. Already
peope rely routinelyontechndogy to dothingsautomaticallyfor themthatwereunthinkablenottoolongago.



Policy managemerdlsoshouldnot be confusedwith planningor workflow management,
which are relatedbut separateunctions. Planningmechanismsre generallydelibemtive
(i.e., they reasondeeplyandactively aboutactvitiesin supportof complex goals)whereas
policy mechanismgendto bereactive(i.e.,concernedvith simpleactionstriggeredby some
ervironmentalevent) [53, pp. 161-162]. Whereasplansare a unified roadmapfor accom-
plishing somecoherentsetof objectves, bodiesof policy collectedto govern somesphere
of activity aremadeup of diverseconstraintsmposedby multiple potentially-dsjoint stale-
holdersandenforcedoy mechanismghataremoreor lessindependentrom theonesdirectly
involved in planning.Planstendto be stratgic and comprehensie, while policies,in our
senseare by naturetacticalandpiecemealln short,we might saythatwhile policiescon-
stitute the “rules of theroad”—providing the stopsigns,speedimits, andlanemarkersthat
seneto coordinatdraffic andminimize mishaps—they arenotsuficientto addressheprob-
lem of “route planning

Policiesshouldnot be mistalenfor businessules,for while their motivationssometines
overlap with policy-basedapproachesthesetwo differentattemptsto enforceregularities
on comple systemdhave usuallymaintineda differentfocus. Analogousy to the world of
policies,we candistinguishbetweerfBig B” and"little b” businessules.A “Big B” business
rule “pertainsto ary of the constraintghatapplyto the behaior of peoplein theenterprise,
from restrictionson smokirg to proceduredor filling out a purchaseorder” [70, p. 5]. On
the otherhand,"little b” businesgulespertain“to the factswhich arerecordedasdataand
constrainton changego the valuesof thosefacts.Thatis, the concernis whatdatamay or
may not be recordedn the informatian system”[70, p. 5]. Like “Big P” policies,“Big B”
businesguleshave a muchbroaderscopethan‘little p” policies.The"little b” rules,onthe
otherhand,are certainly narrover than“little p” policiesto the extent that the former are
restrictedto governingto the kinds of actionsthatcanbe performedon a particularinstance
of abusinesglatabaseatherthanto a broaderconceptof actionin general.

Finally, it shouldbe realizedthat unwantedcircumstancesannotbe prevented,nor re-
quired eventsmadeto happenpy policy managementechanismslone.A variety of po-
tentialfailuresmustbe consideredndcounteractedh the designof safeandeffective agent
systemsncluding: extremeevents;hardwarefailure; humanerror;incorrectsystemdesign,
specificationpr implementationandinconssteng, redundanyg, inaccurag, or incomplete-
nessof agentknowledgeandsysteminformation[53, pp. 245-246].

2.3 Typesof policy

Drawing on their long history of policy researchSlomanandhis colleaguegiefinethe two
majortypesof policy, authorizagionsandobligations:

e “A positive authorizatiorpolicy definesthe actionsthata subjectis permittedto perform
onatarget.A negative authorizatiorpolicy specifiegsheactionsthata subjecis forbidden
to performon atarget” [41].

e “Obligation policies specify the action that a subjectmust perform on a set of tamget
objectswhenan eventoccurs.Obligaion policiesare alwaystriggeredby events,since



the subject mustknow whento performthe specifiedaction” [41].1°

2.4 Scopeof policy manggement

Thescopeof policy managemenncludestraditionalfocusareassuchassecurity(e.g.,con-
fidentiality, availability, integrity, accountabilityauditabilty, accessontrol,intrusian detec-
tion!!), resourcemanagemente.g., controls over rate and amountof CPU, memory and
network consumgion; Quality of Serviceguaranteeskandinformationsharinganddissem-
ination, but also goesbeyond thesein significantways. For example,KAoS pioneeredhe
concepiof agentcorversatio policiesin themid-199s[16; 17;57; 58] and,in conjuncton
with Nomads,hasexploredthe usesof mobility policiesfor several years[69]. Additional
new challengedor policy managemerinclude:

e Sourcesand methodsprotection,digital rights managementinformation filtering and
transformationgapability-basedccess;

e Active networks,agilecompuing, penasive andmobie systems;

e Organizationalmodelirg, coalition formation, formalizing cross-oganizationalagree-
ments;

e Trustmodels trustmanagementnformation pedigrees;

e Effectivehuman-machinateractioninterrupton/notificatiormanagemenpresencenan-
agementadjustabé autonony, teamwvork facilitation safety;and

¢ Intelligentretrieval of all policiesrelevantto somesituation.

2.5 Aspectof policy mangement
Effective policy managemernitvolves mary aspectsncluding:

e policy negotiation;

%In the KAoS policy managenentframework (seeSection3.2), atype of enforcer calledanenablercanbe
definedto assistsubjectsn fulfilling obligaions, thusreducirg, or ideally eliminating, the needfor the agent
itself to fully understanahe policy andknow whenhow to uncertaleits resposibilities[20; 117] Enablerscan
alsobedefinedfor sometypesof authoizationpolicies(seeSection3.2.6)

105omesystemdlifferentiatea secondclassof obligationsthat requires a given desiredstateto be contin
uously maintainedby an unspecifiedaction (e.g, Agert A mustmaintainat least10 widgetsin the bin) in
contrasto nomal obligatilnsthatrequre a specificactionto be perfomedin resposeto atrigger (e.g.,IF the
numter of widgets<= 10 THEN Agentmustfill the bin with widgets).For examge, PynadettandTambe[91]
distinguishbetweerfour classe®f safetyconstaints: forbiddenactiors, forbiddenstatesrequiredactions,and
required states.In KAoS (seeSection3.2), forbiddenactionscorrespnd to negaive authaization policies,
while regured actionsandstatesmapto positive obligation policies.Sincemary statesof theworld areoutside
of systemcontrd andcannad beforbiddena priori, they canbestbe handed by repesentinga forbiddenstate
(ideally with somesafetymaigin) asatriggerto a positive obligaion policy thatrequires the agen to achiere a
permissiblestate.

Upoliciesprovide a mechaism for organizatiors to insertandactivatetheir policies (andthustheir inten-
tions)right into the beatingheartof moderndistributedsystems.



e analysis(e.g., multi-organizationalpolicy integration, conflict detectionand resolutio,
enforceabilityanalysis,'what if ” analysesandsimulations,validatian);

e persistencandreuse;

o distribution;

e disclosure;

e monitoring andlogging compliancedetectionandenforcement;

e precedenmanagementtracking circumstancesvherepolicieshave beenoverriddenin
the past);

e Visualization;and

e verification.

Fortunately the developmentof a comprehensie policy managemerapproactdoesnot
requirea duplicationof the extensve invegmentthathasbeenmadein researcton security
mechanismsver mary years.Instead policy managementapabilitiescanbe madeto lever
ageandextendthisongoingresearclasthey incorporateappropriatesecuritycapabilitiesnto
variousaspectf policy enforcementandinto mechanismsor the protectionof the policy
managemertomponentshemseles.Securitypoliciesrepresenonly a (well-studed)subset
of the mary interactingtypesof policy.

2.6 Benefitof policy manayement

A policy-basedapproacthasmary benefits:

Explicit licensefor autonomousehavior Policy representationthat the descriptionof
entitiesandactionsat abstractevels(e.g.,ontolagies)canbeneficiallyunderspecifithe con-
straintsof policy, giving humanstaleholdersas muchleeway asthey requireto shapethe
limits of agentbehaior acrossan arbitrarily large scopeof action,while leaving every un-
mentionedletail completelyin the handsof theagentghatareclosesto the problem.Thus,
the couplingof policy with autonomyenableshumanorganizationgo think globaly while
acting locally. In short,ratherthan mistalenly thinking of policy only asa restrictive nui-
sancewe might more productiely think of it asthe explicit licenseby which agentsare
authorizedto make specificdecisionsand adaptationsautonomouy in respons€o novel
problemsandopportunitesasthey arise—witloutviolating theconstraintsmposedoy those
who areresponsibldor their behaior.

Reusabiliy. Policiesencodesetsof usefulconstraintson agentor componenbehaior,
packaginghemin aformin whichthey caneasilybereusedasoccasionsequire.By reusing
policieswhenthey apply, we reapthelessondearnedrom previous analysisandexperience
while saving thetime it would have takento reinventthemfrom scratch Policy librariescan
packagesetsof policiesthat have beenpre-approedfor particularsituatons.For example,
military applications may have defineddifferentpolicy setsthatcomeinto play for various
levelsof threatconditiors.



Efficiency In addition to lighteningthe applicationdevelopers’workload, well-defined
policy managemenimechanismgan sometmesincreaseruntime efficiency [91]. For ex-
ample,to the extentthat policy conflict resolutioncanbe performedoffline in advanceand
policiescanbe convertedto an efficient runtimerepresentatiomverall performancecanbe
increased20; 117].

Extensibilit. A well-desigred policy managementapability provides a layer of basic
representationsndserviceswvhich canbestraightforvardly extendedo diverseandevolving
platformsandsetsof operationatapabilitesthatare often subjectto rapid ratesof technol-
ogy refresh.Ideally, thesemodificationscould be madewithout extensive manualmarkupor
duplicationof informationstoredelsavherein the organization

Contet-sensitivity Explicit policy representatiormprovesthe ability of agentscompo-
nents,andplatformsto beresponsie to changingconditiors without changingtheir code.In
maturepolicy managemengystemssuchchangego policy canbe mademanuallythrough
convenientdistributedadminidrationcapabilitiesor triggeredprogrammaticallypy events.

\erifiability. By representingoliciesin anexplicitly declaratve form insteadof burying
themin the implemenéation code,we canbettersupportimportanttypesof policy analysis
[53, pp. 156-157].First—andthis is absolutelycritical for securitypolicies—wecanexter-
nally validatethatthepoliciesaresuficientfor theapplicationstasks.andwe canbring both
automatedheorem-pragers andhumanexpertiseto this task. Secondthereare methodsto
ensurethatagentbehaior which follows the policy will alsosatisfymary of the important
propertienf reactve systemslivenessrecurrene, safetyinvariants,andsoforth.

Supportfor simpleaswell assophisicatedagents.By puttingtheburdenfor policy anal-
ysis andenforcemenbn the infrastructureratherthan having to build suchknowledgeinto
eachof the agentghemseles, we ensurehatall agentsoperatewithin the boundsof policy
constraintg19]. In thisway, evenoneagentshallnotbelostdueto policy violations,no mat-
terhow simple or sophistcatedthe agents design andthetaskof agentdevelopersis thereby
reducedn compleity [58].

Protectionfrom poorly-designedbuggy, or malicious agents.Intelligent systens func-
tioning in comple environmens cannotrely on design-tmetechniquedo completelyelim-
inatethe possibilty of unwantedevens occurringduring operations-?> Moreover, evenif it
couldbe guaranteedhatagentsdesignedy a givengroupwould alwaysfunction correctly
the factis that solong asrelianceon opensystens continuesto increasethe possibilty of
buggy or maliciousagentsdesignedy otherscannotbe completelyignored.Variousforms
of policy-basedbarriersthatcancontrolthe actionsof suchagentghroughmonioring, anal-
ysis,inference adjustableautonomyandenforcemenmethodshatareinfrastructure-based
andindependentf the agents’own reasoningappeaito be the mosteffective way to reduce
therisk of theseseriousproblemq71, pp.414-431].

Reasonin@boutagentbehavior As permittedby policy disclosurepolicies[98], sophis-
ticatedagentscanreasorabouttheimplicationsof the policiesthatgovern their behaior and
thebehaior of otheragentsTo theextentthatbehaior canbepredictedrom policy, making
accurateandconsisentmodelsof agentdoecomesnorefeasible.

2As Fox andDas|[53, p. 15§ wisely obsenre, “the natureof a hazardwill frequently be unkrown until it
actuallyarrives.In somecircunmstancegnsuing thata systemreliably doeswhatthe designes intendee—and
only whatthey intendel—maybe exactly thewrongthing to do!”



3 Technical Aspectsof Agent Acceptahility

Examplesof the kinds of basicinfrastructurethat will be requiredto supportthe technical
aspectof agentacceptabilityare becomingmore available. Designedfrom the groundup
to exploit next-generatiorinternetandWeb-Servicegapabilitiesgrid-basedapproachedpr
example,aim to provide a universalsourceof dynamicallypluggable,penasive, and de-
pendablecompuing power, while guaranteeindevels of securityandquality of servicethat
will make new classe®f applicationgossilte ([52]; http:/www.gridforumorg). By thetime
thesesortsof approachebecomemainstreantor large-scaleapplicatians,they will alsohave
migratedto adhoclocal networks of very smalldevices[55; 109].

This beingsaid,however, we mustgo far beyondthesecurrentefforts to enablethevision
of long-lived agentcommunites performingcritical tasks(Figure 7). Currentinfrastructure
implemenationstypically provide only very simple forms of resourceguaranteeandno in-
centvesfor agentsand other componentgo look beyond their own selfishinterests At a
minimum, future infrastructuremustgo beyond the bareessential$o provide penasve life
supportserviceqrelying on mechanismsuchasorthogonabersistencandstrongmobility
[105; 106]) that help ensurethe survival of agentshataredesignedo live for mary years.
Beyondthe basicsof individual agentprotection long-lived agentcommuniteswill depend
on legal servicesbasedon explicit policies,to ensurethat rights andobligationsare moni-
toredandenforced .Benevolent social servicesmight alsobe provided to proactvely avoid
problemsandhelp agentdulfill their obligations. Although someof theseelementsxist in
embryowithin specificagentsystemstheir scopeandeffectivenesshasbeenlimited by the
lack of underlyingsupportat boththe platformandapplicatio levels.

Concern Service Level Benefi t
Vel fare Soci al Services Get hel p when needed
Justice Legal Services Get what you deserve
Envi r onment al Li fe Support Services ;
protection Get enough to survive
Looki ng out i
for 21 Bare Essentials Get what you can take

Figure7: Requirecelementof future infrastricturefor softwareagents.

In this sectionwe describehow we areworking toward extending currentagentinfras-
tructureto provide supportfor rudimenary versionsof thesekindsof agentservices\We will
first describeNomadslife supportserviceg3.1). Thenwe will shov how we are exploring
the basicsof legal andsocialservicego agentshroughthe useof KAoS domainandpolicy
managemennodelsandmechanism$3.2). Thenwe briefly describeseveralapplicationsof
NomadsandKAoS (3.3) andgive examplesof policy typesrelatingto the technicalaspects
of agentacceptability(3.4).

3.1 Nomadd.ife Suppot Services

Nomadssthenamewe have givento thecombinaton of Aroma,anenhancedasa-compatible
Virtual Machine(VM), with its Oasisagentexecuton ervironment[105; 106]. In its current



version,it is designedo provide basiclife supportservicesensuringagenternvironmental
protectionof two kinds:

e assurancef availability of systenresourcesgvenin thefaceof buggyagentsor deliber
atedenial-of-serviceattackg3.1.1);and

e protectionof agentexecutio state gvenin thefaceof unanticipatedystentailure(3.1.2).

3.1.1 Protection of agentresoures.

Our approachfor life supportserviceshasthus far beentwo-pronged:enablingas much
protectionaspossilbe in standardlava VMs while alsoproviding Nomadsandthe enhanced
AromaVM for thoseagentapplicationghatrequireit.

AlthoughJavais currentlythe mostpopularandarguablythe mostmobility-mindedand
security-conscioumainsteamlanguagefor agentdeveloprent, currentversionsfail to ad-
dressmary of theuniquechallengeposedby agentsoftware.While few if arny requirements
for Java mobility, security andresourcananagemenare entirely uniqueto agentsoftware,
typical approachesisedin non-agensoftware are usuallyhard-codedanddo not allow the
degreeof on-demandesponsienessgconfigurability extensbility, andfine-grainedcontrol
requiredby agent-basedystems.

For agentgunningin theAromaVM, we cancreatea guardecervironmentthatis consid-
erablymorepowerful in thatit not only providesthe standardlava enforcementapabilities,
but also supportsaccesgevocationunderall circumstancesjynamicresourcecontrol and
full statecaptureondemandor any Javaagentor service.

Tofully appreciateheresourcecontrolfeaturesof AromaandNomadssomeunderstand-
ing of the currentJava securitymodelis neededEarly versionsof Javareliedonthesandbox
modelto protectmobie codefrom accessinglangerousnethodsIn contrastthe security
modelin the currentJava 2 releasds permisgon-basedUnlike the original “all or nothing”
approachJava appletsand applicationscan be given varying amountsof accesgo system
resourcesUnfortunately currentJava mechanismslo not addresghe problemof resource
control.For example while it maybepossibé to preventa Java programfrom writing to arny
directoryexcept/tmp (anaccesgontrolissue) oncetheprogramis givenpermissiao to write
to the/tmp directory no furtherrestrictionsareplacedon the programs I/O (aresourcecon-
trol issue).As anotherexampk, thereis no way in the currentJava implementatiorto limit
theamountof disk spacethe programmay useor to controltherateat which the programis
allowedto readandwrite from the network.

Resourcecontrol is importantfor several reasonsFirst, without resourcecontrol, sys-
temsandnetworks are opento denialof serviceattacksthroughresourceoveruse.Second,
resourcecontrollaysthefoundation for quality-of-serviceguaranteeBeforeary quality-of-
serviceguaranteesanbe madeaboutthe availability of resourcesthe systemmustbe able
to limit resourcautilization of othertasks(whichis currentlynotpossblein the Javaerviron-
ment).Third, resourcecontrol presupposegesourceaccountingwhich allows the resources
consumedy somecomponenbf a system(or the overall system)o be measuredor either
billing or monitoring purposesMonitoring resourcautilizationovertime allowsthedetection
of abnormabehaior aspartof the system.

Finally, theavailability of resourcecontrolmechanism the ervironmentsimplifiesthe
task of develogping systens for resource-constrainesituatons. Considerthe task of devel-
opinganddeploying a new systenrequiringconcurrenexecutionandresourcesharingwith



existing systens. In suchscenariosthe developer of the new systemoften hasto limit the
resourceutilization of the new systemin orderto not interferewith the operationsof the
existing systemgqfor example,maybethe new systemcanonly use500 Kb/secof network
bandwidthbecaus¢herestof theavailablenetwork bandwidthis requiredby theexistingsys-
tems).Providing sucha guaranteeequiressignificanteffort on behalfof the developerof the
new systemHowever, if theunderlyingervironmentwereto provideresourcecontrolmech-
anisms thenthe new systemcould simdy make a requestto the underlyingenvironment,
which canthenprovide the necessarguarantees.

Aroma currently providesa comprehensie setof resourcecontrolsfor CPU, disk, and
network usaggFigure8). Theresourcecontrolmechanismallow limitsto beplacedonboth
therateandquantityof resourcesisedby Java threadsRatelimits include CPU usagedisk
readrate, disk write rate, network readrate and network write rate. Ratelimits for 1/0O are
specifiedn bytes/nillisecond.Quantitylimits includedisk spacetotal byteswritten to disk,
total bytesreadfrom thedisk, total byteswritten to the network, andtotal bytesreadfrom the
network. Quantitylimits arespecifiedn bytes.Oneof themajorbenefitof the AromaVM is
thatresourcecontrolsaretransparento the Java codeexecutinginsidethe VM. In particular
the enforcemenbf the resourcdimits doesnot requireany modificatiors to the Java code.
Also, theexistenceof ratelimits (andtheir enforcementjs completelytransparento the Java
componenbr service.
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Figure8: TheAromaVM providesresouce cortrol for CPU,memoy, disk, andnetwork.

CPU resourcecontrolwas designedo supporttwo alternatve meansof expressingthe
resourcelimits. The first alternatve is to expressthe limit in termsof bytecodesxecuted
per millisecond.The advantageof expressinga limit in termsof bytecodesper unit time
is that given the processingequirementof a thread,the threads executiontime (or time
to completea task) may be predicted.Another advantageof expressinglimits in termsof
bytecodeger unit time is thatthelimit is systemandarchitectureéndependentThe second
alternatve is to expressthe limit in termsof somepercentagef CPUtime, expressedisa



numberbetweerD and100. Expressindimits asa percentagef overall CPUtime on a host
providesbettercontrolover resourceconsumpbn on thatparticularhost.

Ratelimits for disk andnetwork areexpressedn termsof bytesreador written per mil-
lisecond.If aratelimit isin effect,thenl/O operationsaretransparentlylelayedf necessary
until suchtime thatallowing the operationwould not exceedthe limit. Threadsperforming
I/O operationswill notbe awareof any resourcdimits in placeunlessthey chooseto query
theVM.

Quantitylimits for disk andnetwork are expressedn termsof bytes.If a quantitylimit
is in effect, thenthe VM throws an exceptionwhena threadrequestsan I/O operationthat
would resultin thelimit beingexceeded.

In agentervironmens, several usesof the Nomads-basedesourcecontrol mechanisra
are possibe. First, the KAoS domainand policy services(seeSection3.2) will be ableto
utilize theresourcecontrolcapabilitiesn orderto placelimits ontheresourcegonsumedy
servicesandcomponentsunningwithin the Aroma VM. The KAoS Guardwill be ableto
varytheresourcdimitsto accommodatehangesn policy or level of serviceguaranteeslhe
Guardwill alsobeableto take advantageof theresourceaccountingcapabilitiesto measure
andreportbackontheresourcesonsumedby servicesandcomponentand,if policy permits,
to look for patternsof resourceakusethat might signal denial-of-serviceattacksand take
autonomos actionto reduceresourceso the attacler accordingly

We areworking with SunMicrosysemsLaboratoriego helpincorporateresourcecon-
trol capabilitiesinto commerciallava Virtual Machines.IncorporatingAroma-like resource
controlmechanisminto Java will enableagentsandotherdistributedsystemsapplicatiors
to runin moresecureervironments.

3.1.2 Protection of agentstate

With respecto protectionof agentstate we needaway to save the entirestateof therunning
agentor componentjncluding its executian stack,at anytime soit canbe fully restoredn
caseof systemfailure or a needto temporarily suspendts execution. The standardterm
describinghis processs checkpointingOverthelastfew yearsthemoregenerakoncepiof
transparenpersistencésometimegalled“orthogonalpersistence’hasalsobeendeveloped
by researcherat SunMicrosystemsandelsavhere[65]. Thegoalof thisresearchs to define
language-independeptinciplesandlanguage-specifimechanismby which persistencean
be madeavailablefor all data,irrespectve of type. Ideally, the approachwould not require
ary specialwork by the programmer(e.g.,implementingserializationmethod in Java or
using transactioninterfacesin conjunction with object databases)and therewould be no
distincion madebetweershort-lvedandlong-liveddata.

The AromaVM hasbeenenhancedvith the capabilityto capturethe executian stateof
ary runningJava program.Currentcommerciallava VMs do not provideany mechanismso
capturetheexecutobn stateof aJava program.The statecapturemechanisnis usedto provide
strongmobility for Nomadsagentswhich allows themto requesmobility no matterat what
point they arein runningtheir code.Without strongmobility, the codefor a mobile agent
needdo bestructuredn aspeciawayto accommodatenigration operationsStrongmobility
allows agentsto be mobile without arny specialstructuralrequirementgseediscusson of
resourceaedirectionbelow).

Promisingwork hasbeendoneon translatingagentghat usestrongmobility into agents
thatuseweakmobility. Theseapproachesvork well for agentghataresinglethreadedand



do not requireasynchronoustatecapture'® The Aroma VM supportscapturingof execu-
tion stateof both multi-threadedagentsand allows external eventsto trigger statecapture
operations.

We have usedthe statecapturefeaturesof Nomadsextensvely for agentsrequiringary-
time mobiity, whetherin the performanceof sometask or for immedate escapefrom a
hostunderattackor aboutto go down (we call this scenario“scram”). We have also put
thesefeaturedo usefor transparentoad-balancingndforcedcodemigrationon demandn
distributed computingapplicatiors [112]. To supporttransparenpersistencéor agentsand
ageninfrastructurecomponentsye areimplementng scheduleéndon-demanaheckpoint-
ing serviceghatwill protectagentexecutionstate,evenin the faceof unanticipa¢d system
failure.

Forcedmigrationof agentswould fail if the agentwere usinglocal resourcegsuchas
files or network endpoints)on the original host. To solve this problem,we have alsoimple-
mentedtransparentedirectionof resourceaccesdor files and TCP soclets. For example,
network redirectionis providedthrougha mechanisntalledMockets(mobile soclets)[82],
which allow anagentto keepa TCP soclet connectioropenwhile moving from hostto host.
Resourceedirectionis animportantrequiremento achieve full forcedmigrationof agents.

3.2 KAoSLegal andSocialServices

Thetechnicalaspectof agentacceptabilityinvolve otherconcernsdesideghe regulation of
computirg resourcesindprotectionof agentstate.As the scaleandsophistcationof agents
grow, andtheir lifespanbecomedongetr agentdevelopersanduserswill wantthe ability to
expresscomple high-level constraint®n agentoehaior within agivenenvironment.Within
KAO0S, theseconstrains areprovided by policy.

Section3.2.1givesanoverview of KAoS domainandpolicy serviceswhichareintended
to addresshis requirementKAo0S servicesrely on the KAoS Policy Ontologes (KPO),
a setof description-logc-basedontolagies of the computatbnal ervironment, application
context, andthe policiesthemseles (3.2.2). Specificationof domainsand policiesis per
formedthroughKPAT, theKAo0S Policy AdminigtrationTool (3.2.3).As new policiesor other
changesomeinto force, policy conflict resolutioninferenceproceduresdeterminewhich
policiesarein conflictandhow to resole theseconflicts (3.2.4).KAoS policy distribution
anddisclosuremechanismsre describedn Section3.2.5.Finally, KAoS providesvarious
enforcementnechanismg3.2.6).Genericenforcerinterfaceswith implemenationsfor var-
ious platformsandactiontypes,areresponsile for prevention of or warningsaboutactions
inconsiséntwith currentpolicy. Similarly, genericenablersareresponsibldor performing,
facilitating,or monitorirg of requiredactions.

3.2.1 KAOS overview

KAOS is acollectionof componentiedagentservicescompatilbe with severalpopularagent
frameworks,includingNomadq110],theDARPA CoABSGrid [67], theDARPA ALP/Ultra*
Log Cougaarframenork (http:/Anww.cougaanet), CORBA (http:/Mvww.omg.ag), andVoy-

ager (http://wwwrecursionswcomosi.asp).The adaptabilityof KAoS is duein large part

3By asynchonaus, we meana requesto captue statethatis generéed by an exterral unexpectedeventor
interryot.



to its pluggableinfrastructurebasedon Sun's Java Agent Services(JAS) (http:/Avww.java-
agent.og). For additional descriptionsand perspecties on KAoS, the readeris referred
to [16; 17; 19; 20]. While initially orientedto the dynamicand complex requirementsof
softwareagentapplicatiors, theservicesarealsobeingadaptedo general-purposgrid com-
puting (http:/www.gridforumorg) andWeb serviceq http:/Mwww.w3.01g/20@/ws/) erviron-
mentsaswell.

KAoSdomainservicesprovide the capability for groupsof agentsto be structuredinto
organizationsof agentdomainsand subdomais to facilitate agent-agentollaborationand
external policy administation. Domainsmay representiry sortof groupimagimable,from
potentially comple organizationaktructureso adminstrative unitsto dynamictask-oriented
teamswith continuallychangingmembersip. A given domaincanextendacrosshostbound-
ariesand, cornversely multiple domainscan exist concurrentlyon the samehost. Domains
may be nestedindefinitely and, dependingon whetherpolicy allows, agentsmay become
membersf morethanonedomainatatime.

KAoS policy servicesallow for the specificationmanagementgonflict resolutian, and
enforcementf policieswithin domainsPoliciesarerepresenteth DAML (DARPA Agent
Markup Languagepsontolagies. The KAoS Policy Ontolagies(KPO) distinguishbetween
authorizations(i.e., constraintghatpermitor forbid someaction)andobligations(i.e., con-
straintsthat require someactionto be performed,or else sene to waive sucha require-
ment) [41]. Throughvariouspropertyrestrictionsin the actiontype, a given policy canbe
variouslyscopedfor example eitherto individualagentsto agentf agivenclassto agents
belongingto a particulargroup,or to agentsrunningin a given phystal placeor computa-
tional ervironment(e.g.,host,VM).

Someof the importantfeaturesof KAoS areworth noting First, the approachdoesnot
assumehatwe aredealingwith ahomogeneousetof agentghathave beendesignedn ad-
vanceto work with KAoS servicesRatherthegoalis to beableto have KAoS servicesvork
with arbitrarily written agentsafterthe factthroughsupportbeingaddediransparenthat the
platformlevel. Secondjnsofar aspossibé the KAoS framewnork supportsdynamicruntime
policy changesandnot merelystaticconfigurationgleterminedn advance.Third, theframe-
work is extensibleto a variety of executionplatformsthat might be simukaneouslyrunning
with differentenforcemenmechanisms-initially agentplatformsimplenentedin Java and
Aroma[105; 106]—hut in principleary platformfor which policy enforcemeniechanisra
may be written. For example,we are now extendng KAoS to work in conjunctionwith the
GlobusToolkit version3. Fourth,the KAoS framework is intendedo berobustandadaptable
in continuingto manageandenforcepolicy in the faceof attackor failure of any combina-
tion of componerg. Finally, we addresshe needfor easy-to-us@olicy-basedadministratbn
tools capableof containing domainknowledgeand conceptuahbstractionshatlet applica-
tion designergocustheir attentionmoreon high-level policy intentthanon implementation
details.Suchtoolsrequiresophisticatedraphicaluserinterfacesfor monioring, visualizirg,
anddynamicallymodifying policiesatruntime.

3.2.2 KAO0S Policy Ontologies(KPO)

The representatiothosento describethe policiesandtheir context largely determineghe
flexibility, extensiblity, and amenabilityto analysisof a given implementationKAoS ser

vicesrely on a DAML descriptionlogic-basedntologyof the computatimal environment,
applicationcontect, andthe policiesthemselesthatenablegsuntimeextensbility andadapt-



ability of the system,aswell asthe ability to analyzepoliciesrelatingto entitiesdescribed
atdifferentlevelsof abstractionTherepresentatiofacilitatescarefulreasoningaboutpolicy
disclosureconflict detectionandharmonizationandaboutdomainstructureand concepts.
Therepresentationf classesn ontologesmeanghatthe effect of policiescanbe extended
automaticalljthroughsubsumpon reasonindo new classe®f objectsdefinedatalatertime.

Designedo supportheemeping“SemanticWeb; DAML is thelatestin asuccessioof
Web markuplanguageghttp:/www.daml.ag; [9]). HTML, thefirst Web markuplanguage,
allowed usersto markupdocumentswith a fixed setof formatting tagsfor humanuseand
readability XML allows usersto add arbitrary structurego their documentsut expresses
very little directly aboutwhatthe structuresnean. RDF (ResourceDescriptionFormat)en-
codegmeaningn setsof subject-erb-obgcttriples,whereelement®of thesetriplesmayeach
beidentifiedby a URI (typically a URL).

DAML extendsRDF to allow usersto specifyontolagiescomposeaf classesandprop-
erties,aswell asinferencerules. The ontologiescanbe usedby peoplefor a variety of pur-
poses;suchasenablingmore accurateor complex Web searchesAgentscan also usese-
manticmarkuplanguageso understandndmanipulaé Web contentin significantways;to
discover, communicateandcooperatavith otheragentsandservicespr, aswe outlinein this
chapterto interactwith policy-basedmanagemenservicesand control mechanismsOWL
(Ontology Web Language) a W3C-appreed evolution of DAML, is nearingfinal release
(http:/Avww.w3.01g/20QL/sw/).

The currentversionof KPO definesbasicontologes for actions,actors,groups,places,
variousentitiesrelatedto actions(e.g.,computingresources)and policies. Thereare cur-
rently 79 classesand 41 propertiesdefinedin the basicontologes. It is expectedthatfor a
givenapplicationtheontologeswill befurtherextendedwith additional classesindividuals,
andrules.

Actors and groups. Groupsof actorsor otherentitiesmay be distinguishedaccordingto
whetherthe setof memberss definedextensimally (i.e., throughexplicit enumerationn
somekind of registry) or intensionaly (i.e., by virtue of somecommonpropertysuchasa
joint goalthatall actorsposses®r a given placewherevariousentitiesmay temporarilyor
permanenthbelocated).

Policies.In KA0S, a policy is representedsa DAML instanceof the appropriatepolicy
type with associatedaluesfor propertiespriority, updatetime stampanda site of enforce-
ment!* The mostimportedpropertyvalueis the nameof a controlledactionclass.In most
casesa new actionclassis built automattally whenever a policy is defined.Throughvarious
propertyrestrictionsa given policy canbe variouslyscopedfor example,eitherto individ-
ual agentsto agentsof a given class,to agentselongingto a particulargroup,or to agents
runningin a given physicalplaceor computatimal environment(e.g.,host,VM). Additional
aspect®f theactioncontext canbe preciselydescribedy restrictingvaluesof its properties.

The policy examplebelow stipuatesthatthe membersf a domainnamedArabello-HQ
areforbiddento communicatewith thoseoutsidethis domainusingunencrypteccommuni-
cation. The syntaxof this examplemay seemvery comple, however, the DAML policy is
not meantto be written or analyzeddirectly by a human Notethatthe useof the KPAT user
interfacewould hidethe complity of this representatiofrom the policy administator.

while we realizethatthe useof DAML (andthe morepowerful OWL in the future) restrictsthe represen
tation of policy, it senesto make inferenceconsideably moretractable.The classictradedfs betweerrepre
sentationakxpressvenesstractability of infererce,andhumanundestandabilityareexploredin [72] and[48].



< daml : Classrdf : ID = “PlAction” >
< rdfs: subClassOfrdf : resource = “#CommunicationAction” | >
< rdfs: subClassOf >
< daml : Restriction >
< daml : onPropertyrdf : resource = “#tper formedBy" | >
< daml : toClassrdf : resource = “4#MembersO f DomainArabello — HQ" | >
< daml : Restriction >
< rdfs: subClassOf >
< rdfs: subClassOf >
< daml : Restriction >
< daml : onProperty rdf : resource = “#hasDestination” | >
< daml : toClassrdf : resource = “#not MembersO f DomainArabello — HQ" | >
< /daml : Restriction >
< [rdfs : subClassOf >
< [/daml : Class >
< policy : NegAuthorizationPolicyrdf : ID = “P1" >
< policy : controlsrdf : resource = “#P1Action” | >
< policy : hasSiteO f En forcementrdf : resource = “# ActorSite' | >
< policy : hasPriority > 1 < /policy : hasPriority >
< policy : hasUpdateTimeStamp > 446744445544 < [policy : hasUpdateTimeStamp >
< [policy : NegAuthorizationPolicy

3.2.3 Domain and policy specificationusing KPAT

The basicpolicytool that Java currently provides assistsusersin editing Java policy files.
However, to beusefulandusablen realisticsettingspolicy-basedcadministationtoolsshoud
containdomainknowledgeandconceptuahbstractionso allow applicationslesignergo fo-
custheir attention more on high-level policy intent than on the detailsof implementation.
Moreover, while Java providesonly for staticpolicies,critical agentapplicationswill require
toolsfor the monitorirg, visualization, anddynamicmodificationof policiesat runtime.

TheKAo0S Policy AdministrationTool (KPAT®) implementsagraphicaluserinterfaceto
policy anddomainmanagemerunctionality It hasbeendevelopedto make policy manage-
menteasierfor administatorswithout requiringextensve training (Figure 9). Using KPAT,
an authorizedusermay make changedo agentpolicy from anywhereusinga secureWeb
browser Alternatively, trustedinfrastructurecomponentsuchasGuards(seeSection3.2.5)
may;, if authorizedproposepolicy changesautonomosly or semi-autoomouslybasedon
their obsenation of systemevents.

KPAT canbe usedto browvseandload ontologis,to define,deconflict,andcommitnew
policies,andto modify or deleteold ones Groupsof interdependergoliciescanbecomposed
into policy sets.The genericDAML Policy Editoris a powerful view thatallows administra-
torsfine-graineccontrolover any aspecbdf policy specificationlt is driven by theontologes
loadedinto the Java TheoremProver (JTP-seeSection3.2.4),andits constraint-dwen in-
terfacealwaysprovidesthe userwith thelist of choicesnarravedto only thoseappropriate
to the context of the othercurrentselectionsCustomeditorstailoredto particularkinds of
policiesmayalsobeaddedo KPAT andwill beautomattally invoked by defaultif a policy
aboutthe actionclassassociatedavith the givencustomeditoris selectedor editing

15PronouncedKAY-pat.
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Figure9: KPAT shavn notifying the userof theresultsof policy harmorzation.

Whenausercommitsa changeo anontology(e.g.,anew or editedpolicy, or changego
adomainstructureheJenaramenork (http:/Anww.hpl.hpcom/semweb/is usedto dynam-
ically build a DAML representatiobasecn thevaluesselectedy theuser

3.2.4 Policy conflict resolution

The KAoS Policy Ontologesareintendedor avariety of purposesOneobviousapplication
is duringinferencerelatingto variousforms of online or offline analysis.They canbe used
for a variety of purposesincluding policy disclosuremanagementeasoningaboutfuture
actionsbasedn knowledgeof policiesin force,andin assistingusersof policy specification
toolsto understandhe implicationsof definingnew policiesgiventhe currentcontet and
the setof policiesalreadyin force.

Changewr additiors to policiesin force,or a changean statusof anactor(e.g.,ahuman
administator beinggiven new permissbns;anagentjoining a nev domainor moving to a
new host)requireslogical inferenceto determinefirst of all, which policiesarein conflict
and,secondhow to resole theseconflicts[79].

Figure 10 shaws the threetypesof conflict that can currently be handled:posiive vs.
negative authorization(i.e., being simutaneouslypermittedand forbiddenfrom perform-
ing someaction),positive vs. negative obligation (i.e., beingbothrequiredandnot required
to perform someaction), and posiive obligation vs. negaive authorization(i.e., beingre-
quired to perform a forbiddenaction). We have developedpolicy deconflictionand har
monizationalgorithmswithin KAoS to allow policy conflictsto be detectedand resohed
evenwhenthe actors,actions,or targetsof the policiesare specifiedat vastly differentlev-
els of abstractionand whoseinitial resultspromisea high degreeof efficiency and scala-
bility. Thesealgorithmsrely in parton a versionof Stanfords Jarza TheoremProver (JTP;
http:/www.ksl.danford.edu/softare/JTP/Yhatwe have integratedwith KAoS.

Recently, we have modified KAoS conflict resolutionhandlingto obviate the needfor
harmonizatiorin mary casesfurtherincreasingperformanceln the future we will addad-
ditional algorithns to help usersunderstanéndpredictsituationswherea changen policy
may leadto unintendectonsequences.

Policy precedenceonditions.Policy precedenceonditionsare neededo properly exe-
cute the automaticconflict resolutionalgorithm. When policy conflicts occur thesecondi-
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Figure10: Threetypesof policy corflict.

tionsareusedto determinewhich of thetwo policiesbeingcompareds mostimportant. The
conflict canthenbe resolhed automaticallyin favor of the mostimportantpolicy. Alterna-
tively, the conflictscanbe broughtto the attentionof a humanadministator who canmalke
thedecisionmanually

We currentlyrely exclusively onthecombirationof numericpolicy priorities'® andupdate
timesto determineprecedence—thtarger the integer and the more recentthe updatethe
greaterthe priority. Thisis consiséntwith the naturalintuition that morerecentandhigher
priority policiesshouldtrumpolderandlower priority ones.

In the future we intendto allow peopleadditionalflexibility in designingthe natureand
scopeof precedenceonditiors. For example,it would be possilbe to defineprecedencbased
on the relative authoritiesof the individual who definedor impasedthe policiesin conflict,
which policy wasdefinedfirst, which hasthe largestor smallestscope whethernegative or
positive authorizationtrumpsby default, whethersubdonainstakesprecedencever super
domainsor vice versa,andsoforth.

Detailsof policy conflictresolution areexplainedin [20; 117].

3.2.5 Policy distrib ution and disclosure

Figurellshovsthemajorcomponentsf the KAoS policy anddomainservicesarchitecture.
KAoS Domain Managers(DM) work togetherwith JTP andthe Policy Directory Service
(PD) to ensurepolicy consisteng at all levels of a domainhierarchyto notify Guardsabout
changesn policy or other aspectsf systemstatethat may affect their operation,and to
handlepersistencandqueriesto the PD. BecausdOM'’ s arestatelesspneDM instancemay
sene multiple domainsor corversely a singlelarge domainmayrequireseveralinstance®f
theDM to achieve scalableperformance.

Policiesare storedwithin ontologiesin the PD. Although DM’s normally provide the
limited public interfaceto the PD, private interfacesmay allow the PD to be accessedby
otherauthorizedentitiesin accordancavith policy disclosuie stratgies[98]. For example,
trustedagentscould be allowedto performqueriesconcerningdomainpoliciesin adwance
of submtting a registrationrequesto a nev domain.Becausehe policiesin the directory

18n the absenceof an explicitly ratedpriority, the priority value of a policy may be “inherited” from the
personwho definedthe policy or the priority of the contrdled actionclass.
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Figurell: KAoS policy anddomainservicesarchitectue.

serviceareexpressedieclaratvely, someformsof analysisandverificationcanbeperformed
in advanceandoffline, permittingexecuton mechanismso be asefficientaspossible.
Guardsareresponsibldor policy enforcementvithin theboundsof a specifiedcomputa-
tional ervironment.They interpretpoliciesthathave beenapprored by the DM andenforce
themwith appropriatenative enforcementechanismswhile KPAT, DMs, andthe Guards
areintendedo work identicallyacrosdifferentagentplatforms(e.g.,DARPA CoABS Grid,
Cougaarpndexecutonernvironmentge.g.,JavaVM, AromaVM), enforcemeniechanisma
arenecessarilylesignedor a specificplatformandexecutionenvironment

3.2.6 Policy enforcemert

Typesof enfocementmedtanismsWhile othercomponentsf KAoS policy anddomainser
vicesaregeneric,enforcemenmechanismarenecessarilylatformspecific.In applicatiors
to date,we have relied on several differentkinds of enforcementmechanisra. Enforcement
mechanismsuilt into the executionervironment(e.g.,0S or Virtual-Machine-leel protec-
tion) arethe mostpowerful sort,asthey cangenerallybe usedto assurepolicy compliance
for any agentor programrunningin thatervironment,regardlesf how thatagentor pro-
gramwaswritten. For exampk, the Java Authentcationand Authorizaton Service(JAAS)
providesmethodghattie accescontrolto authenticationln KAoS, we have in the pastde-
velopedmethod basedn JAAS thatallow policiesto bescopedo individualagentinstances
ratherthanjustto Java classesCurrently JAAS canbe usedwith JavaVMs; in the futureit
shouldbe possble to useJAAS with the AromaVM aswell. As describedabore,the Aroma
VM provides,in additionto Javza VM protectionsa comprehensie setof resourcecontrols
for CPU, disk and network. The resourcecontrol mechanismsllow limits to be placedon
boththerateandthequantity of resourcesisedby JavathreadsGuardsunningontheAroma
VM canusethe resourcecontrolmechanismso provide enhancedecurity(e.g.,preventor
disabledenial-of-servicattacks) maintainquality of servicefor given agentspr give priority



to importanttasks.

A secondind of enforcemenmechanisntakestheform of extensimsto particularagent
platform capabilities Agentsthat participatein thatplatform are generallygiven more per
missbnsto the degreethey are ableto make small adaptationgo comply with policy en-
forcerinterfacerequirementskor example,in applicationsusingthe DARPA CoABS Grid,
we have defineda KAoSAgentRegistrationHelper to replacethe default GridAgentReg-
istrationHelper. Grid agentdevelopersneedonly replacethe classreferencen their codeto
participatein agentdomainsandbetransparentlyandreliably governedby policiescurrently
in force. On the otherhand,agentsthat usethe default GridAgentRegistrationHelper do
not participaten domainsandasaresultthey aretypically grantedvery limited permissios
in theirinteractionsvith domain-enabledgents.

Finally, a third type of enforcementmechanisms necessaryor obligaion policies.Be-
causeobligaions cannotbe enforcedthrough preventve mechanismsenforcerscan only
monita agentbehaior anddetermineafterthe factwhethera policy hasbeenfollowed. For
example,if anagentis requiredby policy to reportits statusto its superviso every five min-
utes,an enforcermight be deployed to watchwhetherthis is in fact happensandif notto
eithertry to diagnog andfix the problem,or alternatvely take appropriatesanctionsagainst
theagent(e.g.,reducepermissios or publishthe obseredinstanceof noncompilanceto an
agentreputationservice).

Two sortsof enforcerscan be usedfor obligaion policies: monitois and enables. An
exampleof amonitor typeof enforceris given in the previousparagraphEnables go beyond
simplemonitoring to proactvely facilitate or performthe obligation on behalfof the agent.
For example,amonita mightnotonly watchwhethertheagentdescribedibove reportsevery
five minutes,but actively facilitatethefulfillment of its obligation by queryingits statusevery
five minutesandmakingthereportto its supervisoon its behalf’’

Site of enfocementEachpolicy hasa propertythat definesthe site of policy enforce-
ment. For example,accessontrol policiesare typically enforcedby a mechanisndirectly
associatedvith the resourceto be protected(i.e., the target). However in somecasesad-
ministratorsmay not have control over this resourceandinsteadmay requirethe policy to
be enforcedby a mechanisnassociatedvith the actor(i.e., the subjec) or someotherentity
undertheir purview.'8

Authorizgion mehanismsanddefaultmodalties.Beforeperformingits functionto allow
or forbid a givenaction,theenforcemustobtainananswerto thequestion“is agivenaction
authorizedr not?” KAoS allows theanswetto this authorizatiorguestiorto begivenin one
of threeways:throughthe useof the Directory Service,someintermediarymodule,or the
enforceritself.

For reasonf performanceandrobustress,it is preferableto answerthe authorization
questionlocally in the enforceror an intermediarymoduk wheneer possble. In this way
enforcementanalsocontinueevenif theconnectiorto the Policy Directory Serviceis inter-
rupted.In suchcasesthe worstthatcould happens thatthe PD will be temporarilyunable
to notify enforcersaboutpolicy-relevant changego the ontologes, but at leastthe current
policy will continueto beenforced.

Simple parametebasedrepresentationsf relevant policies are storedlocally in each

"Enables canalsobe usedin conjurctionwith authoizationpolicies,asin ourwork with encrygion unde
theauspice®f the DARPA Ultra*Log progam (seeexanplein 3.42 below).

18This samemotivation led the designersof Ponderto develop refrain policies for subject-sideenface-
ment[41].



enforcerandusedin answeringhe authorizatiomquestion An actiondescriptions passedo
the enforcer which traversests policy storageandchecksto seeif the given actioninstance
is in therangeof actionscontrolledby ary of its policies.

If theauthorizatiormechanisndoesnotfind any policy applicableto the actiondescrip-
tion passedo it, it answerghequestiorconsistenwith whatever defaultauthorizatioormodal-
ity it hasbeengiven Default authorizatiormodaliies are currently configuredon a per do-
main basis.The defaults correspondo a democacy, whereeverythingis permittedthat is
not explicitly forbidden,or a tyranrny, where everything is forbiddenthat is not explicitly
permitted.

Additional detailsof KAoS policy enforcemenaredescribedn [20; 117].

3.3 Nomadsand KAoSApplications

KAoS andNomadspolicy anddomainservicesarebeingextendedandevaluatedn the con-
text of severalapplications

The DARPA CoABS-sponsore@oalitionOperationgExperimenf{CoAX) (http:/ www.
aiai.ed.ac.ukproject/coax/)[4; 107]is alargeinternatioral cooperatiorthatmodelsmilitary
coalitionoperationsandimplementsagent-basedystemgo mirror coalitionstructurespoli-
cies,anddoctrines.CoAX aimsto shav thatthe agent-basedomputirg paradigmoffers a
promisirg new approacho dealingwith issuesuchastheinteroperabilityof new andlegacgy
systemstheimplicit natureof coalition policies,security andrecovery from attack,system
failure,or servicewithdrawal. KAoS providesmechanisrafor overallmanagemenaf coali-
tion organizationaktructuregepresente@s domainsand policies,while Nomadsprovides
strongmobility, resourcemanagemengndprotectionfrom denial-of-servicattacksfor un-
trustedagentghatrunin its ervironment.

Within the DARPA Ultra*Log program(http:/www.ultralog.net)we are collaborating
with Network AssociategNAI) to extend and apply KAoS policy and domainservicesto
assurethe scalability robustnessand survivability of logistics functionality in the face of
informationwarfareattacksor severely constraineer compromsedcomputng andnetwork
resources.

As part of the Army Reseach Lab AdvancedDecisionArchitecturesConsortium,we
have beeninvedigatingthe useof KAoS andNomadstechnologieso enablesoldiersin the
field to useagentdrom handhelddevicesto performtaskssuchasdynamicaly taskingsen-
sorsandcustomzing informationretrieval [108; 111]. Surihasdevelopedanagilecomputng
platform[109] thatprovidesa foundatia for this work. We have alsocommencedninves-
tigation of requirementgor policy-basednformationaccesandanalysiswithin intelligence
applications.

An applicationfocusedmore on the social aspectof agentpolicy is within the NASA
Cross-EnterprisandIntelligent SystemdProgramswherewe areinvegigating the integra-
tion of Brahms,an agent-basedesigntoolkit thatcanbe usedto modelandsimulatereal-
istic work situatonsin spacg29; 100] with KAoS policy-basednodelsandNomadsstrong
mobility andresourcecontrol capabilitiesto drive human-robotideamwork and adjustable
autonomyfor highly-interactve autonomousystens suchasthe PersonaBatelliteAssisant
(PSA). The PSAis a softball-szed flying robotthatis beingdevelopedto operateonboard
spacecrafin pressurizeanicro-gravity environmentq1; 18;54; 101]. The sameapproachs
alsobeinggeneralizedor usein othertestbedssuchasin conjunction with JohnsorSpace



Centers Robonaut5; 23] andMini-AERCam. The Office of Naval ResearcfONR) is sup-
porting researcho extendthis work on effective human-ageninteractionto unmaned ve-
hiclesandotherautonomas systemghatinvolve close,continuougnteractionwith people.
As onepartof thisresearcHHMC (JerryPratt,JamesAllen, Jef Bradsha, NiranjanSuri)
and Universty of SouthFlorida (USF) (Robin Murphy) are develogng a new robotic plat-
form with carangiform(fish-like) locomdion, specializedoboticbehaiorsfor humanitarian
demining cooperatie agentsagile computng, andmixed-initiative humancontrol.

Underfunding from DARPA’'s AugmentedCognition Program,we are taking the chal-
lengeof effective human-ageninteractionone stepfurtheraswe investgatewhethera gen-
eral policy-basedapproacho the developrentof cognitive prosthesesanbe formulated,in
which human-agenteamingcould be so naturalandtransparenthat robotic and software
agentouldappeato functionasdirectextensionsof humancognitive, kinetic,andsensory
capabilities[49; 62] (seeSection4.4). We are alsoinvolvedin preliminary explorationsof
spaceapplicationsof this technologyfor exampk the developrent of advancedspacesuits
thatintegratea variety of cognitive androbotic prostheses.

3.4 Exampleof Policy TypesRelatingto Technical Aspectof AgentAcceptability

To betterdescribehenatureof policy asit relateso thetechnicalaspect®f agentacceptabil-
ity, we now discussseveralexamples.Theseexamplesarenotintendedo becomprehense,
only illustrative. Someof them are relatedto actualpoliciesthat we have usedin various
applicationsof KA0S; othersrefled usecaseave have anticipatedout notyetimplemented.

Normansuggestghat the technicalconsiderationsnclude suchthings as ensuringro-
bustnessgainstechnicalfailures,guardingagainsterrorandmaliciousnessandprotecting
privacy [87]—we touchon eachof theseconsideratioain someway in this section.Later
on in the chapter(Section4.3) we presentexamplesof policiesrelatingto socialaspectof
agentbehaior. Admittedly the distincion betweerthetwo kindsof examplesis not always
clearcut.

For clarity’s sale, we will presentexamplepoliciesin ordinary English ratherthanin
DAML. For brevity’s sake, thepolicieswill be presentedn anincompkteabbreviatedform.
Eachexampkis precededby A+, A-, O+, or O-toindicatewhetheitit is respectiely aposiive
authorization negative authorization positive obligation, or negaive obligaion.® We will
look atsix categoriesof policy: authenticatin (3.4.1),dataandresourceaccessndprotection
(3.4.2),communcation(3.4.3),resourcecontrol(3.4.4),monitoringandrespons¢3.4.5),and
mobility (3.4.6).

3.4.1 Authentication policies

O+: IF KPAT islaunched

THENthatinstanceof KPAT is requiredto successfufl completea strongauthenticatbn
processwithintime T

PRECEDENCEA+: allowinguseofthisinstanceof KPAT by a userin an Adminigrative
Assistantole

ELSEO+: thisinstanceof KPAT mustterminat.

19As this chagier goesto presstherepresentatiorandenforcemenbf obligation policiesis still underdeve-
opmett.




In this example,which is typical of someof the policiesdevelopedwithin our DARPA
Ultra*Log researchthepolicy assureshatstrongauthenticabnwill beperformedeachtime
an effort is madeto launchKPAT. Strongauthenticatn is an abstractactionthat canrep-
resentary numberof more specificstrongauthenticatio methodsin the ontologythatare
availableto the system.The authenticatiormight be performedby KPAT itself or delegated
to anenablerOnecouldamguethatthis policy shouldbe hardwired into the coderatherthan
representeeaxplicitly. That,however, would reduceflexibility in waysthatmaynotbedesir
able.For example KPAT adminstratorsattimesmaywantto take this policy outof forcein
anemegeng situaton.

In DAML, we representhe precedenceonditiors asoneor morepolicies.In thiscasea
negative authorizatiorpolicy forbidsany useof KPAT until the conditions of the obligation
policy arefulfilled. Rolesarerepresentedtraightforvardly asmerelyonekind of domainor
groupto which humanor agentactorsbelong.It is recommendetb usetime or somemore
generabtateindicatorasoneof theconditionsof obligationfulfillment to minimize therisk of
theagentgetting “stuck” indefinitely Consequencesf non-fulfillmentof theobligaion (the
“ELSE” clause)arealsorepresentedspolicies.In this case KPAT is obligedto terminateif
theobligaionis notsuccessfullyulfilled. In subsequergxampleswve will notalwayslist the
precedence;onditinsof fulfillment, or consequencesf non-fulfillmentexplicitly.

A-: Auseris forbiddenfromtakinganyactionwith accountA
IF theuserhaslogin failure_count>= n andtimesincefailure <=T

Thisnegative authorizatiorpolicy, againrepresentatie of our Ultra*Log work, dealswith
authenticatiorfailure. After a given numberof login failures,the useris locked out of the
accountuntil someperiodof time elapses.

O+: IF thespacestation crewmembehasissueda voicecommand

THENthePersonalSatelliteAssisant (PSA)is requiredto authenticatehe crewmembers
voicewithintimeT

PRECEDENCEA-: PSAis forbiddento performthe action correspondingo the com-
mand

ELSEO+: PSAnotifiescrewmemberppropriately

Thisexampleis dravn from our NASA human-agerteamwork researchSinceauthoriza-
tion for somePSAactionmaydependnwhocommandedt, authenticatiof thecrevmem-
ber’svoiceis requiredbeforetheactionis performed.The“ELSE” clauseembeds notifica-
tion policy (seeSectiond.3.2belaw).

3.4.2 Data and resouice accessand protection policies

A-: AgentX s forbiddenfromsavingdatathatis unsignedand/orunencrypted

This dataprotectionpolicy examplespecifieghatagentX mustsignandencryptall data
thatit saves.In ourwork with Ultra*Log, theencryptionwould beperformeddy anenablerin
otherwords,eachtime X saresdata,thepolicy is enforcedthroughthe enabletransparently
doingthe propersortof encryptiononits behalf.



A-: All actorsin RoleR are forbiddenfrom performinganyactionon servletS

This resourceaccesolicy preventsary unauthorizeduse of Java servletS by actors
(i.e.,agentsor humans)who arein role R. As in a previous exampk, the power of abstract
specificationin the ontolagy is highlighted: note that this policy can be specifiedwithout
having to know in advancethe particular actionsthat can be performedon the servlet?°
Additional Ultra*Log examplesof this kind include policiesgoverning actionssuchasJava
JAR file verification,limiting accesso privatekeys, andpredicate-baseaccessestrictionto
blackboardnformation.

A+: Usessin RoleCA Adminidrator are permittedto performtherevoke certificateoperation
onthe CA Service

Usersor agentsin a given role or with a given privilege are hereauthorizedto revoke
certificates.

An important part of our currentinvestgationson policy-basedinformatian accesdor
intelligenceapplicatiors concerngolicy disclosuie policies. Thesesortsof policiescontrol
the kinds of intelligentresponseshat canbe given as part of queriesaboutwhich policies
arerelevantto a given users analysisor decision-makig contet. In a relatedapplication,
anagentmay wantto know aboutthe policiesof a given domainbeforeit registersto join.
Policy disclosuie policieswould determinewhatkind of policy informationcould be given
thatagentwithout compronising confidentialiy. We aredraving onthework of [98; 122]to
developmorecomplex stratgyiesfor policy disclosue in avarietyof circumstances.

3.4.3 Communication policies

Communicatio hasprovento bethe mostimportantapplicationof policy within our CoAX
research4]. Typically, the domainsare configuredto bein the “tyrannical” mode,blocking
communcationamongdifferentcountriesprganizationsor functionalgroupsunlessspecifi-
cally allowed.For example,adminigratorsfrom thefictional countryof Arabellodecidedon
thefollowing restrictive default policy for theactorsin theirdomain:

A-:  Agentsin theArabellodomainare forbiddenfrom sendingnessgesto anyagentoutside
the Arabello domain

However adminstratordrom the Arabellocontingentvantedto enablethe Arabellointel
agentto be ableto senda subsef its reportsto the coalition They specifiedthe following
policy, whichwasassigned higherprecedencéor policy conflict resolutionpurposes:

A+: Arabello Intel Agentis permittedto sendmessgesaboutenemydieselsubmarineso any
membeiof the Binni-Coalition domain(sharingmessgesaboutany othertopic wasstill
forbidden)

Communicatiorblocking basedon messageontentasillustratedin this exampleis fa-
cilitated by the useof a customeditorwithin KPAT thatallows the adminstratorto specify
the kinds of messagethatareto be permittedbasedon DAML-typing of variousmessage
fields[107].

20Capability-baedaccesss atermusedby Surito describeanadditiinal level of protection whereall of the
detailsof serviceimplemertationarehiddenfrom theclientfor confidettiality pumposes.




A+. MAD SensoAgentis permittedto sendreportswith imageresolutionX:Y to anymember
of the Arabellodomain

As part of CoAX, aswell asin follow-on Army researchwe have also addressede-
guirementdor filtering andtransformatiorof data[107; 111]. For examplethe provider of
a MagneticAnomaly Detector(MAD) sensomwaswilling to shareits reportswith Arabello,
but only on conditionthat the sensors signal could be appropriatelydowngradedin order
to prevent Arabello from knowing the full extent of the sensors capabilites. The policy
enforcerenablerusedin this applicationcould be configuredby policy to allow threediffer-
enttypesof datatransformationa) changesn imageresolutia, b) changesn framerateand
c) introductionof time lagsto preventtransmisionof arealtime videofeed.

Many othertypesof policy-basedtransformationsould be ervisionedfor sensordata
feeds A policy enforcerenablercould,for instancepeimplemenédto hide sensiive targets
or classifiedinfrastructuredrom the image. This would be usedto prevent the releaseof
unnecessargetailsto the requestingagentby blurring or editing the imageappropriately
Anotherexampleis an agentthat reduceshe precisionof coordinatevaluesembeddedn
messageontent.More generally suchfiltering andtransformatiortechniquesanbe used
for sourcesandmethodgrotection,andaspartof the managemerf information pedigrees
anddigital rightsprotection.

In the Ultra*Log application policiesare requiredto block both sendingandreceving
of certainkinds of messagesThe fact that KAoS policies can specify whetherthe site of
enforcements to be associateavith the subjector the targetis usefulfor this purposeboth
thesendingandthereceving canbeblockedat eitherthe subjector thetargetsideascorve-
niencedictatesPolicy templatesievelopedfor Ultra*Log allow usersto specifya compogte
setof multiple policiesmoresimgy asif it werea singlepolicy. To take a simpleexample,
the detailsof blockingof both sendingandreceving messageareaccomplishedhrougha
simpleuserinterfacethat presentgolicy specificationoptionsin termsof the moregeneral
conceptof “commurication blocking” As additioral examplesof communication policies,
Ultra*Log alsorequiresthat adminitratorsbe ableto specify which cryptographicmodes,
transportypes,andmessagéormatsareallowablein a givencontext. It alsorequiredimits
on messagsizeandsystenresourcesn messagelelivery.

3.4.4 Resourcecontrol policies

Whereasesourceccespoliciesgovern whetheror notaresources madeavailable resource
controlpoliciesgo a stepfurtherto controltheamountandrateof resourcausagge.g.,CPU,
memory network, harddisk, screerspace) For exampk aspartof oneof the CoAX scenar
ios the country of Gaorequestermissio to hostone of its agentson a sensorplatform.
Becausats intentionsareunclearandit is distruged, it is requiredto runontop of the Aroma
VM. Becausdghe AromaVM is Jasa-compatble, Gaois not awareof thisrestriction.Later,
when Gao’s agentlaunchesa denial-of-servicettackwhich floodsthe network andbegins
consumingnordinateamountsof CPU anddisk resourcesthe patternof misuseis noticed
by a Guard,which hasbeenpreviously authorizedo automaticallylower theresourcdimits
enforcedby the AromaVM in suchsituationsby oneor morepoliciessuchasthefollowing:

O+: IF aGuard noticesa patternof resouce misuseby an agent
THENthat Guard mustnotify its administator appropriately



PRECEDENCEA-: Theagentis forbiddenfromusingmore than 25% of theresouce
ELSEA-: Theagentis forbiddenfrom usingmore than10% of theresouce

Thepolicy requireshe Guardto notify theadministatorwho candeterminevhetherthis
is afalsealarm(in which casethe agents resourcesanberestoredoy a new policy setting)
or whetherthis is arealattack(in which casethe administrato may chooseto furtherlower
A'sresourceusage)lf the effort to notify the administratoffails, the Guardis authorizedo
reduceresourcaisageo 10%onits own. In this case fransparentlyeducingresourcausage
is betterthanperemptorilyterminatirg the agentbecausén theformercasetheagentwill be
unavarethatit’' s misusehasbeendetected.

The requiremenfor the Guardto be ableto actautonomouy in makingan initial re-
sponseo the attackis akin to the needfor a sprinklersystemin a building to go off in the
presencef smole beforethe fire departmenarrives. Thoughthereis arisk thatthe signal
may have beena falsealarm,it is still far betterin mostcasedo have limited the potential
damagehroughpromptaction.Moreover, in thecaseof amaliciousagenthatis attackingthe
network, theadministatormay not be ableto reconfigurearemotesensoiuntil a provisional
limit is placedon network resourcaisage.

A+: TeamA is authaizedto use50%of the CPU

In orderto guaranteea certainquality of servicefor otheragents,TeamA is limited
to 50% in the amountof CPU resourcest is authorizedto use.In this example,however,
notethatthe policy saysnothingabouthow the CPU resourceshouldbe allocatedamong
membersf TeamA, sowithin-teamresourceallocationis left up to the particularalgorithm
usedby the enforcerperformingthis task.

3.4.5 Monitoring and responsepolicies

It may sometines be desirableto represenbbligations for the systemto perform specific
monitaing andresponsectionsaspolicy:
O+: IF anauthotizationfailure eventoccurs
THENthe authoiizationmedanismmustrecod the pertinentdatain the systemog
PRECEDENCE-: theauthoriationmetanisnis forbiddento performanyotheraction
ELSEO+: theauthoriation medianismmustnotify theadministator appropriately
In this example,the authorizatiormechanisms requiredto recordpertinentdatain the
systemlog if anauthorizatiorfailureevenoccurs.n anotherexampke from Ultra*Log:
O+: IF theris a new defensgostue

THENthepolicy applicablity condition monibr mustdeploythe M&R componengroup
for the new defensegpostue and decactivatethe M&R componenfor previousdefense
postue

PRECEDENCEA-: the policy applicablity conditionmonitoris forbiddento perform
anyotheraction

ELSEO+: the policy applicahblity conditionmonita mustnotify the adminigrator ap-
propriately



This policy requiresa new setof monitaing and responseomponentgo be actvated
whenthe defensgostue changege.g.,a changerom threatcoralphato threatcorbravo).

3.4.6 Mobility policies

A-:  Agentsthat are membes of thetrustdomainare forbiddenfrom moving to hostH

This exampleillustrateshow the movementof softwareagentsfrom onehostto another
can be controlledby policy in the sameway that ary otheractionis governedproviding
appropriateenforcementnechanismsrein place.

In amorecomplex examplebasedon researctby Knoll etal. ..()()[69], thetrustlevel of
amobile softwareagentis determinedn partby whereit hastraveledin thepast(i.e.,thereis
agreateror lessemossbility thatit may have beentamperedvith by a malicioushost).The
trustlevelin turnis usedto limit the permissbnsof theagentin thefuture:

A-:  Agentsare forbiddenfrom performingsensitve action X
If their trustlevel <= threshold

The following example,pertinentto our NASA work on the PSA, obligatesthe PSA to
move away from danger:

O+: IF asituaion dangerousto a PSAis presentin somelocation
THENthe PSAmustmove out of that locatior??

4 Social Aspectsof Agent Acceptability

Building onthebasictechnicalcapabilitiesof KAoS andNomadsservicesye aredeveloping
policiesto facilitatenaturalandeffective human-agennteractionandthusaddresshe social
sideof agentacceptability

In this sectionwe first outline somefoundatioral principlesfor human-ageninteraction
(Section4.1). This is followed by a brief overview of policy-basedchuman-agenteamwork
(Sectiond.2).Finally, we presenexamplesof policy typesrelatingto socialaspect®f agent
acceptabilitySection4.3).

4.1 Cornerstonesof Human-A@ntinteraction

Elsevherewe have outlined a preliminary perspectie on the basicprinciplesand pitfalls
of adjustableautonomyand human-centeredeamwork gleanedfrom the researchlitera-
ture[18]:

e Studyteamwork in practice

e Exploit human-agensynegy

e Adjustautonomy

2IConsistentvith Asimov’s laws, however, the PSA might be obliged by a higher-level policy to stayif its
presencevasneededo helpahuman.



e Continuouslyexposerelevantstate

e Avoid clumsyautomatbn

Thesefive cornerstonesf human-ageninteractionarebriefly summarizedelow.

4.1.1 Study teamwork in practice

Effective studyof human-ageninteractionnecessarilypeginswith a detailedreal-world un-
derstandingf how peoplework in the environmentwherethe agentgo be designedwill be
employed. A traditional taskor functionalanalysisof work leavesoutinformal logistics, es-
pecially how environmentalconditionscometo be detectecandhow problemsareresolhed.
Without consideratiorof thesefactors,analystscannotaccuratelyunderstandhow work and
informationactuallyflow, nor canthey properlydesignsoftwareagentghatassistwith human
tasks. A modelof work practice by way of contrastfocusesoninformal, circumstanal, and
locatedbehaior in which coordinaton occurs.In sucha modeltheinevitable discrepancies
betweerplanandreality are highlighted andprovide usefulinsights into “how thingsreally
work” [1; 29;30; 101]. A detaileddescriptionof Brahms which we have usedfor modelng
of teamwork in practicein spacesettingsmaybefoundin [100].

4.1.2 Exploit human-agentsynergy

Within the perspectie of human-centeredgentteamvork, the differencesbetweenpeople
andautonomos agentsarebestviewedasbroadcomplemerdrities. Thepointis notto think

so muchaboutwhich tasksare bestperformedby humansandwhich by agents(asin the
tradition of Fitts [47] etal. andhis successordjut ratherhow taskscanbestbe sharedand
performedby bothhumansandagentswvorkingin concer49; 61].22

4.1.3 Adjust autonomy

Approachego adjustableautonomyare a useful meansto enableprincipled yet dynamic
flexibility in therolesof peopleandagentd42]. To the extentwe canadjustagentautonony
with reasonabléynamism(ideally allowing handofs of controlamongteammembergo oc-
cur anytime) andwith a sufficiently fine-grainedrangeof levels, teamwrk mechanismsan
flexibly rengyotiaterolesandtasksamonghumansandagentsasneededvhennew opportu-
nitiesariseor whenbreakdevnsoccur Researclhin adaptve functionallocation-thedynamic
assignmenbf tasksamonghumansand machines-prades someusefullessondor imple-
mentation®f adjustableautonomyin intelligentsystemg60].

4.1.4 Continuously exposerelevant state

Maintaining appropriatemutual awarenesamongteammemberds paramounfor human-
agentinteractionin complex ervironmens [28; 43]. Peopleneedto understanavhatis hap-
peningandwhy whenateammatdendsto respondn a certainway; they needto be ableto
controltheactionsof anagentevenwhenit doesnotalwayswait for thehumansinputbefore

22The ultimatein suchsymbigsis is wherethe boundary betweenagens and peopledisappess altogetler,
with the agentsbeing subsumednto the human’s eud&monicspace(i.e., the agentseemso be part of the
person. SeeSectiord.4 below.



it makesa move; andthey needto be ableto reliably predictwhatwill happengventhough
theagentmay alterits responsesr adjustits autonomyover time. Humansandagentanust
be aware of whatteammembersare doing, why they aredoingit, andhow it relatesto the
overallaccomplishmendf thetask.Whenmistalesaremadejt mustbe clearhow actorscan
recover from them([12; 14].

4.1.5 Avoid clumsyautomation

In designinchuman-agergystemsit isimportantto dispelthemisconceptia thatautomaton
is a simple substitition of machinefor humaneffort [28]. Insteadit is clearthatautomated
assistancenorefundamentallychangeshe natureof the taskitself, sometineswith serious
unforeseertonsequenceddoreover, althoudh delegaion of tasksto anagentmight at face
valueseento reduceanoperatorsworkload,it usuallycreatesadditional burdenssuchasthe
needto monita the performancef theagentignoranceof suchconsideratiosleadsto what
Wiener[121] called“clumsy automatbn’

4.2 Policy-BasedHuman-AgntTeamwork

Teamwork hashecomahemostwidely acceptednetaphoifor describinghenatureof coop-
erationin multi-agentsystemsin mostapproacheghekey conceptis thatof sharedknowl-
edge goals,andintentionsthatfunctionasthe gluethatbindsteammembersn suchsystens
togethe35; 115]. By virtue of alargely reusablexplicit formal modelof sharedntentiors,
generafresponsibities andcommitrrentsthatteammemberdave to eachotheraremanaged
in acoherenfashionthatfacilitatesrecorery whenunanticipategroblemsarise.For exam-
ple,acommonoccurrencen joint actionis whenoneteammemberfails andcanno longer
performin itsrole. A generateamvwork modelmightentailthateachteammembeibenotified
underappropriateeonditionsof thefailure,thusreducingtherequiremenfor special-purpose
exceptionhandlingmechanism$or eachpossiblefailure mode.

Whereasearly researclon agentteamwork focusedmainly on agent-ageninteraction,
teamwvork principlesarenow beingformulatedin thecontet of human-agennteraction[15;
18]. Unlike autonomos systens designedorimarily to take humansout of the loop, mary
new efforts are specificallymotivatedby the needto supportclose continuousmultimodal
human-ageninteraction[27; 34;54;63;74; 88; 114].

The KAo0S policy-basedeamwork modeldefineswhat constiutesa teamandthe nature
of mary of its collaboratve actvities. Thesetof policieswe aredesigningor human-robtc
interactiongo beyondthetraditionalpolicy concernsaboutsecurityandsafetyin significant
ways.As oneexample,considerhow policy canbe usedto ensureeffective communicaton
amongteammembersPreviousresearclongenericeamwork modelshasexploredthisissue
to alimiteddegreewithin thecontext of communcationrequiredto form, maintain,andaban-
donjoint goals.However, moreresearchs neededo addresshe compleitiesof maintainng
mutualawareness human-agenasopposedo agent-ageninteraction.

With previousresearchin agenteamwork, we shareheassumptnthat,to theextentpos-
sible, teamvork knowledgeshouldbe modeledexplicitly and separatelyfrom the problem-
solving domainknowledge. Policiesfor agentsafety and securityas well as contet- and
culturally-sendiveteamwork behaior canberepresentedsKAoS policiesthatenablemary
aspect®f thenatureandtiming of theagentsinteractionwith peopleto beappropriatevith-
outrequiringeachagentto individually encodehatknowledge Agentdesignerganconcen-



trateon developing uniqueagentcapabiliteswhile assuminghatmary of the basicrulesof
effective human-agentoordinationwill be built into the ervironment as part of the policy
infrastructure.

4.3 Exampleof Policy TypesRelatingto SocialAspectof AgentAcceptability

Normansuggestshatthe socialaspect®f agentacceptabilityinclude suchthings suchpro-
viding reassurancéhat all is working accordingto plan, providing an understandabland
controllablelevel of feedbackaboutagentsintentimsandactions,andaccuratelycorveying
theagents capabilitiesandlimitations[87]. In short,humananustbeinformedenoughto be
ableto easilystepin andhelp whenthe situation becomesnorethanthe agentcanhandle,
andagentson their part mustbe mademore competenin corveying the appropriatenfor-
mationto humansandactingin partnershipwvith them.Speakingof the centralproblemsof
cornventioral automationNormanwrites:

“The problem... is thatautomations atanintermediatdevel of intelligence powerful

enoughto take over controlthatusedto be doneby people but not powerful enough
to handleall abnormalites. Moreover, its level is insufficient to provide the contin-
ual, appropriatdeedbackhatoccursnaturallyamonghumanoperatorsTo solve this

problem,the automationshouldeither be madelessintelligent or more so, but the
currentlevel is quiteinappropriate.... Probkemsresultfrom inappropriatepplication,
not overautomation’]85].

In contrastto the examplesof technicalpoliciesin Section3.4 above, our work to begin
encodingthesesocialissuesn policy is relatively recentandis likely to evolve considerably
in the nearfuture. Someof this will requirethe resolutionof difficult researchissueswe
arebeginning implementationwith thosepoliciesthataremoststraightforvardandwill then
continueto progressncrementallyto more complex ones.We will give examplesfrom six
categoriesof policy: organization4.3.1),notification(4.3.2),corversation(4.3.3),nonverbal
expression(4.3.4),collaboration(4.3.5),andadjustableautonony (4.3.6).

4.3.1 Organization policies

Somepolicy managemensystemsjn part as an artifact of their modeof policy represen-
tation, requiremary or all of whatwe call organizationpoliciesto be represente@ds“meta

level,” “higherorder” or othersortsof specialpolicies.In KAoS, mary of thesecanbe spec-
ified uniformly in the sameway thatotherkinds of policiesarerepresented®

A+: Individualsof the classDomainManager are permittedto approve policies

The KA0S actor ontolayy distingushesbetweenpeopleand variousclassesof agents.
Most agentscanonly performordinary actions however variouscomponentghat are part
of the infrastructure(e.g.,domainmanagerguard)aswell asauthorizechumanusersmay
variously be permittedor obligaked to perform policy actions,suchaspolicy approzal and
enforcement.

23An excepion is delegation policies,which arenotyet suppatedin KAoS.



A+. Anypersonin the Manager Roleis permittedto authaize chek paymentiF the same
personis notalsotheched issuer

The examplespecifiesa dynamc separatiorof duty, wheretheissuerof the checkis not
allowedto alsobetheonewho authorizeppaymenton thatcheck.

A-:  Anagentis forbiddento registerto domainD IF it is alreadyregisteledto anyindividud
of classdomain

A-:  An agentis forbiddento register to any individuals of classdomainlF it is already
registeledto domainD

Thepair of policiesabove specifythatanagentcannotsimukaneoushbe registeredooth
asamemberof domainD andalsoof someotherdomain.

4.3.2 Notification Policies

Building onthework of [96; 97], we aredevelopingKAO0S notificationpoliciesin thecontext
of our NASA applicatiors. The vision of future human-ageninteractionis that of loosely
coordinatedyroupsof humansandagentsAs capabilitiesandopportunitesfor autonomos
operationgrow in thefuture,agentswill performtheirtasksfor increasinglylong periodsof
timewith only intermittentsupervisionMost of thetime routineoperatioris managedy the
agentswvhile the humancrews performothertasks.Occasionallyhowever, whenunexpected
problemsor novel opportunites arise,peoplemustassistthe agents Becauseof the loose
natureof thesegroups suchcommunicatio andcollaboratiormustproceedasynchronousl
andin a mixed-intiative mannerHumansmustquickly comeup to speedon situatonswith
which they may have hadlittl e involvement for hoursor days.Thenthey mustcooperatie
effectively and naturally with the agentsas true teammembers* Hencethe challengeof
managingnotificationandsituationawareness$or the crevmembers.

Variousontologiessupportingnotification (e.g.,basicconceptdor cateyoriesof evens,
roles, notifications,lateng, focus of attention,and presenceform the foundationof this
work. In conjunctionwith theseontologes, notificationpoliciesandtheir parametesettings
arecreatedasin the examplebelow:

O+: IF new notificaion = true AND utility >= notifyTheesholdAND utility < doltThreshold
THEN notify the spacestationcrewvmembelappropriately

Humanattentionis a scarceresource When an important eventis signaled,the utility
of variousalternatves(e.g., notify the crevmembey performsomerequiredactionwithout
interruptingthepersonpr donothing)is evaluatedlf anotificationis requiredandthecurrent
taskis well-defined theKAoS-Brahmsinfrastructurewill take into accounthetaskandother
contextual factorsto performthe notificationin a mannerthatis context-appropriag¢ with
respecto modality urgeng, andlocationof the human Becausesuchknowledgeresidesn
the infrastructureratherthan as part of the knowledge of eachagent,agentdevelopnentis
simplified.

24pctually, this vision poirts to two majoroppatunitiesfor policy-basedhelp: 1. the useof policy to assure
thatunsugrvisedautoromousagentoehaior is keptwithin safeandsecurdimits of prescribedourds,evenin
thefaceof buggy or malicious agentcode;and2. the useof policy to assureeffective andnatual human-agenh
teaminteraction without individual agens having to be specificallyprogammedwith the knowledgeto do so.



4.3.3 Conversation Policies

Explicit corversatiam policiessimpify thework of boththeagentandtheagentdesigne(16;
17;57; 58]. In comparisorto unrestrictedagentdialogle, corversationpolicies reducethe
agents’inferentialburdenby limiting the spaceof alternatve corversationaproductiors and
parametershatthey needto considerbothin generatingnessageandin interpretingmes-
sagegeceved from otheragentsBecausea significant measureof corversationaplanning
for routineinteractionscanbe encodedn corversatim policiesoffline andin adwance,the
agentscandevote moreof their computatbnal power at runtimeto otherthings

O+: IF responséag of corversationX > M minutes
THENthe agentmustterminatecorversationX

This corversationpolicy requiresthe agentto unilaterallyterminatea corversationwhen
a lag of M minutes haselapsedn waiting for a responsepreventing corversationsfrom
stayingopenindefinitely.

A-:  Agentsare forbiddento senda message of anytypeotherthanReply

IF corversationtypeof thecorversationis Request-ReplixND the previousmessge type
of thecorversationis Request

This corversationpolicy enforcesa sequencef messages the Request-Replgorver-
sationtypesuchthatamessagef typerequesimustalwaysbefollowedby amessagef type

reply.
A+: Agentsare permittedto sendTRANSCOMnessgeswith returnreceipts

This corversationpolicy example from the Ultra*Log application,allows the sending
of TRANSCOM messagethatrequirereturnreceipts.Note that this policy would only be
appropriatan atyrannicaldomainthatprohibited all messagethatwerenot explicitly per
mitted.

More complec sortsof policiesdealing,for exampk, with Clark’s conceptof common
ground[31] or improvisationalapproacheso corversation[93], will alsobe importantin
effective human-ageninteraction.Thoughsuchpoliciesgo beyond whatis possibé in the
currentversionof KAoS, we expectto begin addressinghemaspartof a collaborationwith
Allen etal. [2; 3] in thenearfuture.

4.3.4 Nonverbal ExpressionPolicies

Wherepossibe, agentausuallytake advantageof explicit verbalchanneldor communicaton
in orderto reducethe needfor relying on currentprimitive robotic vision andauditorysens-
ing capabilitied84, p. 295]. Ontheotherhand,animalsandhumansftenrely onvisualand
auditorysignalsin placeof explicit verbalcommuicationfor mary aspectof coordinated
actiity. As part of our work on human-robat interactionfor NASA, the Army, andthe
Navy, we aredeveloping policiesto govern variousnornverbalforms of expressio in hard-
ware and software agents.Thesenorverbalbehaiors will be designedo expressnot only
the currentstateof the agentbut, importanty, alsoto provide roughcluesaboutwhatit is
goingto do next. In this way, peoplecanbe betterenabledo participatewith the agentin



coordination,support,avoidance,and so forth. In this sensenorverbal expressbnsare an
importantingredientin enablinghuman-agenteamwork.
Maesandhercolleaguesvereamongthefirst to explore this possibilty in herresearcton
softwareagentghatcontinuousy communcatedtheir internalstateto the uservia facial ex-
pressionge.g.,thinking, working, suggestia, unsure pleasedandconfused)80]. Breazeal
hastakeninspiration from the researchn child psychobgy [116] to develop robotdisplays
thatreflectedfour basicclasse®f preverbalsocialresponsesaffective (changingfacial ex-
pressions)exploratory(visualsearchmaintenancef mutual regardwith human) protectve
(turning headaway), andregulatory (expressve feedbackio gain careyiver attention,cyclic
waxing andwaning of internal states habituaton, and signalsof internalmotivation) [22].
Bookson humanetiquettg118] containmary descriptionsof appropriatdehaior in awide
variety of socialsettings. Finally, in additionto this previouswork, we think thatdisplaybe-
havior amongpeople[83] andgroupsof animalswill be oneof the mostfruitful sourcesof
policy for effective norverbalexpressionn agentsOur initial studyindicatesthatthereare
usefulagentequivalentsfor eachof Smith’s ten categoriesof widespreadrertebrateanimal
cooperatiorandcoordinationdisplys[102, pp. 84-125].

O+: IF thecurrenttaskof the PSAis of typeuninterruptible
THENthe PSAmustblink redlight until the currenttaskis finished
PRECEDENCEA-: ThePSAis forbiddenfromperforminganytasksbut the currentone

This policy requiresthe PSAto blink aredlight while it is busy performingan uninter
ruptibletask.During thistime, it is alsoforbiddenfrom performingary tasksbut the current
one.Relatedmessageft may wantto give with a similar signalmightinclude:“l amun-
ableto make contactwith anybody” “Do notattemptto communicatevith me (for whatever
reasong.g.,“my line is bugged”)! Onthe positive side,varioususesof a greenlight might
signalmessagesuchas:“l amopenfor calls] “I needto talk to someoné,or “May | inter-
jectsometling into this corversation? Displaysin thisgenerainteractionatategory clearly
have benefitor coordinatioramonggroupsof agentdy providing informatian aboutwhich
areor arenotin aposition to interactwith others,in whatways,when,andsoforth.

O+: IF acornversationhasbeeninitiatedwith someone

THEN the PSAmustfacethe onewith whomit is corversing solong asthey are within
theline of sight,until the corversationhasfinished

This policy implemens akind of displayassociatedvith maintaininga previously estab-
lishedassociationThis displaymight be especiallyusefulwhenthe PSA is moving around
theroomandneeddo let a persorknow thatit is still attendingo the ongoingcorversaton.

O+: IF thecurrenttaskof the PSAis to move somedistarce greaterthanD
THENthe PSAmustsignalits intention to movefor Sseconds
PRECEDENCEA-: ThePSAis forbiddenfrom executingits move

I’ snofun beinghit in theheadby aflying robotthatsuddenlydecidego goonthemove.
This policy prevens the PSA from moving until it hasfirst signaledits intentionto move
for somenumberof secondsBesideghe pre-morve signaling,somekind of signaling could
alsotake placeduring the move itself. In addition to this movementsignalingpolicy, other
policiesshouldbe putin placeto requirethe PSAto stayat a safeandcomfortabledistance
from people otherroboticagentsandspacestationstructuresandequipment



4.3.5 Collaboration Policies

O+: IF anagentbecomesware thatateamgoalhasbeenachieved,or hasbecomainadiev-
ableor irrelevant

THEN the agentmustnotify the otherteammembes in an appropriate manner

PRECEDENCEA-: Theteammembelis forbiddenfromactionsthatare performedonly
in orderto achievetheformerteamgoal

A similar versionof this policy is oneof the centerpiecesf the classictheoryof team-
work originally proposedoy CohenandLevesqug35]. Thoughthereis potentialyy a lot of
compleity buriedin themachinergthatdeterminesvhethertheconditionalis true,thepolicy
imperatve thatresultsfrom this conditional is relatively simpleby way of contrastandcan
be representedtraightforvardly in KAoS. All thefoundationalontologiesandmechanisma
developedto supportotherkinds of notificationpoliciescanalsobe broughtto bearin this
contet. In this sensethe exampk canbe seenasjusta specialkind of notificationpolicy.

O+: IF anagentsuspendsvork on a currenttaskin order to attendto a new higher priority
task

THEN the agentmustnotify the otheractorsinvolvedin an appropriate manner
PRECEDENCEA-: Theagentis forbiddenfromexecutingits new task

Justasa sudderphysical move might surpriseotheractorsunlessit is appropriatelysig-
naledin advance soanunexpectedchangdn currenttaskmightbejarring to othersunlesst
is heraldedn somefashion.Note thatthis policy presupposethatadditioral actorsbeyond
theteammemberghemselesthatsharea joint goalmayrequirenotification.

4.3.6 Adjustable Autonomy Policies

Humansandagentsnayplay mutualrolesthatvary accordingo therelative degreeof initia-
tive appropriatgo a given situatian (Figure12) 25At the oneextreme traditionalsystemsare
designedo carryout the explicit command®f humanswith no ability to ignoreorders(i.e.,
executve autonomy8; 45]), generateheir own goals(i.e., goalautonomy45; 78)), or oth-
erwiseactindependenyl of ervironmentalstimuil (i.e., ervironmentalautonomy{21; 45]).
Suchsystens cannot,n ary signiicantsenseact;they canonly be actedupon.At the other
endof the spectrunis animaginedextremein which agentsvould controlthe actionsof hu-
mans?°Betweerthesetwo extremess thedomainof today’s agentsystens, with mostagents
typically playing fixed rolesassenants,assistars, associatepr guides.Suchautonomos

25For a morefine-grainedpresemation of a cortinuum of contiol betweerhumars andmachires, seeHan-
cockandScallens[60] summaryof Sheridars ten-level formulation.RobertTaylor (persoal commnunicatior)
surmisesrom his experiencethat this may be far more levels that what are usefulin practice.Barberet al.
differentiatethreekinds of relatiorshipsamorg agents:icommand-diven (i.e., the aget is fully subordnated
to someotheragent) true consensusi.e., decisioamakingcortrol is sharedequallywith otheragents)and
locally aut;momots/mastefi.e.,theagen makesdecisiors without consultingotheragentsandmaybeallowed
to commaul subadinates)7].

260f course,in real systemsthe relative degree of initiative that could be reasoably taken by an agent
or human would not be a global property, but ratherrelative to particdar functionsthat oneor the otherwas
currerily assumingn somecontext of joint work (se€[8; 13;56; 60]).
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Figure12: Spectrun of agett rolesin human-agenhinteractian [15].

systemsare designedwith fixed assumptias aboutwhat degreeof initiative is appropriate
to their tasks.They executetheir instructionswithout consideringthat the optimal level of
autonomymay vary by taskandover time, or thatunforeseerevens may prompta needfor
eitherthe humanor the agentto take more control. At the limit of this extremeare strong,
silentsystemg92] with only two modes:fully automaticandfully manual.In practicethis
canleadto situatiors of human“underload; with the humanhaving very little to do when
thingsaregoingalongasplannedfollowedby situatonsof human‘overload; whenextreme
demandsnaybe placedon the humanin the caseof agentfailure.

Although in practicemary do not live up to their billing, the designgoal of mixed-
initiative systens is to allow agentsto dynamcally and flexibly assumea rangeof roles
dependingon the taskto be performedand the currentsituation[24; 36; 46]. Researchn
adjustableautonomysupportghis goalthroughthe developmentof anunderstandig of how
to ensurethat, in a given contect, the agentsare operatingat an optimal boundarybetween
theinitiative of the humanandthat of the agentsPeoplewantto maintainthatboundaryat
a sweetspotin thetradeof curve thatminimizestheir needto attendto interactionwith the
agentwhile providing themwith a sufficiently comfortablelevel of assuranceéhat nothing
will gowrong.

In principle,theactualadjustmenbf anagentslevel of autonony couldbeinitiatedeither
by a human theagentitself, or sometrustedsoftwarecomponent’Thereareseveraldimen-

2’Cohen[37] draws aline betweerthoseapgoachesn whichtheagenttself wholly determiresthe modeof
interactionwith humars (mixed-initiative) andthosewherethis deterninationis imposedextemally (adjustable
autonany). Additionally, mixed-initiative systemsareconsiderd by Cohento generallyconsistof asingleuser
andasingleagen. However, it is clearthatthesetwo appoachesrenot mutuallyexclusive andthat,in anideal
world, agentsvould becapableof bothreasonig aboutwhenandhow to initiate interactionwith thehuman and
alsoof subjectiny themselesto the exterral direction of whatever setof explicit authoizationandobligation
policieswerecurrently in force to governthatinteraction Additionally, thereis noreasorto limit the notion of
“mixedinitiative” systemgo the singleagen-single human case Hencewe preferto think of mixedinitiative
systemsas being thosesystemsthat are capableof making context-appopriateadjustmentgo their level of



sionsof this level thatcanbevariedsuchas: 1) type or compleity of tasksor functionsit is
permittedto execute,2) which of its functionsor tasksmay be autonomous controlled,3)
circumstanceanderwhichtheagenwill overridemanualcontrol,4) durationof autonomos
operationand5) the circumstancesnderwhich ahumanmaybeinterrupted(or mustbein-
terrupted)in orderto provide guidancg42].

Whenevaluatirg optionsfor adaptvely reallocatingtiasksamongteammembersit must
be rememberedhat dynamicrole adjustmentomesat a cost. Measuref expectedutility
canbeusedto evaluatethetradeofs involved in potentiallyinterruptingtheongoingactiities
of agentsandhumansn suchsituationsto commuiicate,coordinate andreallocaterespon-
sibilities[37; 63; 64]. It is alsoimportantto notethatthe needfor adjustmerd may cascade
in comple fashioninteractionmaybespreachcrossnary potentialy-distributedagentsand
humanswho actin multiply-connectednteractionloops. For this reasonadjustableauton-
omy mayinvolve notmerelya simpleshift in rolesamonga human-agenpair, but ratherthe
distribution of dynamicdemandsicrossnary coordinatedictors?® Definingexplicit policies
for the transferof controlamongteammembersandfor the resultantrequiredmodifications
to coordinationconstraintcanprove usefulin managingsuchcompleity [94].

O+: IF elapsedimesincelastreport> timeT

THEN the agent mustnotify the humansupervisoraboutits statusin the appropriate
manner

This simplepolicy setsthe durationof autonomasoperationfor anagent,requiringit to
notify a humansupervisomboutits statusat predeterminechtervals.

A+: Spacestation crewmembes in the TrustedOperator Roleare permittedto override PSA
non-critical negativeauthoriations

Sometimedt is critical for authorizechumanoperatordo beableto immedatelycounter
mandsomenegative authorizatiorof anagenti.e.,allowing it to dothingswhichit normally
is not authorizedto do). While this could be doneinstead by modifying the policy in the
usualway, sometinesit is morepracticalto do this directly by overriding a prohibiion ona
one-timetemporarybasis.However, overriding certainoperationge.g.,flying the PSAinto
awall of the spacestation)mayrequireconsenpf boththe spacestationcommandeandan
authorizedoersonat misson control.

O+: IF nocrewmembeis monitoring the environmenin spacestationmoduleX
THENPSAmustmonitorenvironmenin moduleX
PRECEDENCEA+: PSAis permittedto monitortheenvironmentin moduleX

socialautonany (i.e., their level or moce of engagemenwith the humar), whethera given adjustments made
asaresultof reasoing internalto theagentor dueto extemally-imposedpolicy-basedconstraits.

28As Hanco& andScallen[60] rightfully obsere, the prablem of adaptve function allocationis not merely
oneof efficiengy ortechnicakelegarce.Econanic factors(e.g, canthetaskbe moreinexpensiely perfamedby
humars, agerts, or someconbination?, political andcultural factos (e.g.,is it acceptale for agentgo perform
taskstraditionally assignedo humars?),or personabndmoral consideations(e.g, is a given taskenjoyalde
andchallerging vs. boring andmind-rnumbing for thehumar?) arealsoessentiatonsideations.




Sometimeshe PSAmayberequiredto temporarilytake uponitself functionsthathuman
crevmembersvould normally provide. Herethe PSA s both given permissiorandan obli-
gationto monita the ervironmentin moduleX if a crewvmembers not currentlydoing so.
Similar policiescould comeinto play whena crevmemberbecomesverloadedor injured
suchthatthecrevmembemolongeris ableto performthetaskwithin predeterminedriteria.
In suchcasesagentscouldbe authorizedand/orobligatdto assist.

4.4 CognitiveandRoboticProgheses

For someresearchergheultimatein human-agenteamwork is the notionof agentghatcan
function asextensionsof the humanbrain (cognitive prosthesesandbody (robotic prosthe-
ses)[49; 59;62]. In this sectionwe briefly suggessomepreliminaryconsideratiosrelating
to human-ageninteractionin the developmentof suchcapabilites.

At the outset,we recognizehumansare an advantagedot, eachof us having beenen-
dowed with a “good brain and an unspecializedody” [83, p. 489], which meansthat we
arein a betterpositionthanary othercreatureo make andusea variety of tools. Moreover,
bipedallocomotbn hasalwayshadthe beneficialside effect of freeingonehandto explore
the environmentandthe otherto wield thosetools. Ford et al. ague that the accumulated
toolsof humanhistorycanall profitably be regardedasprosthesesjotin the sensdhatthey
compensatéor the specificdisabiliies of arny givenindividual [38], but ratherbecausehey
enableusto overcomethe biological limitationssharedby all of us: with readingandwrit-
ing anyone cantranscendhe finite capacityof humanmemory;“with a power scravdriver
anyonecandrive thehardesscrav; with a calculator anyonecangetthenumbergight; with
an aircraft anyone canfly to Paris; andwith DeepBlue, arnyone can beatthe world chess
champion’[49].

Theprosthetigerspectie canbecontrastedvith thetraditioral focusof Artificial Intelli-
genceonstandalonenachinecompetencandits resultingpreoccupatiomvith theTuring Test
asits measuref succes$51]. Instead agueskFord, we shouldstartfrom a human-centered
perspectre. This implies that we mustshift our goal “from makingatrtificial superhumans
who canreplaceusto makingsuperhumanlyntelligentartifactsthatcanamplify andsupport
our own cognitive abilities” [59, p. 61]. We don't needto jettison theacrorym of Al, solong
aswe now take it to referto the humans Augmentedntelligence?®

Eyeglassesawell-known exampleof anocularprosthess *° provide a particularlyuseful
exampleof threefoundatioral conceptghatareimpartantto an understandingf cognitive
androboticprostheses:

1. Transpaency “Eyeglassedeverageand extendour ability to see,but in no way model
our eyes: They don't look or act like them and wouldn't passa Turing testfor being
aneye” [59, p. 61]. A key featureof eyeglassess thatthey canbe usedmore or less

29The 1962repat of Engelbartentitled Augmeting Humanintellect prescientlystressedhe themeof “im-
proving the intellectualeffectivenessof the individual humanbeing..through extensiors of meansdeveloped
andusedin the pastto helpmanapply his native sensorymental,andmotor capaliities [Lik e] mostsystems
its performarce canbestbeimproved by corsideringthe whole asa setof interactingcompmentsratherthan
by consideing the compmentsin isolation”[44, pp. 1-2].

30The notion of augmating sight through eyeglasseswas “first mentiored by RogerBaconin 1268. In the
1665prefaceto Micrographia,RobertHooke goesfurther, suggestinghe addition‘of artificial Organsto the
natural..toimprove our othersense®f hearirg, smelling,tasting,andtouchirg” [103].



transparently—een forgettingthey arepresent—jusashumanswith myopiadon't think
constantlyaboutthe wearingof the contactlensesbut ratheraboutthe factthatthey are
seeingmoreeffectively throughthem?3?

2. Unity. Sinceour goalis not makingsmarteyeglas®s,but ratheraugmentig the humans
ability to see,the minimum unit of discussiorfor the designof a prosthes includesthe
device, the human,andthe ervironmentin which the humanwill usethe device. This
modeof analysisnecessarilyplurstheline betweerhumansandtechnology??

3. Fit. Your eyeglassesvon't fit me; neitherwill minedo you ary good.Prosthesemustfit
the humanandtechnologicakcomponentsogetherin waysthat synepistically exploits
their mutual strengthandmitigatestheir respectre limitations. Thisimpliestherequire-
mentfor arich knowledgeof how humandgunction 33

The elaboratiorof foundationalconceptghatareimportantto an understandingf cog-
nitive and robotic prosthesesind the study of humanfunctionsin particularervironmensg
happily dovetail with progressn the miniaturizationof computing devices andthe formu-
lation of designprinciplesfor wearablecomputing[89]. Mann [81] wasamongthe first to
elucidatesomeof the necessaryriteria for devicesto be successfullysubsured into the
humans eudaemonispace(i.e., wherethe device seemso be part of the person)** Mann
describeghreerequiredoperationamodesfor wearablecomputing

e Constancy: The computerruns continuowsly, andis alwaysreadyto interactwith the
user Unlike a handhelddevice, laptopcompugr, or PDA, it doesnot needto be opened
up andturnedon prior to use.The signalflow from humanto computeyandcomputerto
human.,..., runscontinuou$y to provide a constanuserinterface.

31The manrer in which perceptio operats during the useof goodtools wasinsightfuly describedmary
yearsagoby Polaryi: “When we usea hammerto drive a nail, we attendto both nail andhamme, but in a
differentway. We watchthe effect of our strokeson the nail andtry to wield the hammer so asto hit the nail
mosteffedively. Whenwe bring dowvn thehamme we do not feel thatits hande hasstruckour palmbut thatits
headhasstruckthenail. Yetin asensave arecertainlyalertto thefeelingsin our palmandthefingersthathold
the hanmer They guideusin handlirg it effectively, andthe degree of attentionthatwasgivento the nail is
givento thesameextentbut in adifferentway to thesefeelings.Thediffererce maybe statedby sayingthatthe
latter arenot, lik e the nail, objects of our attention but instrurmentsof it. They arenot watchedin themseles;
we watchsometling elsewhile keepirg intenselyawareof them.| have a subsidiaryawareressof thefeelingin
thepalmof my handwhichis memgedinto my focal awareressof my driving in thenail’[90, p. 55].

32In 196Q Licklider [73] introducedthe concep of mancomputersymbiosis*the hopeis that,in not too
mary yearshumanbrainsandcompuing machireswill be couped togetter very tightly andthattheresulting
partneship will think asno human brain hasever thought and processdatain a way not apprachedby the
information-tandlingmachireswe know today’

33A goad examgle of thisis theOZ cockyit display[59; 104]. Throughagrowundbieakingstudyonthelimits of
humancentralandperipteralvision, IHMC'’s David Still discoreredthatperipteralvision canpick up 10times
theamoun of detail thanpreviously thowht. Usingthis finding, he tailoredthe designof stimuli in a cockpit
displayto exploit the human sensorysystems natual filtering andprocessingapabilitiesand manipulatethe
dataso it providesexactly whatthe pilot needsto know at ary particulartime. Stunnirgly, the OZ cockpit
displayis conpletelyvoid of dialsandgaugsof ordinary cockpts, yetis easierto learn morestraightfoward
to control,andmore robustto tempoary visual systemimpairment.

34Mann’'s formulations have evolved over time. Here we discussthe version that can be found at
http://www.eyetap.og/dds/glossary/weammp SeealsoThadStarnersthoroughsuney of thefield in his dis-
sertationon WearableCompuing [103].




e Augmentation: Traditionalcomputhg paradigmsarebasecdnthe notion thatcomputng
is the primarytask.Wearablecomputing however, is basedn the notionthatcomputng
is not the primary task. The assumpion of wearablecomputirg is thatthe userwill be
doingsomethingelseatthe sametime asdoingthecomputing. Thusthecomputershould
seneto augmentheintellector augmenthesenses,...

e Mediation: Unlike [traditionalcomputers]thewearablecompuer canencapsulates. It
doesnt necessarilyneedto completelyencloseus. Therearetwo aspectgo thisencapsu-
lation:

I. Solitude: It canfunction asan informationfilter, andallow usto block out mate-
rial we might not wish to experience,. .., [or] it may simply allow usto alter our
perceptiorof reality.

ii. Privacy: Mediationallows usto block or modify informatian leaving our encapsu-
latedspaceln the sameway thatordinaryclothing preventsothersfrom seeingour
nakedbodiesthewearablecomputemay, for example,sene asanintermediaryfor
interactingwith untrustedsystems

Becauseof its ability to encapsulates,. .., [wearablecomputingdevices] may alsobe
ableto make measurementsf variousphysiologicalquantites.
BesidegheseoperationamodesManndescribesix attributesof wearablesystems:

e Unmonopolizing of theusers attention... ., [thoughit may] mediate(augmentalter, or
deliberatelydiminish)the sensorycapabilities.

e Unrestrictiveto theuser:..., ‘you cando otherthingswhile usingit’ ....
e Observable by theuser:it cangetyour attentioncontinuousy if youwantit to....
e Controllable by theuser....

e Attentivetotheernvironmentit is ervironmenally avare, mulimodal,multi-sensry ... .,
[thusincreasingtheusers [situatior] awareness. ..

¢ Communicative to others:it canbe usedasa communcationsmedium. ...

DARPA’'s AugmentedCognition(AugCog)Program(http://www.darpa.mil/io/research/ac/)
is anexampleof anearly effort focusedon appropriatelyexploiting andintegratingall avail-
able channelsof communcation from agentsto the human(e.g., visual, auditory tactile)
and corverselysensingandinterpretinga wide rangeof physblogical measure®f the hu-
manin real-timesothey canbe usedto tuneagentbehaior andthusenhancgoint human-
machineperformance?® For example,in IHMC’ s Adaptive Multi-Sensoryintegration (AMI)
augmentedognition prototypesetsof systemsensoragents(e.g.,joystick), humansensor

3A  related progam focused on similar issues with a robdics emphasis is NSFs
Robotics and Human Augmentation (http://wwwinteract.isf.gov/cise/descriptionsaf/
5b8®Bc912bf7fD855662007282015e860 fa6Bfe6 485565HB00D85e?OpenDoument). See
also DARPA's Mobile Autoromous Robot Software (MARS) Robotic Vision 202 Program
(http://vwwdarpamil/ito/solicitations/FBQ02-15.ht).



agents(e.g.,EEG, pupil tracking,arousalmeter),humandisplay agents(e.g., visual, audi-
tory, tactile), and adaptve automationagents(e.g., performingspecificflight tasks)could
work togethemwith a pilot to promotestableandsafeflight, sharingandadjustingaspect®of
controlamongthe humanandvirtual crev memberagentswhile taking systemfailuresand
humanattentionandstresdoadsinto account.

While it is still too earlyto gaugethe succes®f efforts suchasAugCog,let aloneto pre-
scribedetailedprinciplesfor makingcognitive androbotic prostheseacceptabléo humans,
it is clearthat suchmodesof interactionwill requirenew ways of thinking abouthuman-
agentinteraction.In aninsightful essaycalled The Teddy [86], Normandiscussesomeof
theissuesandimplications of thewidespreadong-termhabitualuseof suchtechnologies:

e Would we getsodependenthatwe would becomedisorientedvithoutthem?

o If they areconstantlyrecordingevery event, shouldwe allow themto be turnedoff? To
protectcivil liberties,youmustbeableto, andanindicatormustshow if someonesdevice
is listing to you.

e Shouldit be programmedo always be supportig and encouragingthusremoving us
from reality) or criticism and correction(thusremindingus of a naggingparent)?Get-
ting theright balances difficult in humanrelationshipshow canwe expecttechnology
designerdo do better?

o If we areneveralone,whenwould we think? Would this acceleratehe alreadytuned-out
tendencie®f headphon&vearers?

5 Conclusions

In this chapteywe have outlined someof the technicalandsocialchallengesn the problem
of makingagentsacceptabl¢o peopleandgivenexamplesandexplanationof how a policy-
basedapproachmightbeusedto addressomeof thosechallengesWe hopethattheseinitial
efforts will inspire othersto devote greaterattentionto reusablemodelsandtoolsto assure
the security safety naturalnessandeffectivenesof human-agenieams.
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