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Abstract— Pairings permit several protocol simplifications and
original scheme creation, for example Identity Based Cryptography protocols. Initially, the use of pairings did not involve any
secret entry, consequently, side channel attacks were not a threat
for pairing based cryptography. On the contrary, in an Identity
Based Cryptographic protocol, one of the two entries to the
pairing is secret. Side Channel Attacks can be therefore applied
to find this secret. We realize a Differential Power Analysis(DPA)
against the Miller algorithm, the central step to compute the Weil,
Tate and Ate pairing. We show that the countermeasure which
consist in setting the secret during a pairing computation at the
first parameter is not sufficient to prevent a DPA attack.
Keywords: Pairing, Miller Algorithm, Pairing Based Cryptography, DPA.

The paper is organised as follow, Section II recalls the
Miller algorithm and the main pairing properties. Section III
presents the circuit that has been designed in order to perform
the calculation and the attack, whereas Section IV presents
the results of the attack. Eventually, Section V concludes the
paper and provides some perspectives for further works.
II. PAIRINGS AND THE M ILLER ALGORITHM
A. Short introduction to the pairing
Let G1 and G2 be two abelian groups of order l, and G3
a multiplicative abelian group of the same order. A pairing is
an application satisfying this definition:

I. I NTRODUCTION
The use of pairings in IBC involves a secret entry during
the pairing calculation. Several pairing implementations exist,
for example [19] and [2]. Side Channel Attacks (SCA) against
pairing based cryptography were theoretically developed three
years ago ([18], [21] and [11]). Page D. and Vercauteren F.
suggested a Differential Power Analysis (DPA) attack against
the Duursma and Lee algorithm in affine coordinates [18]; but
they did not developed it. As mentionned in [20], Whelan et
al. pointed out that pairings (except the ηT pairing) might not
be vulnerable against DPA by setting the secret point to the
first parameter. The conclusion in [21] is that Tate and Ate
could withstand DPA if implemented with the secret being
stationed in the first parameter. They conclude that using the
secret as the first argument of the Miller algorithm is a natural
countermeasure to a DPA attack of the Miller algorithm.
The main contribution of this paper is the practical proof
that DPA attacks can be successfully performed against IBC.
Up to now, only theoretical demonstrations were published in
literature. Moreover, we will show that we can successfully
perform the attack, no matter the position of the secret (i.e.
first or second parameter).
We will focus on DPA attack against the Miller algorithm
[17]. Most of the pairings calculations use the Miller algorithm
as central step. It is the case for the Weil [6, chap. 16], Tate
[19] and Ate [14] pairings. We will show how the attack can
be carried out when Jacobian coordinates are used. At our best
knowledge, it is the first time that an algorithm in Jacobian
coordinates is attacked and clearly depicted by means of DPA.

D EFINITION II-A:
A pairing is a bilinear and non degenerate function: e :
G1 × G2 → G3
We will consider pairings defined over an elliptic curve E
over a finite field Fq , for q a prime number, or a power of
a prime number different from 2 and 3. In characteristic 2
[11] and 3, the same scheme can be applied, but the equations
are a little different. The equation of the elliptic curve E is
Y 2 = X 3 + aXZ 4 + bZ 6 in Jacobian coordinates, with a and
b ∈ Fq . The integer a can be considered to be (−3) as Brier
and Joye have shown in [4]. Let l ∈ N∗ , and G1 ⊂ E(Fq ),
G2 ⊂ E(Fqk ), G3 ⊂ F∗qk be three groups of order l, and k be
the smallest integer such that l divides (q k − 1), k is called
the embedding degree.
The most useful property in pairing based cryptography is
bilinearity: e([n]P, [m]Q) = e(P, Q)nm . A. Menezes gives a
very good introduction to the pairing based cryptography [15].
Among all the pairings used in cryptography, three of them
are constructed in the same way. The Miller algorithm [17] is
an important step for Weil, Tate and Ate pairings computation.
These pairings are described in the appendix ??.
B. Miller algorithm
The following description of the Miller algorithm is referenced in chap. 16 of [6]. The Miller algorithm is the
central step for the Weil, Tate and Ate pairings computation.
It is constructed like a double and add scheme using the
construction of [l]P and based on the notion of divisor, here

we will only give the indispensable elements for the pairing
computation.
The Miller algorithm constructs the rational function FP
associated to the point P , P is a generator of G1 ⊂ E(Fq );
and at the same time, it evaluates FP (Q) for a point
Q ∈ G2 ⊂ E(Fqk ). P is a lth root of the function FP ( if we
use the divisor notion: Div(FP ) = lDiv(P ) − lDiv(P∞ ) ).
The algorithm is such that the construction and the evaluation
of the function FP at point Q are done simultaneously.

Fig. 1.

Miller algorithm

Algorithm 1: Miller(P, Q, l)
Data: l = (ln . . . l0 )(radix 2 representation), P ∈ G1 and
Q ∈ G2 ;
Result: FP (Q) ∈ G3 ;
1 : T ← P , f1 ← 1, f 0 1 ← 1,f2 ← 1, f 0 2 ← 1
for i = n − 1 to 0 do
2 : T ← [2]T
3 : f1 ←− f1 2 × h1 (Q) h1 equation of the tangent at
point T
2
4 : f 0 1 ←− f 0 1 × h0 1 (Q) h0 1 the vertical line at
point [2]T
if li = 1 then
5 : T ←T +P
6 : f2 ←− f2 × h2 (Q) h2 equation of line (P T )
7 : f 0 2 ←− f 0 2 × h0 2 (Q) h0 2 the vertical line at
point T + P
end
end
return ff011 × ff022 ∈ F∗qk

We focused on an 8-bit architecture that performs all the
calculations in modulo-251. Even if it is smaller than an actual
circuit for pairing calculation, it allows anyway validating the
principle of the attack. Indeed, DPA is performed focusing on
a target node that depends on a small part of the key only
(usually no more than 8 bits so that exhaustive analysis can
be done). Anyway, also for a bigger architecture the DPA will
concentrate on a sub-part of the circuit that operates on 8-bit
only.
In the case of multiplication between numbers expressed
on 160 bits, the method used to detect the secret key is
the following. First the attack is be performed on the least
significant byte of the multiplication, so that the first 8 bits of
the key are discovered. After that, the attack focuses on the
second byte of the multiplier that depends on the first byte of
the secret key (that now is known) and on the second byte (that
is not know and whose size is 8 bit, thus 256 key hypothesis
are required). The algorithm is repeat in this way up to the last
byte of the secret key, so the overall time required to perform
the attack is linear w.r.t the number of bytes of the secret key.

C. Jacobian coordinates
We consider that the elliptic curve over Fq is given in
Jacobian coordinates: E : Y 2 = X 3 + aXZ 4 + bZ 6 , with
a and b ∈ Fq . In Jacobian coordinates, the point P is
P = (XP , YP , ZP ). To write P in affine coordinates we use
YP
P
the relation P = ( X
2 , Z 3 , 1) for ZP 6= 0. As described in
ZP
P
[12] and [1], for optimisation reasons point Q is in affine
coordinates. We need at least two coordinates to find the point
P , the third can be found using the elliptic curve equation.
The equation of h1 is:
h1 (x, y) = Z3 Z 2 y − 2Y 2 − 3(X − Z 2 )(X + Z 2 )(Z 2 x − X)
where, T = (X, Y, Z) and [2]T = (X3 , Y3 , Z3 ) with Z3 =
2Y Z.
Capital letters are elements of Fq , while lower case letters are
elements of Fqk .
III. D ESCRIPTION OF THE CIRCUIT
In order to validate the DPA attack on the Miller algorithm,
we implemented a circuit able to calculate the h1 function.

Fig. 2.

Circuit and algorithm for the calculation of h1 (xQ , yQ )

The circuit is sketched used as test bench in Figure 3. The
datapath includes 3 registers for the 3 components of the secret
key (X, Y, Z), 3 working registers (R1, R2, R3) and an ALU
that implements a multiplication and a subtraction between
two input variables X and Y , and the multiplications by 2
and by 3 of the result of the multiplication. The control unit
(CU) drives all the signals to perform the calculation of the
function h1 . In particular, the CU processes the input data
(xQ , yQ ) and computes the final result in 15 clock cycles.
The algorithm implemented by the CU is described in Figure
2.

The circuit has been described in VHDL then synthesised
using a 130nm technology provided by STm [22]. The overall
area is equal to 79059 equivalent gates and the circuit can
operate at 120 MHz.

Fig. 3.
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element of Fqk . We demonstrate that in order to simplify
the explanation, we can consider that k = 1, and then Q
R1 = Z 2 × xQ
coordinates are elements of Fq . This way, the multiplication
R1 = Z 2 xQ − X
ZP2 xQ is a multiplication in Fq .
2
R2 = X − Z
Of course, the DPA attack works also when k > 1. Even
R3 = X + Z 2
if the multiplication ZP2 xQ is a multiplication between an
element of Fq and an element of Fqk , we can consider a
R2 = 3(X − Z 2 )(X + Z 2 )
R3 = 3(X 2 − Z 4 )(Z 2 xQ − X) multiplication between two Fq elements, as explained ”ci
dessous”
P k−1
i
Indeed, xQ ∈ Fqk is written : xQ =
R1 = 2Y Z 3
i=0 xQ i ξ ,
2
k−1
3
with (1, ξ, ξ , . . . , ξ
) a basis of Fqk , and; there exists
R1 = 2Y Z yQ
a polynomial R such that deg(R)P = k with ξ root
 i of
k−1
2
R, (R(ξ) = 0). Then ZP2 xQ =
Z
×
x
Q
R1 = 2Y Z 3 yQ − 2 × Y 2
P
i=0
i ξ , is
composed
of
k
products
in
F
.
So
we
can
focus
on one
q
R1 = h1 (xQ , yQ )
of these k products in Fq to apply the DPA attack as described.

Algorithm in the CU

R1 = R3 = Z2
R1 = R1 × xQ
R1 = R1 − X
R2 = X − R3
R3 = X + R3
R2 = 3 × R2 × R3
R3 = R2 × R1
R1 = YZ
R1 = 2R1 × Z2
R1 = R1 × yQ
R2 = 2 × Y2
R1 = R1 − R2
R1 = R1 − R3
Output ready

IV. DPA ATTACK AGAINST M ILLER ALGORITHM
A. Context of the attack
The aim of identity based encryption is that anyone is able
to receive and read an encrypted message with almost no help,
even if this person is not a cryptographer. The user’s public key
is equal to his identity, and a trusted authority (TA ) sends him
his private key. This trusted authority creates all the private
keys related to an Identity Based (IB) protocol. The general
scheme of identity based encryption is described in [5].
The important point during an IB protocol is that the
decryption involves a pairing computation between the private
key of the user and a public key. We call the public key the part
of the message used during the pairing calculation involving
the secret key.
A potential attacker can know the algorithm used, the
number of iterations and the exponent. The secret is only
one of the argument of the pairing. The secret key influences
neither the time execution nor the number of iterations of the
algorithm, which is different from RSA or AES protocols.
From here on, the secret will be denoted P and the public
parameter (or the point used by the attacker) Q. We are going
to describe a DPA attack against the Miller algorithm. We
restrict this study to the case where the secret is used as the
first argument of the pairing. If the secret is used as the second
argument, the same attack can be applied. Setting the secret
point to the first parameter is a countermeasure to SCA of
pairing based cryptography given in [21].
We assume that the algorithm is implemented on an electronic device like a smart card and used in a protocol involving
IBC. The attacker can send as many known entry Q for the
decryption operation of IBC as he wants, and he can collect
the power consumption curves.
B. Convention
1) Multiplication in Fq : For each pairing used in IBC,
Tate and twisted Ate, or Ate pairing, the target of the DPA
attack is a multiplication between an element of Fq and an

By the same way, to compute the difference (ZP2 xQ − X),
we compute a difference between elements of Fq as in the
affine case.
P
i
2
Indeed, if ZP2 xQ = k−1
i=0 (ZP xQ )i ξ then
 X k−1 2
i
ZP2 xQ − X = (ZP2 xQ )0 − X +
i=1 (ZP xQ )i ξ .
2) First iteration: We describe the attack for the first
iteration. It is the simplest case, because we know that for
this iteration T = P . We can provide the attack for the j th
iteration. For this iteration we find T = [j]P , where [j]P
represents the scalar multiplication of point P by the integer
j. Finding j is very easy.
C. Description of the attack and results
In order to retrieve the secret key P = (XP , YP , ZP ),
the circuit has to be used to perform some calculations
while the power consumption of the physical device is
monitored. In particular, the measure of the consumed power
must be done during a time slot when the circuit calculates
a result that depends on both the secret key and some
controllable input data. We decided to observe the power
consumption when the circuit performs the multiplication
between ZP2 (a part of the secret key) and xQ (the input
data). This operation is done during the second control
step (see Figure 2). To retrieve the second part of the key
(XP ) we focused on the subtraction between the previously
performed multiplication and the key (third control step in
Figure 2). The last part of the key (YP ) can be mathematically
inferred from XP and ZP2 . Indeed, the elliptic curve equation
4
E : Y 2 = X 3 + aXZp
+ bZ 6 is a quadratic equation in YP .
XP3 + aXP ZP4 + bZP6 gives us two
The square root of
possibilities for the value of YP , testing them by an execution
of the Miller algorithm will give the correct coordinates for P .
To avoid the cost of the circuit manufacturing and the
drawbacks of the real experiments like experiment setup or
noise management, we used an integrated simulation environment for the Differential Power Analysis [8] that returns
power consumption traces from transistor level simulations.
This DPA suite executes the statistical analysis. We used

the Synopsys NanoSim [23] simulator that is an advanced
circuit simulator for analog, high-performance digital and
mixed-signal circuits. As proven in [8], the error obtained by
electrical simulation is worthless with respect to the purpose
of the validation.

describe a DPA attack against pairing based cryptography and
we realize the first practical DPA attack. We consider the
countermeasure of [21], which consist in setting the secret at
the first parameter of the pairing calculation. We demonstrate
that if the secret is the first parameter in a pairing calculation,
then we can find it. Our attack is also realistic when the secret
is the second argument or the pairing. As a consequence Weil,
Tate and Ate could not withstand such attacks, even if the
secret is the first parameter.
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