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ABSTRACT

The advent of the Web of Things as an application layer for the
Internet of Things has led to the proliferation of Web services
exposing data and functionality of the networked objects. Since
resource-oriented architectures align well with the WoT architec-
tures, RESTful services have been the go-to interface to expose
the connected devices on the Web. However, the heterogeneity of
descriptions of devices and services as well as underlying IoT-level
protocols has led to a number of interoperability issues. Recently,
the growing popularity of semantically-enabled services has led
to the emergence of services described with and exchanging RDF.
In this position paper, we attempt to frame the challenges encoun-
tered in enabling semantic interoperability of heterogeneous WoT
services, with the help of a real world production line scenario. We
also propose preliminary solutions to the main issues hampering
the establishment of true semantic interoperability on the WoT.
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1 INTRODUCTION

In the last few years, the growing popularity of RESTful Web APIs
has been an enabling factor for lightweight resource-oriented data
exchange. Recently the advent of new Semantic Web technologies
as well as a number of standardized languages, protocols and on-
tologies has allowed RESTful Web APIs to efficiently expose rich
semantically-enabled interfaces. In addition to that, the establish-
ment of RDF as the universal abstract model for structured data
on the Web coupled with the resource-oriented nature of REST
and the thing-oriented foundation of the Web of Things (WoT)
and the Internet of Things (IoT) is considered the ideal recipe for
a semantically-enabled Web API infrastructure. However, despite
all these advantages, RESTful Web APIs still suffer from limited
semantic interoperability especially when it comes to exchanging
heterogeneous formats. This gave rise to a stack of technologies that
aim to address this problem, such as semantic data validation and
lifting/lowering languages [22]. The reasons behind heterogeneity
of formats on the Web are multiple: diversity of targeted devices,
diversity of domains and their conceptual knowledge schemes, lan-
guages optimized for a certain application domain, and more [10].

The IoT is recently experiencing a rise in popularity in various
application domains such as smart wearables, smart buildings, city
management, eHealth and many more. Consequently, the lucra-
tive business opportunities that came with this [21] gave birth to
a multitude of competing manufacturers fabricating a wide spec-
trum of heterogeneous devices ranging from simple sensors and
actuators to more complex equipment. This generated a number
of problems [2] that continue to hamper the full exploitation of
the possibilities offered by the IoT. The problems arise mainly from
the differences between manufacturers using varying technologies,
protocols and data formats for their device communication. Further-
more, constrained devices use optimized protocols such as BLE and
binary data formats such as CBOR, while more complex devices,
with advanced capabilities, use more resource-heavy protocols and
formats such as Wi-Fi and JSON. This contrast in the technologies
used by the building blocks of the IoT requires an additional layer of
interoperability in order to allow devices to seamlessly interconnect
with the rest of the components in the architecture.
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The WoT, on the other hand, is also presenting several challenges
related to semantic interoperability. The recent advent of semantic
Web technologies as well as the lightweight RESTful Web APIs is
considered the perfect opportunity to overcome this problem [4].
However much work is still needed to integrate all these technolo-
gies into a single universal framework that can be adopted in a
wide variety of application domains. One of the shortcomings of
REST in the WoT is the absence of an asynchronous mechanism
that allows device services to notify clients about updates of their
state. This can be overcome by using polling or observation modes
implemented on certain protocols or by using other alternatives
such as Websockets. Also, despite the efforts being made by the
different normalization organizations in their quest of semantically
describing the devices and their capabilities on the Web, the WoT
does not yet have a universally established model. If we take the ex-
ample of a temperature probe, it is considered in the SOSA/SSN [15]
ontology as a sensor and its measure is modeled as an observation.
In SAREF [6] it is modeled as a device and the observed temper-
ature is modeled as a measurement. However in the WoT Thing
Description [19] model it is considered a thing and its tempera-
ture is represented as a property that corresponds to a retrievable
information not necessarily associated to a specific point in time.

The IoT and WoT research communities are still trying to over-
come the problems we mentioned earlier, and none of the attempts
made so far fully resolve the issues. The purpose of this paper is to
highlight the challenges encountered when trying to integrate ex-
isting technologies into a framework enabling devices to seamlessly
exchange and understand data and perform complex operations.

The remainder of the paper is organized as follows, section 2
presents a motivating example to highlight the issues and to support
our proposals, section 3 presents in detail the main issues, section 4
discusses a number of proposals, section 5 presents the related work
and section 6 concludes the paper.

2 USE CASE AND MOTIVATING EXAMPLE

We consider an existing production line, which is part of the IT’'m
Factory technological platform (https://itm-factory.fr/), that exe-
cutes the following product packaging process: (1) fetch empty
containers, (2) fill them with a product, (3) grab a lid to close the
containers and (4) arrange them on a packaging tray.

The current disposition of the use case poses some problems ham-
pering the full exploitation of the potential offered by the equipment.
The different automatons responsible for each step are hard-wired.
The addition of any new devices also requires them to be hard-
wired on the automaton and their interfaces need to be hard-coded
on its system. Furthermore, it is not possible to access the device
directly without going through the automaton’s own interface.

In order to increase the flexibility and accessibility of this dispo-
sition, we can expose interfaces of devices (sensors, actuators and
automatons) as Web APIs, giving modular access to information
and interfaces involved in the production line. Raw sensor data can
be fully exploited by lifting it to RDF for piloting and monitoring
applications to process and reason on it, and then feeding processed
information back to the actuators by lowering it [22].

Let us consider the following scenarios to illustrate the limita-
tions of the current disposition:
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Scenario 1 - Adding new devices:

We wish to add other devices to the production line, for example a
hygrometry sensor measuring the product’s humidity before sealing
and a dehumidifier that acts upon the product when readings do
not conform. Right now, we have to manually hard-wire both of
them and hard-code their behavior in the automaton’s system. If
we instead expose the devices’ interfaces as Web API, we decouple
them from the automaton and delegate the coordination to the
control and monitoring applications.

Scenario 2 - Reusing existing devices:

We want to reuse the same equipment in different processes, for
example, the robotic arm that closes the containers in the packaging
process can be involved in the product quality control process as
well by measuring the temperature when prompted. Right now,
the robotic arm is configured to only close the containers and
route them to the next automaton’s conveyor belt. The robotic
arm’s behavior needs to be dynamically adjustable depending on
information collected from the other sensors.

Scenario 3 - Dynamic Feedback

The system is required to provide intermediary indicators and sta-
tistics about various aspects of the process. For example, we want
to know the percentage of product wasted in the process using a
weighing sensor. Right now, the production line relies on centralized
solutions such as Manufacturing Execution Systems which suffer
from a number of problems in highly dynamic environments [27].
Instead we can exploit device Web APIs and aggregate information
coming from different and heterogeneous sources in the process to
generate new information that can be used to potentially influence
the flow of the process.

3 SEMANTIC INTEROPERABILITY
CHALLENGES IN THE WOT

Devices in today’s WoT mostly exchange raw non-semantic data.
They do not necessarily understand the full meaning of data they ex-
change which hampers harnessing the full benefits of the available
information. An additional semantic layer needs to be implemented
to allow machine-readability and consequently automation of tasks
such as discovery, selection and composition. In this section we
identify, investigate and highlight a number of challenges around
enabling semantic interoperability in the WoT.

While RDF has proven to be an effective data model for interop-
erability on the application layer, its verbose serialisation formats
(e.g. RDF/XML, NTriples, or Turtle) present a challenge on the pre-
sentation layer. Other than some approaches using the HDT [12]
serialisation of RDF [16] or other binary representations of RDF [5],
there has been little work and even fewer uptake in industry of
providing WoT devices that consume and produce RDF.

Consequently, many data formats and data models exist and they
compete with each other for adoption in devices in different WoT
domains. Standardisation groups rather try to solve this problem by
standardising data formats and service APIs [7, 13, 18]. Some works
aim at tackling semantic interoperability despite the heterogeneity
of data formats and service API specifications, i.e., across platforms.
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(b) Heterogeneous things interacting on the WoT.

Figure 1: Semantics in the Edge: using RDF abstractions for the content of Web resource.

The use of semantic Web technologies has been investigated to
facilitate semantic interoperability among these platforms [23, 30].
One challenge is to investigate how semantic interoperability can
be obtained on the edge level, i.e. between devices directly, instead
of between platforms [3]. The work in [22] is a starting point to
investigate how constrained devices that are not natively semantic
Web enabled can still interoperate with one another.

Figure 1a illustrates a typical Web service that consumes and
outputs resource representations, that are octet streams typed with
internet media types according to the W3C Web architecture prin-
ciples. For some data formats such as JSON or XML, dedicated
validation languages such as JSON Schema or XML Schema may
be used. Then, the contents of the resource whose representation
is given as input or output may be assumed to be an RDF graph.
Adopting such an abstraction enables us to assume the service, po-
tentially exposed by a constrained device, consumes and produces
RDF. Many languages can be used to specify how an RDF graph can
be generated out of octet streams (lifting), or the other way around
(lowering). Finally languages such as SHACL or ShEX can be used
to specify what form the content RDF graph has. New research
challenges stem naturally from this vision. For example: given a
JSON Schema document and a lifting rule, how do we compute the
SHACL or ShEx shape that allows validation of the generated RDF?

Figure 1b illustrates a combination of two WoT services that are
seemingly incompatible, but that as an abstraction generate and
consume RDF, respectively. The output RDF graph, generated using
a certain lifting rule, could then be lowered using the second thing’s
lowering rule. In this setting, the condition for the services to be
composable is that the content validation rule of the first thing is
more specific than the content validation rule of the second thing.

Formal definitions for the Semantic WoT: In order to achieve
our goals, first there is a need to formally define concepts related to
devices, data they exchange and how they behave in a semantically-
enabled architecture. Formal definitions for lifting, lowering and
RDF presentations have been given in [22], but no formal model
has been defined for devices, descriptions, interfaces, protocols and
data. Existing device description vocabularies and/or ontologies
like WoT TD (and its derivations such as SWoT [1]), SOSA/SSN and
SAREF only give ontological descriptions of these concepts.

Heterogeneity of protocols and data formats: The fragmenta-
tion in terms of protocol interpretation and message parsing on the
IoT has led to interoperability issues between the different building
blocks of the IoT [26]. This carried over to the WoT and many efforts
to semantically describe the things in the WoT and their interfaces
have been made (cf. section 5). Unfortunately, this contributed to
increasing the heterogeneity of descriptions and complicated the
process for devices to understand data they exchange.

Universal data model and rulesets: RDF, with its flexible model,
has established itself as the lingua franca for the semantic Web. In
practice, it is by far the most widely used knowledge representation
model to describe resources on the Web. Semantic interoperability
through RDF can be achieved by lifting and lowering raw data ex-
changed by devices. The rulesets defining how these two operations
are carried out must be made available to communicating devices.
The challenge resides in where these rulesets are stored, how they
are reused and how the exchanging parties reference them.

Constrained devices: Devices sometimes are not able to accom-
modate the added semantic complexity of producing, consuming
and treating RDF. The challenge resides in delegating the seman-
tic layer computations to other components in the architecture.
What components and how they interchange with the devices, are
questions that remain unanswered.

Technological challenges: In addition to RDF for knowledge rep-
resentation and REST for resource oriented communication, many
non-semantic data formats, validation rule languages and technolo-
gies for lifting and lowering exist [22] and are more or less widely
adopted. The main challenge lies in combining and integrating
these technologies together in a single framework enabling hetero-
geneous devices to seamlessly exchange knowledge. In the context
of the scenarios of section 2, this would mean developing a platform
or a middleware that handles new and existing device interfaces as
well as data they exchange.

IoT in manufacturing and business: The financial sustainability
of a manufacturer depends largely on its ability to continuously
improve the performance of its production units in order to control
the cost price of its products. Measuring industrial performance
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consists of monitoring costs (materials, energy, etc.) and controlling
processes (shutdowns, scrap, etc.). Today, this monitoring involves
the collection and analysis of production data in real time, partly
made possible by the digitization of production tools. It is in this
context that the use of IoT is developing in the industrial environ-
ment. Among other things, IoTs allow industrialists to automate
the recording of operating data in order to be more efficient in their
process monitoring and thus implement actions more adapted to
the real needs of machines and the company in general (example of
application: predictive maintenance defined from the history of ma-
chine breakdowns and real time data recorded from objects). They
would also give them the means to respond to the ever-increasing
and ever-changing customer requirements. Facilitating the integra-
tion of these connected objects is therefore a real challenge and a
real need for companies to become more competitive.

4 PROSPECTS FOR SOLUTIONS

This section presents and discusses a number of proposals aimed at
resolving the problems identified in section 3. We identify a set of
assessable criteria in order to evaluate our proposals’ applicability:
(1) simplicity: the overall complexity of operation and implemen-
tation, (2) modularity: how the components are decoupled from
each other, (3) reusability: applicability in different scenarios and
application domains, (4) extensibility: the ability to implement fu-
ture extensions without the need for a complete overhaul. While
this set of criteria might not be comprehensive, we believe that it
represents a solid base to assess the applicability of the proposals
presented here, and any future proposal.

Relying on third party semantic converters: In some scenar-
ios, such as the ones from section 2, devices cannot exchange RDF
natively, which prompts the need to use third party components:
intermediary services that lift or lower data to and from RDF using
the appropriate rulesets and tailor the results to match the appropri-
ate schema or shape. This can be taken a step further by exposing an
entire parallel service-oriented architecture to allow devices in an
existing environment to interoperate on the semantic level. We can
rely on specialized transformation nodes, such as the ones defined
in [11], in order to create a pipelined modular transformation flow
capable of more than just lifting and lowering. While this solution
is modular, reusable and extensible, it increases the complexity of a
WoT architecture and introduces multiple points of failure.

Layered Ontologies and Semantic Negotiation: Ontological
heterogeneity can be solved by relying on low level highly reusable
and extensible ontologies that are less expressive but simple to
work with in a wide variety of scenarios. This way we solve the
interoperability problem at the low level first. Expressivity can be
obtained by using higher level more complex (or domain-specific)
ontologies that build on the low-level ones, but do not necessarily
guarantee interoperability. Any node can negotiate, depending on
its capabilities, the ontological level to be used when communi-
cating with it. Low-level ontologies are simple to understand by
humans, easy to parse by machines, computationally efficient for
constrained devices and able to be hosted on a low memory lo-
cal device, but offer limited reasoning possibilities and hinder the
discoverability of the elements they describe.

Bennara et al.

Service-oriented communication: The data silo approach for
the WoT suffers from a number of issues in the open environment
of the Web. Instead we encourage exposing sensor data, actuator
interfaces and other devices uniformly [26] as services effectively
abstracting and decoupling them from the physical devices. REST
not only enforces the uniformity of the service interfaces but is also
resource-oriented which is in accordance with the thing-oriented
foundation of the WoT [14]. This enables simpler compositions of
various real devices into a composite virtual one that can perform
a composite value-added function such as aggregating sensing data
and performing complex commands, regardless of the underlying
physical implementation [24]. However, a publish/subscribe or an
event-based model for data access is sometimes more optimal than
a resource-oriented one, especially in notification-heavy scenarios.

Plug-and-Communicate Approach: Building an environment
where new devices are communication-ready with a minimum
amount of configuration would be a huge step forward in enabling
extensibility and flexibility in any WoT architecture. By providing
reusable protocol bindings and message parsing modules, we can
reduce the complexity overhead for integration of new devices
to an existing architecture. This can be achieved by utilizing ser-
vices as a reusable foundation for how devices will connect and
exchange data, emphasizing on a high level of loose coupling. The
result would be a modular architecture where modules are easily
reused, replaced, interchanged or extended with new functionality,
without the need to hardwire or hardcode them [28], answering the
needs illustrated by scenarios 1 and 2 of section 2. In addition to
that, smaller services and components are more easily describable
(understandable), reusable, extensible and composable [29].

5 RELATED WORK

For a long time, semantic interoperability has been a problem in
large-scale distributed systems [17] and on the Web in particu-
lar [25]. The heterogeneity of models and formats to represent
knowledge originating from multiple sources was inevitable. Some
applications eventually need to consume heterogeneous meaning-
fully overlapping [8] data in order to offer added-value to users.

Early proposals lacked the widely adopted technologies and
standards we have today to support their abstract models, and did
not take into account scalability. The problem of semantic interop-
erability is defined in [9] as the faculty of interpreting knowledge
imported from other languages at the semantic level, and the authors
show that the best approach to ensuring interoperability of knowl-
edge representations is through transformation. The problem of
transformations between knowledge representation languages is
discussed and addressed in [8] with a highlight on the importance
of meaning preservation. In [11], the authors propose Transmorpher,
a framework allowing composition of reusable abstract elemental
transformations while preserving meaning.

In the last few years, the standardization organizations have
taken a particular interest in pushing recommendations for se-
mantically enabled device description formalisms. The WoT Thing
Description [19] is a W3C proposed recommendation, it is a for-
mal model to represent descriptions of physical or virtual things
in the WoT context, which are considered entry points for M2M
interactions with the thing. A TD contains metadata about the
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thing, possible interaction affordances (property affordances, ac-
tion affordances, event affordances), data schemas for exchange
with the thing and Web links to express formal/informal relations
with other things or resources. WoT TD is supplemented by WoT
Protocol Binding Templates [20], which aims at allowing different
objects communicating using heterogeneous protocols to inter-
act seamlessly using the abstract model exposed by its TD. The
SOSA/SSN Ontology [15] is a W3C recommendation aimed at de-
scribing sensors and actuators and the aspects revolving around
their properties, actions and exchanged data. SSN includes a core
ontology called SOSA (Sensor, Observation, Sample and Actuator)
to describe its elementary classes and properties. SSN and SOSA
offer different degrees of granularity for descriptions which makes
them able to be applied and adapt to a wide range of applications
including the WoT. The SAREF ontology [6] and its extensions is
an effort made by the TNO and standardized by the ETSI in order
to specify recurring core concepts shared by appliances in various
domains. The main concept of SAREF is the device, and depending
on the domain (home, building, energy, etc.) there are additional
key concepts that help describe related aspects.

Various efforts have been made in order to use Web services as
an infrastructure for data exchange between devices on the WoT.
ConnectOpen [26] is a platform architecture enabling automatic
integration of heterogeneous IoT devices and exposing the con-
solidated data they exchange via REST APIs. The ConnectOpen
platform relies on automatically generated communication agents
that are adapted to the specifications of the device being integrated
to the platform. These agents are deployed on gateways that allow
devices to have connectivity to the central platform.

6 CONCLUSION

In order for the WoT to be a distributed network of information
where knowledge can be consumed regardless of its format, the
problem of semantic interoperability has to be addressed first. In
this paper, we presented, with the help of a motivating example,
the various difficulties encountered by the scientific community
in achieving this goal. We identified, investigated and highlighted
a number of open questions that need to be answered in order to
overcome these difficulties. We then followed by a discussion on
the possible avenues for solutions to the main issues hampering the
establishment of true semantic interoperability for a service-based
WoT. We proposed preliminary approaches to address these issues
and showed the interest of having a Web API driven architecture
to expose devices and their capabilities. We showed that relying
on RDF and the stack of accompanying technologies and standards
together with RESTful Web services can be the key in designing
semantically interoperable WoT architectures.
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